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Baoika otoeia Pnoraknig aopaietac (MC 4.1.A.1)

Baowkég mAnpodopieg

MpoodLoplopdg Tou padntn Omnoloodnmote moAltng

Baowa otoxeia YndLakng achdAelag

TitAoG KAl KWSLKAG TOU LLKPOTILOTOMOLNTLKOU Kws: ALAL

IPAANAIA, ITAAIA,  KYMPOZ, EANAAA,
Xwpa(eg)/MNepLoxn (eg) Tou ekddTN POYMANIA
http://dsw.projectsgallery.eu

Kowonpaéia DSW

D) el AplBuoc épyou: 101087628

Huepopnvia ékéoong NoéuBplog 2023

YnoBetikog $Optog epyaciag mou omartteltal yio Ty

eN(TEVEN TWV HOONCLOKWV SROTEACSHETWY

EAGxloto 3 - MEyLoTo 8 Wpeg

Eninedo t™¢ padnoiakng epmetpiog mou odnyel oto WAREIVL
LLKPOTILOTOTIOLNTIKO

EpwTroeLs e autopatn onuaveon
TOmog agloAdynong AplBUOC epwTnoewy: 16 - 20
Emtuyio: 75%

Mopdr cULHETOXNAG otn Labnolokn dpaatnplétnta AcUyxpovn AladIkTuakn

Tomnog dLaopaAiong moLdTNTAG IOV XPNOLLOTOLETAL YiIaL

. ) AELONC 5 OUG
TN OTNPLEN TOU ULKPOTILOTOTOLNTIKOU §Loroynon a6 opoTouG

10


http://dsw.projectsgallery.eu/

» *

D S W *:*:} ﬁlz-g:liepi:x Union

DIGITAL SKILLS WALLET

MaBnolaka anoteAéopata

Mabnotakd anoteAéopata (BA. LOs 4.1.1 kai 4.1.3):

AodaAng PndLokn TTPOKTLKNA

e Avayvwpiote t™n onuacioc NG ¥pnong Hovadikwv Kwdlkwv TpocBacng yia  Stadopetikolg
SLa8LIKTUOKOUC AOyapLOCHOUG YLa TNV eVioxuoh TnG achAAELOC.

e Avayvwpiote ta Kowd onuadia twv npoonabslwv phishing kat pabete mwg va anoduyete va MECETE
BUpa TETOLWY amaTwV.

Neplypadn

To Micro Credential "Essentials of Digital Security" sival £€va apxiko mpoypappo mou €xeL oxedlaotel
OXOAOOTIKA YLO. VO TIAPEXEL OTOUG eKTTAULEEUOUEVOUG ULt 08 BABOG KOTAVONGON Kal TPAKTIKEG §€LOTNTEG OTNV
Pnolakn aodalela. Yootnpl{OUEVO Ao enayyeAQatieg TnS KuBepvoaodAlelag mayKoouiwg, To Hadnuo auto
£xel Seopevutel va SL8AEeL Baolkd PETPA yla TN Slatpnon TNS akepaldtnTog TG PndLoKAG TOUTOTNTAS KOL TWV
TIEPLOUCLAKWVY OTOLXELWY TOU OTOHOU, ard T XPAon Hovadikwy Kwdkwv mpooBacng £wg tnv aviyveuon kot
anoguyn tou phishing.

To mpoypappa &ekvad pe €udacn otnv aopaAela Twv KwSIKwY Tpoofacng, £va Kpiowo aAAd ocuxva
TIOPOYVWPLOUEVO oTolxeio tng Pndlakng aocdaletag. Ot ekmaldeudpevol Ba KATAVOHOOUV TNV OUCLO TNG
Snuoupylag Loxupwv, Hovadikwy KwSLKWY poofacng yla kKaBe €vav amnod Toug SLaSIKTUOKOUC AoyOpLOOUOUG
TOUG, YEYOVOG TTIOU HELWVEL ToV Kivouvo mapafiacng moAAamAwy AoyapLlacuwy oe mepimtwon napafiacng tou
€VOG. To HABnua poodEPEL TPOAKTIKEG OLOKNOELG LA TOV OXESLAOUO KWOLKWV podoBaong mou e§LlooppomouV
TNV AMOUVNUOVEUCH KOl TNV TTOAUTIAOKOTNTA, alomolwvTag BEATIOTEG TIPOKTLKEG OTIWG N XPron SLaXELPLOTWY
KWSLKWV pocBacng Kal 0 EAeyX0¢ TAUTOTNTOG TIOAAQTTAWY TTOPAYOVTWY YLa £va ETILMAEOV eMinMeSo aodAAELOC.

Ao tnv aoddlela Twv Kwdlkwy mpoéofaong, To Labnua nepva otn odaipa tng aviyveuong kat Tng amoduyng
tou phishing. Ou ekmaldevopevol slodyovtal otnv £vvola tou phishing - mopamAavnTikéG mpoomabeleg
anoktnong svaicbntwv mAnpodoplwv MPOCToloUeVOL OTL sival pla aflomiotn ovrtotnta. Mabaivouv va
ovayvwpilouv Koweg TaktikéG phishing, onwe amatnAd pnvopota NAeKTpovikou Taxudpopeiou, pnvoupata f
LoTOTOMOUG. To HABnua mapéxel éva achaAég, TPOCOUOLWHUEVO TTEPLBAANOV OTIOU OL EKTTALSEUOEVOL UTTOPOUV
va e€ooknBolv otnv avoyvwplon Kot tv avtidpaon oe amomnelpeg phishing, eviocxlovtag £toL tnv eumelpia
uabnong.

ErumAéov, To padnua koaAumrtel mpoobeteg mrtuxég tne PYndlokng acddAslag, cupmepAapBavouévng g
KOTAVONONG TWV KWSUVWY TwV pn acdaAwv SIKTUwV, TNG ONUAGCLOG TNC TAKTLKAG EVNUEPWONG TOU AOYLOLLKOU
yla TV emdlopbwon Twv TpWTWV onUelwv aodpaleiag kot TS Xpnong tng kpumtoypddnong ya tv achain
petadoon dedopévwy. Alvel emiong Eudaon otig ouvnBeleg aodalol epiynong, Onmwe n emainbsuon Twv
TILOTOTOLNTIKWY a.odpaleiag Twv LoTOTOTWY Kal N anoduyn ANPewv amno pn emalnbeupéveg mnNyEc.

To Mpoypappa KOPUPWVETAL E CEVAPLO TIPAYHATIKOU KOGLOU OTIOU Ol LaBNTEG Umopouv va ehapudoouyY TIG
€VVOLEC TIOU €XOUV MABEL, TapEXOVTOG £VAl TIPOKTLKO HETPO TNG KATOvONonG KoL TNG €TOOTNTAG Toug. Ot
afLoAoynoeLG elval OXESLOOUEVEG ETOL WOTE VAL ULLOUVTAL TLG PN dLAKECG ATTEAEG TIOU UIMOPEL VOl AVTLUETWTTIGOUV
oL eKTaLdeudpEVOL otV KaBnuepvy Toug {wr, Bonbwvtag Toug va KOTAVONCOoUV TWE Vo avilbpAdoouv
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KatdAAnAa kat va Stadulatouv tnv PndLokn Toug achaAela.

Me tnv emnituyr oAoKApwWan TOU TPOYPAUUATOG, oL ekmatdeuopevol AapBavouv to Micro Credential "Essentials
of Digital Security", pLo avayvwplon Tng LKAVOTNTAG TOUG OTNV Tpootacia tng YndLlakng Toug TaUTOTNTAS Kl
TWV TIEPLOUCLOKWY TOUG oToLXElwv. Elte elote emayyeApatiog nou emBu el va evioyuoeL TIg 6€€LOTNTEG TOU oTNV
Undlakn acpalela, ite Eva ATOPO TIOU EMBUUEL VOl EVIOYXUOEL TNV TPOCWTILKA Tou acdalela oto Stadiktuo,
OlUTO TO TIPOYPOULO TIAPEXEL Lo BeeAlwdn BAon YVWOEWVY Kol £€va oUVOAO gpyaleiwv yLa TNV evioxuon tng
PnoLokng acdalelas.

AUTO TO JLLKPOTILOTOTIOLNTLKO EVBUYpappieTal e TN déopeuon TG EE va evioyuoel Tig PndLakég Se€LOTNTES Twv
TIOALTWV KOlL TNV gualobntomnoinon toug o BEpata SLadIKTuaKkng 0opAAELAG KOl EYKPIVETAL WC EVA OUUTTAYEG,
OUYKEKPLULEVO KAL OUCLAOTIKO LaBnoLlako EMITEVYUO TTOU AmOSELKVUEL TN YVWoN BooIKwY TUXWV TG PndLlaknig
oodalelag.

Epwtnoelg
Movadikol kwdikol mpooBaong yla SltaditktuakoUE AoyapLlacpoug

1. E&nynote tig mBavEg CUVETELEG TN XPNoNg Tou i8lou kwdikoL mpdoBaong yia moAou¢ Stadiktuakolg
Aoyaplaopouc.

2. Nwg evioxVeL TNV aohAAELX N XPHON LOVASIKWY KWSLKWY Tipocfacng yia kabe Aoyoplacuo;

3. Toleg eival HepPlkEG PEATIOTEG MPOAKTIKEG yla TN Snuwoupyia evoc Loxupol, povodlkoU Kwdikol
npooBaong;

4. 3ulntnote TO0 POAO TWV SLOXEPLOTWY KWEIKWY TPooBacng otn Slatipnon HOVASIKWY KWSLKWV
npooPaong. Elval amoteAeopatikoi;

Enaypumnvnon Kat eniyvwon Tou eptBaAAovtog

5. Mepypadte pua katdotaon omou n ENAewdn eniyvwaonc tou meptBarlovtog oag Ba prmopolos va B€oel
o€ KLvOUVO TNV MPOooWTIKA oag aohAAeLa f TV aodpalela Twv PYndLakwy oo CUCKEUWV.

6. Mwc BOa pumopouoe n emaypUuTVNON va To amoTtpEPeL auto;

7. Mrmopeite va e€nNyNOETE OPLOPEVEC CTPOTNYLKEC yLa TNV aUEnon tng emiyvwong tng kotaotaong, 1oiwg
o€ dNUOCLOUG XWPOUG;

8. TMoleg texvoloyiec sival StaBéotpec yia tn Slatrpnon g Miyvwong Kal TG MPoowrtkng aodaleLag;

Anonelpeg phishing kot amdrteg

9. Mepypadte tpeLg ouvnBelg evdeifelg piag amdmnepag phishing.

10. E€nynote mwg va avidpacete av umoPLldleote OTL €xete AGPEL UAVUMO 1} NAEKTPOVIKO HAVUUQA
nAsktpovikou "Papéparoc".

11. Nowa Brpota mpénel va akoAouBnoste av nécate BV eniBeonc phishing;

12. Zulntnote To pOAo Tou gAéyxou TautotnTag SUo mapayoviwy (2FA) otnv mpootacia ano to phishing.

Fevikd pétpa achaleiog

13. Nwg propei n yevikn ekmaiSsuon oXeTIKA U TIG BEATIOTES TIPOKTLKEG AoPAAELAC OTOV KUPBEPVOXWPO VO
EVIOYUOEL TOOO TNV MPOCWTILKA 000 Kal TN cUAAoyLkr PndLakn acddalela;
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Baolkr) evawoBntomnoinon oe Béuata
NMPoowWrkAS aopaielag (MC 4.1.A.2)

Baotkeg mAnpodopieg

MpoodLoplopdg Tou padntn

TiTAOC Kol KWSLIKOG TOU UIKPOTILOTOMOLNTLKOU

Xwpa(eg)/Meploxn(eg) Tou ekSOTN

Qopéag(-e¢) amovoung

Huepopnvia £ékéoong

YnoBetikog $poptog epyaciag mou amalteltar ywa tnv

eN(TEVEN TWV HOONCLOKWV SROTEACSHETWY

Eninedo tng pabnoiakng epmepiag mouv odnyel oto
LKPOTILOTOTIOLNTLKO

Tumnog aéloAdynong

Mopdr cuuETOXAG ot Ladnolakn dpaatnplotnta

Tomnog SLaodpaAong moLdTNTAG IOV XPNOLLOTIOLE(TAL YLo
TN oTNPLEN TOU LKPOTILOTOMOLNTIKOU

* X %

Co-funded by
the European Union

* 4 *

aopaAelag otov KuBepvoxwpo Kot

Omnoloodnmote moAltng

Baowkry evaloBntomoinon oe Béuata
KUBEPVOAODAAELDG KAl  TIPOCWTILKAC
aodalelag

Kwb: A.2: MC4.1.A.2

IPAANAIA, ITAAIA,  KYMPOZ, EANAAA,
POYMANIA

http://dsw.projectsgallery.eu

Kowormpaéio DSW
AplBuocg €pyou: 101087628

NoépBplog 2023

EAGxloto 3 - MéyLoTo 8 Wpeg

IAPYMA

EpwTroeLs e autopatn onuaveon
AplBUOC epwTtoewy: 16 - 20
Emtuyio: 75%

Aclyxpovn AladIKTuaKkn

AfloAdynon amod opoOTLIOUC
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MaBnolaka anoteAéopata

Mabnotakd anoteAéopata (BA. LOs 4.1.2 kai 4.1.4):

Wndrakn emaypunvnon

1. Avayvwpiote UTIONTA LNVUHOTA NAEKTPOVIKOU TaxUSpoUEiov, LNVUUOTO 1 LOTOTOTOUG TTOU UTTOPEL Vol
npoomnadrioouv va oag¢ €€£amatAoOUV WOTE VA AMOKOAUPETE TPOOWTIKEG TAnpodopieg n
Slamoteuthpla cuvéeonc.

MepBarloviikr evaltoBntomnoinon

2. Alatnpnote pla oTach emaypunvnong Kal emiyvwong Tou meplBAANovTog oag.

Neplypadn

To Micro Credential "Basic Cybersecurity and Personal Safety Awareness" givat £va KOLVOTOLO TIPOYP OO TIOU
EVOWHATWVEL TNV ekmaibevon oes Ofpatra Ynolakng acddAelag pe TV evalcbntomoinon oes Bépata
TIPOOWTILKAG aodAAelog. AUTO TO fexwplotd UABnua, To omoio oxedldotnke amd e16lkoU¢ os Bépata
KUBEpVoaohAAELAC KL TIPOOWTTIKAG a0DAAELNG, €XEL WG OTOXO VO UETASWOEL OTOUG EKTIALOEUOUEVOUC HLa
oAOKANPWUEVN KOTAVONGCN TO0O TwV PNdLakwy anelAwy 660 KoL TWV ITPAYHOTIKWY {NTNUATWY aodAAELag.

IToV TOpEa TG KuBepvooodalelag, To MPOYPAUUO TIAPEXEL Ula OAOKANPWUEVN €l0Aywyr] OTO TOTIO TWwV
Pnolokwy ameldwyv. To pabnua Bonbd toug ekmaitbeudpevoug va Slakpivouv TBaveg amelég otov
KUBepvoxwpo, OmMwc UMOMTA HUNVUMOTA NAEKTPOVIKOU Taxudpoueiou, TOAPAmMAQVATIKA MnvOpaTa Kol
KakOBouloug Lotdtomoug. Ol cuppeTéxovieg Ba e€epeuvroouv Stddopouc TUoug KakOBouAou AoyLOULKOU,
amndreg phishing kal eMBECELS KOWWVIKAG UNXAVLIKNG, Labaivovtag va avayvwpilouv Ta mpodnAwTikd onuadia
TETOLWV ATENWVY KaL TTwE Vo avTdpoUv KatdAAnAa. To mpoypappa epBabivel emiong otig ouvhBeleg aodparoug
TLEPLAYNONG, OTLC TPAKTLKEG AoPAAOUG ETILKOWVWVIAG KO 0TNV UTELOUVN XPrON TWV KOWWVIKWY LECWV KOL TWV
Sladktuokwv TAATPopUwy, €EOMAIOVTAG TOUG EKTOLOEUOHEVOUG ME TIG ATOPOITNTEG YVWOELS yla va
neptnynBouyv pe aoddAela otov PndLlakd Koouo.

Oocov adopd TNV MPOCWILK acPAAELN, TO HABNUO TPOodyel pia €vtovn aiocbnon tng emiyvwong Tou
niepBaAlovtoc. Autod epAAUBAVEL TNV EKTTALOEVON OE TEXVLKEG EMIYVWONG TNG KATAOTAONG oV £ival {WTIKAG
onpaoiag yla tTnv mpoowrikn acddaAela oe diadopa meplBaiiovta, ite MpokeLtal yla SnUdoLoug Xwpoug, eite
yla TNV gpyacia, eite akoun Kal ylo To omnitt. To pabnua mpoodEpel MPAKTIKEG OUPBOUAEC OXETIKA LLE TOV TPOTIO
EVTOTILOMOU KoL ormoduyn ¢ SUVNTIKA ETIKIVEUVWY KOTAOTACEWV, KABWGE KAL TEXVLKEC YL TNV ATIOKALUAKWON TwV
KOTOOTACEWV KOL TNV TTPOCTACLA TOU £0UTOU TOU Otav BploKETAL AVTIHETWITOG LE pla amelAr]. To mpoypopua
UTIOYPOAUUICEL TN oUvdeon HeTall g YndLakng achAAELOC KAL TNC IPOCWTTKAG aloPAAeLag, KatadelkviovTag
TIWCE N BeATiwon Twv SLadikTuakwv cuvnBeLwY UIMopEel va LELWOEL TIC EUTTAOELEC OTOV TIPAYHATIKO KOGUO.

To TeALKO UEPOG TOU TTPOYPAUUATOC TTEPAAUBAVEL HLA OELPA TIPOKTIKWY 0LOKNOEWVY KOL TIPOYHLATIKWY CEVAPLWY,
OOV OL eKTOLEEUOUEVOL UITOPOoUV Vo EPAPUOCOUV TIG VEEC YVWOELG TOUC yLa TNV acdEAELD OTOV KUBEPVOXWPO
KOL TNV TIPOOWTLK aoddAelo. AUTEC oL QfLONOYNOELC, TIPOOEKTIKA OXESLAOPEVEC WOTE va pLpouvTal
KOTOOTACEL TOU TPAYUOATIKOU KOOUOU, TIOPEXOUV OTOUG EKMALSEUOUEVOUC UL TIPOKTIKA €ukalpio va
Soklpdoouv Tig Se€LOTNTEG TOUC Kal va evioxUoouy T pabnaon touc.

Me tnv emtux oAOKANPWON TOU HaBUOTOG, oL ekmaldeuopevol Ba amoktrioouv To Miotomontikd Micro
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Credential "Cybersecurity and Personal Safety Awareness". AuTo To eniteuypa onUATOSOTEL TNV IKAVOTNTA TOUG
OTOV EVIOTILOUO KOl TOV UETPLOOUO TLBavwy Pndlakwy amelAwy, KaBwe KoL TNV EVICXUUEVN KATAVONON TwV
OPXWV KAL TIPAKTLKWVY TIPOCWTTLKAG Ao AAELAC.

To mpoypapua Micro Credential "Basic Cybersecurity and Personal Safety Awareness" uloBetel pa
LOONTOKEVTPLKY TIPOCEYYLON, TPOCapUOlovTag TO pUBUO TOu POBAUOTOC OTIC AVAYKEC TOU KABe padnth Kat
StaodaAilovtag OtL OMol, avefdptnta amd To Eemimedo TNG TEXVIKAG TOUC EUTELPLAC, HUMOpouv va
TapakoAouBroouV Kal va amoKopioouy T péylotn Suvarth afia and to uadnua.

21O TUAMA TOU HOBANATOC yia TNV acdPAAELD OTOV KUPBEPVOXWPO, TO TIPOYPOULO TTAPEXEL pLa Babla eppabuvan
oe Sladopa €ibn Sadiktuakwy amelAwv. Mo mopddelypa, ol ekmaldeuOuevol Katavoouv oe Babog to
KOKOBOUAO AOYIOULKO - TIC HopdEG TOU, TOV TPOMO AElToupylag Tou Kal T Tbavég {nULEC TTou Umopel va
npokaAéosl. MaBaivouv emiong ylo tig emiBéoelg phishing, oL omoieg s€amatolv TOUC XPrOTEC WOTE VA
amokaAUouv guaicBnteg mMAnpodopieg, Kal MwWE va evromilouv kol vo amodpelyouv va médtouv BUpata
TETOlWV amatwy. To pAabnua e€olkelwvel eMmiong TOUC eKMOLOEUOEVOUG HE TNV €vvola TWV eMOECEWY
KOLWWVLKNG HUNXAVLKNAG, oL omolec ekuetalevovtal thv avBpwrivn Puyoloyla yla va OTOKTAGOUV N
gfouaolodotnuévn npodoPaon oe dedopéva 1 cuotipata. To padnua Sivel Wblaitepn £udacn otnv MPOAKTLKA
YVWON Kol ULOBETEL pLa TIPAKTLKA TIPOCEYYLON, HE TOUG eKMALEUOUEVOUG Vo e€0OKOUY TIG S£ELOTNTEC TOUC OE
TipocopOlWHEVA TtepLBAAlovTa.

MapdAnAa pe tnv eknaidevon ywa tnv aodpalela otov KUPBepVOXWPO, TO TIPOYPOAUUA TIAPEXEL OTOUG
ekmatdevopevoug {WTIKAC onuaciag ekmaidevon yla TNV MPOowrik acdpdaieta. Autd mepllapBavel tnv
ETYVWON TNG KATAOTACNG - VO EXEL KOVELG eMiyvwaon Tou mepIBAANOVTOC TOU Kal Vol eVTOTT(EL TILOAVEC QTTELAEG.
To pabnuoa napouoctalel Stapopa oevapla and Thv mpayHatiki {wh yla va BonBbnosl Toug ekmatldeuopeVOUG val
KOTAVOrGoUV TouG TiiBavoU ¢ KvdUvoug Kot Twg va amodeUyouV i va XELPL{ovtal TETOLEG KATAOTAOELG. AlveTal
Eudaon otnv KOAALEPYELA ULOG YEVIKNG OTAONG emaypUmvnong Kal otn ARyn MPOANTTIKWY PETPWV yLa TN
Staodalion TNG MPOoWTKAC achAAELOC.

To padnua diavBiletal pe aflohoynoels yia va SLaoPalloTel OTL OL EKTTALSEUOLEVOL KATAVOOUV KAl UTTopoUV va
edaAPUOOOUV TIC EVVOLEG TIOU €XOUV MABOEL. AUTEG oL QELOAOYNOELG HLMOUVTOL TIPAYUOTIKEG KOTAOTAOELG,
BonBwvtog TOUC EKMALSEUOUEVOUC VO TIPOETOLUAOTOUV Yyl TO €60¢ Twv amel\wv TIOU MIOopsl va
OVTLUETWTITioOUV 0TV KaBnuepLvr Toug {wh, Toco online oo kat offline.

Mépa amo Tov e€OMALOUO TWV HaBNTwV Pe Kpiolpeg 8e€10TNTEG KUBEPVOACHAAELOC KL TIPOCWTILKAG achAAELOC,
TO MPOYpOppa EMISLWKEL eMiong va epuduonoel pla KouAtoUupa cuveXoUG Hadnong. To tormio Twv PYndlakwy
anelAwv e€ehiooetol SLaPKWE KoL VEEG TIPOKANOELG TTPOOWTILKA G oo AleLag epdavilovral TakTika. Q¢ ek TouTou,
TO TIPOYpPA A VOUPPUVEL TOUG EKMTALEEUOUEVOUG VO EVNLEPWVOVTAL YLa TIC TEAsUTAlEC e€eAifelg koL oToug SUO
topeic, Staodalilovrag OtL oL SELOTNTEC TOUG TTAPAUEVOUV ETLKOLPEC UITPOOTA OTLG VEEC ATELAEG.

Me daMa Adyla, to Micro Credential "Cybersecurity and Personal Safety Awareness" 8ev adopd amiwg
BewpnTIKEC YyVWwoelg, aAG tnv eumédwon pag vootpormiag emaypunvnong, toco online oo kat offline.
AmneuBuvetal og 6Aoug 600U¢ eMBUOUY vVa BEATLWOOUV TN OTACH TOUG OTOV TOMEQ TNG PndLakng aodalelag
KOl TNG evaloBntomnoinong oe BEpata MPOoowWILKAG AohAAELNG, CUUMEPIAAUBAVOLEVWY TWV ETTAYYEALATLWY,
TWV GoLTNTWV KAl TWV KABNUEPVWV XpNoTwV Tou Aladiktiou.

Ev katakAeidy, To mpoypapupa Micro Credential "Basic Cybersecurity and Personal Safety Awareness" eivat éva
OALOTIKO paBnolakd TagidL mMou eVOUVALWVEL TOUG EKTIALOEVOUEVOUG e BAOIKEG SEELOTNTEG yLa TNV TTAONYNON
otov ouyxpovo, Stacuvdedepévo koopo. Eite elote emayyeApatiog otov Topéa TNG KUPBepvoaodAAeLag mou
eMOUUEL va evioyUoel TIG 6eELOTNTEG TOU 0 BEpATA MPOCWTIKAG aodpAAelag, ite éva dtouo mou emBupel va
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EVIOYUOEL TNV Katavonon tTwv PndLlakwy anewy Kol TG TPOoWTTLKAG AohAAELAC, OUTO TO TPOYPAUA TIOPEXEL
TLG YVWOELS KoL Ta epyadeia o eival amapaitnta ylo va BeATIwoeTe T otdon aopaleiag ocog tooo online 660
ko offline.

AUTO TO HLKPOTILOTOTIOWNTIKO guBuypappiletal pe tn déopevon tng Eupwmnaikng Evwong vo eVioXUoEL TIG
PNPLOKES LKAVOTNTEG KoL VAL TIPOWONCEL TNV TIPOCWTTLKN LOPAAELA TWV TTOALTWVY TNG. MOPEXEL LA TILOTOTIOLNLEVN
papTupla TNG apXLIKNC KUPLAPXLOG TOU EKTOLOEVOUEVOU O AUTOUC TOUC {WTLKOUG TOUEIC TNC aoPAAELOG KOL TNG
npootaciag.

Epwtioelg

Wndotlakn emaypumnvnon

1. Mowa eival Tpila KOWA XOPAKTNPLOTIKA £VOC UTIOMTOU NAEKTPOVLKOU TAXUSPOUEIOU 1} HNVUUATOC TTOU
umopel va mpoomaBel va ocog €€amatiosl wote va AmoKAAUWETE TPOOWTILKEG TIANpodopleg 1
Stamioteuthpla cuvdeong; Mwc Ba aVTIUETWTIATE YL TETOLO KATAOTAON;

2. Tolec elval PePLKEC EMUTALOV KOKKLVEG ONUALEC TIOU TIPETEL VO IPOOEEeTe o mBavd SOALa pnvopata
LOTOTOTOUG;

3. Mepypadte 1o pOAO TWV TELXWV MPOOTOCLAG KL TOU AOYLOKLKOU TipooTaciag anod oug otny evioxuon
™G Yndrakng emaypumvnong.

4. 600 CNUAVTIKO ElVOL VO EVNUEPWVETE TOKTIKA TO AOYLOULKO 0ag yla Th Satripnon tng YndLakng
ooddalelag;

5. E&nynote mwg o €Aeyxog TAUTOTNTOC TMOANQMAWY TTAPAYOVTIWY UMopEel va Xpnolpeloel wg mpdobeto
eninedo npootaciag anod pn e€ovclodotnuévn Mpocpacn otoug AoyapLacuoug oag.

MepBarloviikr evatoBntomnoinon

6. Meplypadte pia KOATACTAON OTNV OTola n enilyvwon Tou neptBaAlovidg oag Oa pnopoloe eVvEEXOUEVWG
va anotpéPel pLa mapafiacn tng acdalelag r €vav kivduvo yla Tnv Ipoowrikn oag aodpalela.

7. Mola pétpa pumopouv va AndBouv yia tn BeAtiwon tng meptBarlovTikng evalodntomnoinong;

8. Muwg avtilapPdaveote ta Bépata aopAAelag TPOKELUEVOU va OUMPAAeTe ot éva aopaAEoTEPO
niepBaAloy;

9. EM\elpeL texvoloylag, oleg BOCIKEG TIPOKTIKEG Umopeite va. akoAouBroete yla va Staopalioete oOtL
€xete eniyvwon tou nepLBAAlovtog oag;

10. Noleg eival oplopéveg meplBaAAoOVTIKEG evdeitelg Tou pmopel va umtodnAwvouv TBavo kivéuvo yla tny
aodadlela;

Yuvbuaopog kot Twv dUo

11. Qavraoteite ot AapBavete Eva URvu o nAektpovikol Taxudpopeiov oto TnAéPwvo oag evw Bpilokeote
o pa kadetépla pe moAAn kivnon, To omolo oag {NTA Vo EMIKUPWOETE OUECWC TA SLATILOTEUTAPLY
oLVSEoNC co¢ yla Tov Tpanellko cog Aoyaplacuo. MNoleg evépyeleg Ba KAVOTE OE AUTO TO OEVAPLO,
AapBavovtag untddn téoo tv Pndlakn emaypunvnon 6o kat tnv neptBallovtikrn evatcbntomnoinon;

12. Nwg Oa 8iédepe n avtidpaor coc av Aappavate to Lo UTOMTo UAVURO NAekTpovLkoU Taxudpopeiou
evw Bplokdoaotay os BLWTKO TtepLBAAoy;

13. Moot givat pepikoi amd toug mbavoug KivdUvoug TNE TPOoBaoNC O TTPOCWTILKOUE AOYOPLACHOUG HECW
dnuooov Wi-Fi; Nwg prmopolv va HeTPLACTOUV 0UTOoL oL Kivouvol,

FEVIKEG EPWTNOELG

14. Nwg pnmopolv oL opyaviopol va Stadpapaticouv poAo oTNV EKMAISEVON TWV ATOUWY OXETLKA LLE TNV
Pnolakn emaypumvnon kat tnv neptBarloviikn evatodntonoinon;

16



DSW/

DIGITAL SKILLS WALLET

* X %

Co-funded by
the European Union

* 4 *

15. Nowa eivatl ta odpéAn tou cuvbuacpol NG PYndlokng emaypunmvnong Kat tng TePBAANOVIIKAG
gualobnrtomnoinong o€ pia oAoOKANPWUEVN OTPATNYLKY aodAAELOC;

Baowka otowxeia Yndakng aopalelag kal TPOOTACIOC TIPOCWTILKWY

dedopevwy (MC 4.1.A.3)

Baotkeg mAnpodopieg

MpoodLoplopog Tou pabnti

T{TAOG TOU ULKPOTILOTOTOLNTLKOU

Xwpa(eg)/Neproxni(eg) Tou ekddtn

QOopéag(-eg) amovoung

Huepopnvia ékdoang

YnoOetikdg $oOpToC £pyaciag mou ammalteltal yia tnv

eNiTeUEN TWV HABNOLOKWY SFEOTEASOHETWY

Eninedo tn¢ padnolakng sumelpiog mou odnyel oto
LKPOTILOTOTOLNTIKO

Tomog agloAéynong

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa

Tomog StaodpaAiong moldTnTAg Mou xpnotponoleltat yla
TN oTNPLEN TOU UIKPOTILOTOMOLNTLKOU

Omnoloodnmote MoAlTng

Wnolakn aodaAela kot ISLWTKOTNTA
Baowd otolxela
Kwb: A.3: MC4.1.A3

IPAANAIA,
POYMANIA
http://dsw.projectsgallery.eu

ITAAIA,  KYMPOZ, EAAAAA,

Kowomnpa&ia DSW
AplBuog €pyou: 101087628

NoéuBplog 2023

EAdxloto 3 - MéyLoto 8 wpeg

IAPYMA

EpwTAOCELG e auTOUATN orpavaon
AplBuog epwthoswy: 16- 20
Ertuyla: 75%

AcUyxpovn AladIKTUaKn

AfloAdynon amo OUOTIHOUC

17


http://dsw.projectsgallery.eu/

» *

D S W *:*:} tcrgg:liepi:x Union

DIGITAL SKILLS WALLET

MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.5, 4.1.6 kat 4.1.7):
AodAAELO CUOKEUNG

1. Edapuoote tn deflotnta va achaAilete Tn cuokeun oag otav ival aduAaktn.
AodpdAela SiKTUoOU

2. Nepypate tTn onuaocio tng dtacdaiiong Tou olklakol aag SIKTUOU pe LoXupoUE KwdIkoUE TipocBacng
KOLL TIPWTOKOA A KpuTttoypadnong.

Anuooia acpaieta Wi-Fi

3. Tlpoodlopiote Toug KvdUvouc mou cuvdéovtal pe T Xpron Snuoctwyv Siktuwv Wi-Fi.

Meptypadr

To Micro Credential "Digital Security and Privacy Essential" sival éva evtatikd oxeSLa0UEVO TIPOYPAUL TTOU
£xel eykplBel and tnv Eupwmaikn Emitponn Kol otoxelel otnv evOUVAUWON TWV EKMOLOEUOUEVWY HE HLa
OALOTLKA KaTtavonaon Twv HETpWV PNdLakng acPAAELOG KoL TWV apXwV TPOOoTAciag TG WOLWTIKAG {wng. Autd To
OAOKANPWUEVO TIPOYPAUUA Elval SOUNUEVO YUPW ATIO TPELS MTPWTAPXIKOUG TIUAWVEG TNS WNndLlakng aoddalelag
KoL TNG LOLWTLIKOTNTAG - TNV a0PAAELa GUCLKWY CUCKEUWY, TNV acdAAELA OLKLAKWY SIKTUWV Kol TNV acdaln
xprnon Snuoociwv diktuwv Wi-Fi.

To taidL autol ToU UIKPOTILOTOTIOLNTIKOU EEKLVA e EUdaon otnv aodalela Twv GUCIKWY CUCKEVWV. Q¢ Lelypa
Bswplag Kal TPAKTIKAC, AUTO TOo TUAUA Silvel T SuvATOTNTA OTOUC EKTIALSEVOUEVOUC VO QTTOKTAOOUV TIG
anapaitnteg 6e€LOTNTEC yla TNV achAAELD CUCKEUWV XWpI¢ emitripnon kat vo e€olkelwBbolv Ue pLo oslpd
MNXOVIOUWY KAELSWUOTOC, BLOMETPLKWY CUCTNUATWY Kol GAAWV XOPAKTNPLOTIKWY aodaAEl0G CUYKEKPLUEVWV
cuokeuwv. Emonuaivel ot ta Bepédia tng aoddalslog Twyv cuokeuwv ebpdalovtal oe peydho PBabud oes
TIPOKTLIKEG TIPODUAAEELG KO TIPAKTIKEG, OL OMOoleC WMOpoUV VO ATMOTPEYPOUV OIOTEAECHUATIKA TN KN
efouaolodotnuévn puoikn npodcPaon.

21N OUVEXELQ, TO MLAONMA KATEUBUVEL TOUG EKTIALSEUOEVOUC TIPOG TNV LOPANELA TOU OLKLAKOU SIKTUOU. Z€ QUTH
TNV EVOTNTA, OL EKMOLEEUOUEVOL TIEPLNYOUVTOL OTLG TEPUTAOKEC TTUXEC TNG EYKATAOTOONC KOl SLaXELpLong VoG
oodpalolc olkiakol &iktvou. Ou skmatbeudpevol epPabivouv oe £vvoleC OMwE n edappoyn LOXUPWY,
povadSIKwy KwSIKwY podaBacng Kal n XprHon MPwTomopLAKWY TPWTOKOAAWYV Kpumtoypadnong. AUt n evotnta
TIPOODEPEL OTOUC EKMALOEVOUEVOUC UL TIPOKTLKY, TIPOKTLKA eumelpio, £€omAlovidg TOUg HE QVEKTIUNTEG
YVWOELG TIOU UITOPOUV va eGapUOCOUVY yla TV aodAAELX TWV OLKLOKWY TOUG SIKTUWV oTNV KaBnuePLVH Toug
twn.

O tpitog akpoywviaiog ABog Tou HaBUATOG EMIKEVIPWVETAL YUPW Ao Toug mBavoug Kivduvoug aodaleiag
TIOU gykupovoLV ta dnuoota diktua Wi-Fi. Mapd tnv eupéwg Sladedopévn Xprion Kal Thv €UKOALa Toug, Ta
dnuoota diktva Wi-Fi mapouctdlouv onpovTIKEG TTIPOKANCELS yla TV acdalela. e quTr TtV evotnTa, Ol
EKTIALOEVOEVOL DA ATTOKTCOUV YVWOELG OXETIKA L€ UTOUG TOUG KIvEUVOUG Kal Ba KATavorcouv mwg Unopouv
va urmokAamouv f vo XelpaywynBolv sdopéva Katd tn xprnon tétowwv Siktowv. Na va e€omAloouv Toug
EKTIALOEVOUEVOUC UE QUUVEG QTEvavtl oe oUTEC TIC mBaveg ameldég, kabodnyouvtal péow Slododpwv
OTPATNYLKWVY yla aodaln xpnon, cupmepthapPavopévng tng xpnong VPN (Virtual Private Networks), tng
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enaAnBeuong NG auBevtikOTNTAG TOUu SIKTUOU Kol TNG amoduyng svalobntwv SpactnploTNTwy KATA TN
ouvbeon og 6nuoolo Wi-Fi.

To TeAKO OTASLO TOU TIPOYPAUUATOG TIPOCHEPEL OTOUG EKMOLOEUOUEVOUG TNV gukalpla vl SOKLUAGOUV TIG
S€€LOTNTEC TOUG OE MPOKTLKA, TPAYUATIKA oevapla. AfloAoyoUvTal e BAch TNV LKAVOTNTA Toug va epapudlouv
TIG YVWOELG KaL TG SEELOTNTEG TTOU QATIEKTNOAV YLl TNV ATOTEAEOUATIK aodAAELd PnPLAKWY CUCKEUWVY KoL
SIKTU WV, TTOPEXOVTAG TOUC £VA CUYKEKPLUEVO HETPO TNG LABNONG Kol TNG TPoOSou Toug.

Me TNV enitux oAOKARPWON TOU TPOYPAUHATOC, oL ekmaldeuopevol amoktolv to Micro Credential "Digital
Security and Privacy Essential". Autij n unAol kUpoug avayvwplon anoteAel anodelEn tng oAoKANPWHEVNG
Katavonong tg Yndlaknig achdAeLlag Kot WOLWTKOTNTAG KAl TNG KAVOTNTAG TouG va ePaprolouy AUTEG TLG
YVWOELC yLa TtV acddaiela tou PndLokol Toug tomiou.

Ev katakAeiSt, to Micro Credential "Digital Security and Privacy Essential" umepBalvel tnv amAr Bswpntikni
yvworn). E€omAilel Toug eKmaLSEUOUEVOUC UE TIPAKTIKEG, ebapUOOIUEG SELOTNTEG OTOV TopEa TNG PNdLOKAG
aopAAELag KOl TNG WOLWTIKOTNTOC. AreuBUVETAL 0 €va UPU KOO, OO EMOYYEAUATIEG TTOU €mBUUOUV Vo
gvioxUooUV TNV Katavonon tng Ynolakng aochdaAsiag UEXpL KOONUEPWVOUG XPHOTEC TIOU OTOXEUOUV va
gvioyVoouv tnv aoddlela tou Pndlakol toug meptParloviog. Auto to Micro Credential ocuvdadel pe Tig
npwtoBoulieg Tng Eupwnaikng Evwong yla tnv evioxuon tou Pndlakol aAdaBntiopou Kot TnG 0oPAAELNG TWV
TIOALTWV TNG, TIOPEXOVTAG £VA ETILKUPWUEVO ETITEVYLO TIOU TILOTOTOLEL TNV eMApKeLa otnv Pndlakn achaiela
KOLL TNV WOLWTIKOTNTA.

Epwtnoelg
AodAaAeL0 CUOKEUNC:

1. ODavtaoteite OTL MPEMEL va adroete to Gopntd cag UMoAoyloth Xwpls enifAedn oe pa dnudola
BBALOBNKN yla Alya Aemttd. Mowa pétpa Ba Aapfdavate yia vo achaAioETE T GUOKEUN 0AC KATA TN
SLapKELa AUTAC TNG EPLOSOU;

AoddAela SiKTUOU:

2. E&nynote ylati elvat onpaviikd va achaAileTe To 0KLAKO oag SIKTUO HE LoXUPOUG KWELKOUE mpoafacng
KoL TIPWTOKOAAQ Kpumtoypddnong. Mmnopeite va meplypaPete tn Sladlkaoia eyKotAoTAoNG TETOLWV
HETPpWV acdadeiog og Evav olklako Spopoloynth;

Anpooia aocddaieta Wi-Fi:

3. Motot eilvat oplopévol miBavol kivduvol amd tn xprion dnuocwwv diktuwv Wi-Fi kol mwg pnopeite va
UETPLACETE AUTOUC TOUC KIVEUVOUC yLa va XpnoLUoToLeite pe aopalela autd ta Siktuo;

‘Evag ouvduaopog OAwv:

4. AcgumoBécouie OTL epydleoTe oo pLa KapeTEpLa xpnoLponolwvtag to dnuoato Siktuo Wi-Fi. Zulntrote
Ta Bpata mou Ba Aappadvate yla va Stachaiioste TV aoPAAELd TOOO TNG CUCKEUNG 0AG OGO KL TWV
Sebopévwy oag og autd To oevaplo.
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Alaxeipion PnodLakol amoppritou kat kuBepvoacdaielag (MC 4.1.A.4)

Baowkég mAnpodopieg

Mpoodloplopdg Tou pabntni Omnoloodnmote MoAlTng

Awaxelpion  Pndlakol amopprtou  Katl
TitAOG Kol KWSLKOC TOU LULKPOTILOTOTIOLNTIKOU KuBepvoaohANELOC
Kwb: A.4: MC4.1.A4

IPAANAIA, ITAAIA, KYMPOZ, EANAAA,
Xwpa(eg)/Neproxn(eg) Tou ekd6Tn POYMANIA
http://dsw.projectsgallery.eu

Kowormpaé&ia DSW

oL el ApBuoc €pyou: 101087628

Huepopnvia ékdoang Noéupplog 2023

YnoBetikdg ¢optog £pyaociag mou amaltetal yla tnv

, . , EAGxLoto 3 - Méyloto 8 wpse
enitevén Twv HOONOLOKWY SROTEAECHETWY X Y PES

Eninebo g padnowakng eumeipiog mou odnyel oto WAREVL
LLKPOTTLOTOTIOLNTLKO

EpWwTNOELG UE QUTOUOTN CALAVON
Tomoc agloAdynang AplBuog epwthoewy: 16- 20
Ertuyla: 75%

Mopdr cUUHETOXNS ot HaBnolakn dpactnplotnTta AcUyypovn AladiKTuakn

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN oTtNPLEN TOU ULKPOTILOTOMOLNTIKOU

AfLoAoynon amod ouOTILOUG
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MaBnolaka anoteAéopata

Mabnaotaka anoteAéopata (BA. LOs 4.1.8, 4.1.9 ka1 4.1.10):
PuBuioelg amoppritou

1. MepypdPte MwG N avabewpnaon KoL N IPOCcapHoyr Twv pubuicewv amopprtou umopet va Bondnost
OTOV €AEYXO0 TWV MANPOGOPLWV TTOU LoLPAlovVTaL 08 CUOKEUEG Kol SLaSIKTUaKoUE AoyapLlaoUouc.

Evnuépwon yla tnv achalela otov KuBepvoxwpo

2. AnoplBunote tig mBaveg amellég mou Snuloupyolv ol Yndlakol kivduvol kol Tn onuooia tng
EVNUEPWONG VLA TIG BEATLOTEG MPAKTIKEG KUPBEPVOATPAAELOC.

Alaxeiplon anmwAELOG CUOKEUNG

3. Mepypadte Ta BT MOV TIPETEL VA akOAOUBNOETE O TiepimTtwaon anmwAeLag 1 KAOTIAG LLOG CUCKEUNG
yla tn S1aodaALlon TwV MPOCWTTKWY SES0UEVWV Kal TN LOLWTIKNAE {wAC.

Meptypadr

To Micro Credential "Digital Privacy and Cybersecurity Management" eival éva evtatikd, moAUmAsupo
npoypappa. Exel oxedlaotel yla va KOAALEPYNOEL TPONYUEVEC YVWOEeLG ot dadUAatn tng Yndlakng
WOLWTIKOTNTOG KOL TNV KATATOAEUNGN TOUu TIANPou¢ GACUATOC TwV anmellwv KuBepvoaocdalelag. Autd To
oVayVWPLoUEVO armo Tnv Eupwnaikn Emttponr| padnuo xaptoypadel €va oAoKANPWHEVO TIPOYPAUUA OTIOUSWY
o€ TEOOEPLG KplOWOUG TOMELG: yvwon Twv pubuicewv amoppitou TnNg OUOKEUNG KAl TOu SLadilktuakou
Aoyaplacpou, kKatavonon twv mbavwv Pndlokwv amelhwy, evNUEPWON VLo TIC PEATIOTEC TIPAKTIKEG
KUBepvoaodAAelag Kol £mvoncon oTPATNYLKWY yla TN SlaodpdAlon Twv MPOoowkwy SeSopévwy Kal TG
LOLWTLKAG {WNG O€ TIEPUTTWOELG ATWAELAG I KAOTI)C CUCKEUNG.

To pabnua €ekva pe tnv e€epelivnon tTwv pubuicswv amoppiTou, MAPEXOVTAC OTOUG EKTTALOEUOUEVOUC UL
€€aVTANTIKN Katavonon Tou TPOTIOU LE TOV OTOL0 QUTEG OL PUBLCELG PUITOpOoUV VA PUBULOTOUV OTL, CUCKEUEC
KoL TOUuG SLaSIKTUOKOUC AOYapLOCHOUC WOTE VO OVIATOKPLVOVTOL OTLG aVAYKEG TouC. Me tn Slepelvnon
TIPOAYHOTIKWY oevapiwy, oL eKMalSeUOEVOL Ba ATTOKTHOOUV TIPAKTLKA €UTElpiat oTn Slaxeiplon autwy Twv
puBbuiloswv, 6lvovtag Eudoon otnv avaykn TePLOSIKAC ovaBewpnong Kal Tpomomoinong yw tnv
omoteAeopatiky amotpon tng un efouvclodotnuévne mpooPBacng oes Sedopéva Kal TNV evioxuon ng
MpooTaciog TG LOLWTIKAG {wAG.

ATO eKel KoL TIEPQ, TO HABNnUa Kavel pa Babld Boutid otov KGO0 Twv Pndlakwv amshwyv. Auth n evotnta
€KOETEL TOUG XML EUOEVOUG O HLa eupeia TToLKALa KlvdUVwV KuPBepvoaoddlelag - and cuotnpata phishing
HEXPL e€eALlyEVEG eETUOEOELC KAKOBOUAOU AOYLOULKOU KoL TLC OAOEVOL KOL TTILO SLASESOUEVEC TOKTIKEG KOWVWVLKAG
pnxavikng. O otoxog Sev eival povo va avayvwploouv auTEG TIC amelNéG, aAAd va KOTAVONGOUV TOUG
MNXOVIOMOUG TOUG KOL VA ETLVONCOUV QTOTEAECHOTIKA OVTIHETPA. MEAETEC TMEPUTTWOEWY ONUAVIIKWY
LOTOPLKWV TOPABLACEWV TNC KUPBEPVOOTPANELAG TTAPEXOUV KATAVONOH TOU TIAALGLOU Kol TPooh£POUV TOAUTLLA
MOOAUATA YL TOV LETPLACHO TWV OTEAWV.

H tpitn evétnta emikevipwvetal otn SLatnpnon Twv EKMALSEUOUEVWY o emadh e TIG TeAeuTaieg BEATIOTEG
TIPOKTLKEG OTOV TOHEQ TNG KUPBepvoaodaielag. Avayvwpilovtag tnv Taxéwgs e€ehlooouevn uon tou PndLakou
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tormiou, n evotnta autr €EOMALIEL TOUG EKTTALSEUOEVOUC LIE TLG TILO CUYXPOVEC, OTIOTEAECUOTLIKEG OTPATNYIKEG
yla TV eAlaylotonoinon tng Yndlokng eumabelag. Oa pabouv OxL LOVO Yla QUTEC TIC TPAKTLKEG aAAG Kal Ba
KOTOVONOOUV TIWG Kal TOTE va TIG epoappolouv amoteAeopatikd, StaodaAilovrag otL tTa Pndlokd Toug
nieptBarlovia mapapévouv acdalr).

To teleutaio HEPOG TOU Hadnpatog adopd TIC OTPATNYIKEG yLa TN SLathpnon TG acdAAELOC KOl TOU OmOopPRTOU
TWV TPOCWTIKWY SESOUEVWV OE TEPUTTWOELG ATIWAELOG 1) KAOTIG TNG CUCKEUNG. MapéXovtag €vav MPaKTIKO
o6nyo yla ™ xprnon Aeltoupylwyv OMwe n mapakoAoUBnon CUGKEUWVY, TO OMOMOKPUOUEVO KAEISWHA Kal N
Slaypadn dedopévwy, ot ekmatdeuopevol Ba eival e€omALoUEVOL LA VA OVTLEPOUV YPryOopa KoL ATTIOTEAECUOTIKA
OTAV AVTLLETWTTI{OUV TETOLEC KATOOTACELC.

MeTd TV OAOKANPWON TWV HaBNUATWY, oL eKTaLdeLOUEVOL UTTIOBAAAOVTAL O pLla OAOKANPWHEVN afLoAdynon
TIOU €XeL oXeOLAOTEL yla va €AEYEEL TNV KATAVONGN TOU UALKOU Tou KOAUGDONKE Kal TNV KAVOTNTA TOUG va
£papuolouv TIC YWWOELG QUTEG OE TIPOKTLKEG, TIPAYUATIKEG KATAOTAOELG. H emituxng oAokKANPWaoN aUTAG TG
aflohoynong avtapeifel Toug ekmalbsuOUeEVOUC HE €va ovayvwplopévo Miotomolntiké Micro, to ormoio
ETUKUPWVEL TN veoamoktnBeioa texvoyvwoia toug otn Staxeipton tng PYndlokng WOLWTIKOTNTAC Kal TNG
KUBepvoaodalelag clpdwva e Ta TIPOTUTIA TNG Eupwmaikng Emttponnc.

Jtnv oucia, to Micro Credential "Digital Privacy and Cybersecurity Management" mopéxeL pla OALOTIKN
eknaidevon otnv Pndlakn WSWTIKOTNTA Kal aodpalela. Me To pelypo BEwPNTIKWY YWWOEWV KOL TIPAKTIKWVY
epappoywv, To pabnua sival KAataAANAo yla €va eupl Ao EKTTALOEUOUEVWY - ETTAYYEAUATIES, HOLTNTEG KaL
KaOnuepvoug xproteg PndLakwv CUCKEUWY. ATIWTEPOG OTOXOC TOU ELVOL VO EVOUVOUWOEL TOUC CUUETEXOVTEG
LE T epYOAELQ KOL TLG YVWOELG TIOU QIMALTOUVTOL YLa va TteptnynBouv otov PndLako KOopo Pe autonenoidnon
Kot aodalela. Autd suBuypappiletal pe ™ Séopeuon ¢ Eupwrmaiknc Evwong yia tTnv mpowbnon tou
PYnolakol oaAdafntiopot kat twv Pnolakwyv Se€loTNTwV Twv TOAITWV TNG TPOCHEPOVTOC OTOUC
EKTIALOEVOEVOUC €va TILOTOTIOLNUEVO ETITEUYMO TIOU ETLKUPWVEL TNV EMAPKELA Toug otn Slaxeiplon tng
PNdLoKnAG LOLWTIKOTNTAG KoL TNG KUBepvoaoddAeLac.

Epwtroelg

PuBuioelg amoppntou:
1. Mnopeite va oulnTNOETE TN ONUACLA TNG TAKTIKAG EMAVEEETAONG KAL TIPOCAPUOYNC Twv pubuioewy
QIMOPPNTOU OE CUOKEUVEC Kol SLadlkTuakoug Aoyaplaopouc; MNapakadeiote va dwoete mapadeiypata
TWV TUMWV TTANPOPOPLWY TIOU UTOPELTE VAl EAEYEETE HECW QUTWYV TWV PUBUIcEWV.

Evnuépwon yla tnv kuPBepvoacdalela:
2. Moleg eival PePIKEG KOWEG PndLaKEC ameNEG TOU UIMOpPEl va avTlpeTwTiosl kKavelg; MNwg pmopel n
EVNUEPWOT OXETIKA UE TIC BEATLOTEC TIPOKTIKEG KUBEPVOAohAAELAG Va BONONCEL OTOV LETPLACUO QUTWVY
TWV ANEWY;

Alaxeiplon anmwAELOC CUOKEUNG:
3. e mepimtwon anwA£Log | KAOTIAG LLAG CUCKEUNG, Ttola LETPa TIPEMEL va AdBeTe yia va dtacdarioste
TNV MPOOTACLA TWV TTPOCWIILKWVY 00C SESOUEVWV Kol TNG LBLWTLKAC oo Lwng; Napakalolue meplypdte

™ Stadkacia tdéoo ylo pla cuokeu Android 660 Kal yla pa cuokeun iOS.

‘Evag ouvduaopog OAwv:
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4. Oavtooteite OTL £xeTe XAOEL TO smartphone cog, To omoilo MePLEXEL TIOAAOUG AOYAPLACHUOUG LECWY
KOWWVIKNG SIKTUWaoNG Kal NAeKTpovikoU Taxudpopeiou. Meplypdadte Mwe N MPONYoOUEVN KATOVONON
TWV pUBUicEWV AmopPNTOU Kal TWV BEATIOTWY TTPAKTIKWVY KUBepvoaodalelag pmopel va oag Bonbnoet
O€ QUTA TNV KOTAOTOON KoL OE TIOLEG AUETEC EVEPYELEC Ba mpoPeite yia TNV mpootacio Twv Sedopévwy

KoL TNG WOLWTIKAG oog {WAG.

ApxEC aopaAouc xpriong cuokeuwv kat PndLakng cuvepyacsiag (MC 4.1.A.5)

Baowkég mAnpodopieg

Mpoodloplopog Tou pabntn

TitAog Kol KwSLKOG TOU LULKPOTILOTOTIOLNTLKOU

Xwpa(eg)/Neproxnri(eg) Tou ekddtn

Dopéag(-eg) amovoung

Huepopnvia €kdoang

YnoBetikdg ¢optog £pyaociag mou amaltetal yla tnv

eNiTEVEN TWV LABNOLAKWY FEOTEASOHETWY

Eninebo tng padnolakng sumelpiog mou odnyel oto
LLKPOTTLOTOTIOLNTLKO

Tomog agloAdynong

Mopdr cuppeToxng otn pabnolakn dpactnplotnTa

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN oTNPLEN TOU LKPOTILOTOMOLNTIKOU

Onoloodnmote moAltng

Awaxelpion  Pndlakol amopprtou  Kal
KuBepvoaoHANELOC

Kwbd: A.5

IPAANAIA, ITAAIA,  KYTMPOZ, EANAAA,
POYMANIA

http://dsw.projectsgallery.eu

Kowormpa&ia DSW
AplBuog €pyou: 101087628

Noéupplog 2023

EAdLoto 3 - MéyLoTo 8 wpeg

IAPYMA

EpWwTNOELG UE QUTOUOTN OALAVON
AplBuoc epwtnoswy: 16- 20
Ertuyla: 75%

AcUyypovn AlaSiKTuakn

AfLoAOynon amod ouOTILOUG
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MaBnolaka anoteAéopata

Mabnotaka arnoteAéopata (BA. LOs 4.1.11, 4.1.12 ka1 4.1.13):

Awaxeiplon unnpeotlwy SiKTuou
1. Avayvwplote Tn onuaocia TG anmevepyonmoinong Twv TEPLTTWY UTNPECWWV SIKTUOU Kal Twv
TIPOYPAUUATWY TIOPOOKNVIOU 0TI CUOKEUEC 0OC YLO VO LELWOETE TIG TILOAVEG ETILDAVELEG EMIOECEWV.

AodAaAeLa GUCLKWV CUCKEUWV
2. Mpooétte TNV aocdAlela Twv GUCLKWY CUCKEUWY, LOLWG 0 SNUOCLOUG XWPEOUC, YLa va amoTpEPETE TV
KAomn Kot tn un e€ovolodotnpévn mpooBaon.

Aodaing Ynodlakr cuvepyaoia
3. Edappdote achaleic MPAKTIKEC KOG XPong 0Bovng Katd tn SLAPKELA ELKOVIKWV CUOKEPEWV N
OTOLOKPUCUEVWY  CUVEPYOOLWV Yylot Tnv Tpootacio evaiocBntwv mAnpodoplwv amd un
gfoualodotnuévn mpdoPaon 1 £kBeon.

Neplypadn

To Micro Credential "Principles of Secure Device Use and Digital Collaboration" (Apxég aodaholg xprnong
CUOKeUWV Kal PndLlakng cuvepyaoiag) sivat éva oe BaBog pabnua mou £xel oxeSLo0TEL yla val eVOUVAUWOEL
TOUC eKTIALSEUOUEVOUG UE BaOLKEC BeELOTNTEG yia T datrpnon tng aodaAolg XpPRoNG CUCKEUWVY KAl TNV
npowBnon tng achaAelag kata tn Stdpketa TnG YndLakng cuvepyaoiag. To padnuo mpayUateUeTal Ta Kplowa
B£para tng Slaxeiplong Twv UTNPECLWY SLKTUOU OTLG GUOKEUEG, TNG Slacdaliong tng Gpuaotkng acPpaAelog Twy
cuokeuwy, lwe oe dnuoaoteg tomoBeoieg, Kal TG edpapUoyng 0oPaAwV MPAKTIKWY KATA TV KON Xpnon
0006vNG Kal TNV ELKOVIKN ouvepyacia yla tnv amotpomnr pn e€ouclodotnuévne mpooBacng os svaiocbnteg
mAnpodoplec.

To paBnua ekva e TNV QVTLUETWTTLON TNG KPLOLWUNG TTTUXNG TNG SLaXelplong uMNPECLWY SIKTUOU OE CUOKEUVEC.
Ot eknadeudpevol Ba epfablvouv otn ohuacio TG AMEVEPYOTIOLNCNG TWV TIEPLTTWY UTINPECLWY SIKTUOU Kal
TWV TIPOYPAUUATWY TAPACKNVIOU OTI( OUOKEUEC TOUG. Ta HETPO QUTA MELWVOUV TIC TUOAVEG eTLdAVELEG
€TUOECEWVY KL EVIOXUOUV TN CGUVOALKN al0PAAELA TWV CUCKEUWV. € QUTH TNV EVOTNTA, OL ekmaldeudpevol Ba
QUTTOKTIOOUV ELKOVAL YLA TO TIWG AELTOUPYOUV OL UTNPECIEG SIKTUOU Kal ylati n ehaylotomnoinon toug sival
OVATIOOTIAOTO OTOLXELO yLa TN Statrpnon plag a.odparol¢ CUGKEUNG.

ITn OUVEXELQ, TO LABNUa 0TLAleL 0TV 0loPAAELA HUCLKWV CUCKEUWVY. AUTH N evoTnTa avayvwpllel OtL, mapd
™V emkpdtnon twv Pndlokwv amshwv, n Guolkn aopalela TapapéVel PACIKO OTOLXEIO TNG GUVOALKNG
aoddalelag Twv ocuokeuwv. ESw, oL ekmaldeuopevol Ba €£epeUVAOOUV OTPATNYLKEG yla val Slatnpolv TIG
OUOKEUEC aodoAei¢ o SNUOCLOUG XWPOUG, Katovowvtag Ott n mpoAnyn g KAOMAC KOL TNG MN
efouaolodotnuévng duaotkng mpooPaong eivat e€loou GNUAVTLKA E TNV TPOoTACLO ATt ELKOVIKEG ELOBOAEG.

To teheutaio pépoC TOU paBApOTOC eTiKevtpwvetol otnv acdadn Yndakr ocuvepyacia. Koabwg n
OTOUOKPUCEVN €pyacia KOl Ol ELKOVIKEG CUVEPYAOLEG yivovtal OAO KAl TILO CUXVEG, N KATAVONOHN TOU TPOTIoU
TPoOoTAciog TwV guaicOntwv mMAnpodoplwv KOTA tn SLApKELd AUTWV TwV aAANAemdpdoswy gival {WTLKAG
onpaoiag. OLeknaldeuopevol Ba amoktoouy Se€LOTNTEC yLa TNV epappoyr aodalwv MPAKTIKWY KOLVAG XPHoNG
0006VN¢ Katd TN SLAPKELA ELKOVIKWY CUVAVTNOEWV I AMOUOKPUOUEVWY CUVEPYAOLWY. Oa KATAVOHoOUV WG Va
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Slaodalilouv otL eudavilovtal povo ol amopaitntec MANpodopieg Kol TWE VA AMOTPEMIOUV TN UN
efouaolodotnuévn mpooPaon 1 tnv €kBeon evaicOnTwy dedopévwv.

ALavOLOUEVO LE TIPAKTIKEG OLOKNOELG Kal Labnon Baocesl cevapiwy, To padnuoa auto Staodalilel 0Tl oL Se€LotnTEG
mou S16AcKoVTOL EIVaL OXETIKEG Kol EQAPUOCLUEG OE TTPAYUATIKEG oUVONAKEC. OL CUUUETEXOVTEG Ba €xouv TNV
gukalpia va emefepyaotolVv UTOBETIKEG KOTOOTAOEL TOU evioXUOUV To paBnupata Kol £5polwvouv Thv
KOTAVONOT) TOUG.

To Micro Credential oAokAnpwvetal pe pla afloAdynon mou TILOTOTIOLEL TNV KATAVONON TOU TIEPLEXOUEVOU TOU
poBnuatog anod Toug eknatdeuopevou. OL EMITUXOVTEG ekmaldeuopevol Ba amoktioouv Miotomnolntikd Micro
TIOU TILOTOTIOLEL TNV EMAPKELA TOUG O0TNV aodaln XpHon CUCKELWV Kal TNV acdaAn PndLakr cuvepyaaoia, pia
Tiotonoinaon mou avayvwpiletal cupdwva pe Ta mpotuna thg Eupwnaikng Enttpornic.

JuvoAlkad, to Micro Credential "Principles of Secure Device Use and Digital Collaboration" mpood£pel éva
OMOKANPWUEVO, TIPOKTLIKO Kal ePapUoOcilpo cUvolo Seflotitwv mou efomAilel TOUC EKMALSEVOUEVOUC va
nepinynbolv oto Yndlakd tomio pe automemnoibnon kot aocdpdAela. AmoteAel avektipnto ToOpo yla
QTMOUOKPUOUEVOUG gpyalopevoug, YPndlakolg vopadeg, oltnTEC Kol OTOLOVONTIOTE ouvepyaletal N
ETUKOLWVWVEL ouxva PndLakad.

JUpdwva pe TIc pwtoBoulieg tng Eupwnaikng Evwong yla tnv evioyuon tou Yndlakol aAdopntiopol KaLTng
00PAAELAG TWV TIOALTWY TNC, UTO TO MLKPOTILOTOTOINTLKO TIOPEXEL MLOL ETUKUPWHEVN ATTOSELEN TN ETMTAPKELAG
TWV EKTOLOEVOUEVWYV OTNV aoPaAr] XpHoN TwWV CUCKEUWYV TOUG KOL OTN GUUUETOYXN Toug o€ PndLlakn cuvepyaoio
pE Eudoaon otnv mpootacia TG LOLWTLKAC {wNG KaLl TNV aopaAeLa.

Epwtnoelg

Mo tn Stoeiplon umnpeoiwyv Siktvou:
1. Twati eival onuOvTKO va OTTEVEPYOTIOLEITE TIG TIEPLTTEG UTNPECieq SLKTUOU Kol TO. TPOYPAUUATO
TAPACKNVIOU OTLG CUOKEUEC 060G MWG CUUPBAANEL AUTH N TIPOKTLKI OTN PElwon Twv TBavwy emidavelwv
eniBeong;

Mo TNV 0oPpAAela GUOLKWV CUCKEUWV:
2. NeplypdPte opLoPEVEG BEATIOTEG TIPAKTLKEG yLa TN dLachAALoN TNG PUOLKNG ACPANELAG TWV CUCKEUWY
oag, 16lwg og dnuodotoug xwpouc. Nota pétpa Ba Aappavarte yla va amotpePeTe TN un e€ouclodotnuévn
npooBaocn 1 kKAomn;

Mo aopain Pnolakn cuvepyaoia:
3. Toleg elval HePLKEG Ao TIG BEATIOTEG TIPAKTIKES yLa T SlachAALON TOU AMOPPHATOU KAl TNG achAAELOS
TWV SE60UEVWV KATA TNV KOV Xpron 000vNG o0& ELKOVIKEG GUOKEWELG 1 ATIOUAKPUOUEVEG CUVEPYAOILEC;

Mo éva cuvSuaopo OAwv:

4. Acg umoBcoupe OTL gpydleote ot SNUOCLO XWPO KOl TPEMEL VO CUMETAOXETE OF ULOL ELKOVIKN
cuvavtnon Omou TPETEL Vo, potpaoTteite tnv 00dvn cag. Meplypadte ta frunata mou Oa Aappavare ylo
va o.odpalioete Tn oUOKeUN coC, vo SlaxelpLoTeite TI¢ umtnpeoiec SiktUou kot va Staodalioete tnv
oaodali Yndlakn cuvepyaaia.
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HAekTpoVLKO amoppnTo Kal achalela Twv madlwv otov PnoLako koopo (MC

4.1.A.6)

Baotkeg mAnpodopieg

Mpoodloplopdg Tou pabntni

TiTAOG Kol KWSLKOG TOU LUKPOTILOTOTIOLNTLKOU

Xwpa(eg)/Neproxni(eg) Tou ekddtn

QOopéag(-eg) amovoung

Huepopnvia £ékdoong

YrnoOetikdg $OpToC £pyaciag mou amalteltal yia tnv

eNiTeUEn TWV HABNOLOKWY SFEOTEASOHETWY

Eninedo tng padnolakng sumelpiog mou odnyel oto
LKPOTILOTOTOLNTIKO

Tomoc agloAdynang

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN otNPLEN TOU ULKPOTILOTOMOLNTLKOU

Onoloodnmote moAltng

HAeKTpOVIKO amoppnTo Kal aoPAAELD TWV
nadlwy otov PndLakd KOouo
Kwd: A.6

IPAANAIA,
POYMANIA
http://dsw.projectsgallery.eu

ITAAIA,  KYMPOZ, EAAAAA,

Kowomnpa&ia DSW
AplBuog €pyou: 101087628

NoéuBplog 2023

EAdLoto 3 - MéyLoTo 8 wpeg

IAPYMA

EpwTAOCELG e auTOUATN orpavaon
AplBuoc epwtnoswy: 16- 20
Ertuyia: 75%

AcUyxpovn AladIKTUaKN

AfloAdynon amo OUOTIHOUC
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MaBnolaka anoteAéopata

Mabnotakd anoteAéopata (BA. LOs 4.1.14 kai 4.1.15):

ATOpPNTO TWV LECWVY KOLWVWVLKAG SIKTUWONG
1. Tvwpllete TN onuaocia TG TAKTIKNAG eMaveEETaong Kot adaipeons TwV MPOCWTILKWY oag TANPodopLwY
TOU €lval amoOnkeupEVeG o BACELG SESOUEVWY TWV PECWY KOWVWVIKNAG SIKTUWONG yla TV mpootacia
TOU amopprTou Tou YndLakol oag MEPLEXOUEVOU.

MNaldikn acpaAela oto dadiktuo
2. Edopuodote AOYLOULKO YOVIKOU €AEyXou Kol GIATpaplopaTog ylo TNV Tpootacia Twv maldlwv amno
oKat@AAnAo meplexopevo Kat Stadiktuakolg KlveUvoug.

Meplypadn

To Micro Credential "Online Privacy and Child Safety in the Digital World" eival éva e€eldikeupiévo ipoypappa
TIou aoxoAeital pe Vo Kaipleg MTUxEC NG Yndlakng acpaielag - tn datipnon tng WOLWTKAS {wng oto
Sladiktuo kal TV mpootacio Twv madiwv and Tig Pnodlakég anehég. To mPoypopUa autod evBappUVEL TV
umevBuvn Pndlokn WLoTNTa Tou ToAitn, divovtag €udoon otnv avaykn omoTteAECUATIKAC Sloxeiplong Twv
TIPOOWTILKWY TIANPOodOopLWY OTA HESA KOWWVIKNG SIKTUWONG KOl OTn XPron ToU YOVIKOU €A£yXOU Kal Tou
Aoylopwkol dktpapiopatoc yio tn dnuouvpyia evog acharéotepou StadiktuakoU replBGAAOVTOC yia Ta modLd.

ZeKvwvTog HE pa Babld kataduon otnv LWTKOTNTA oto SLabiKTUOo, N MPWTN EVOTNTO OCXOAELTAL UE TNV
Kplown mruxn TNG SlaXElpLoNG TWV TIPOCWTILKWV TANPOodOopLWwY oOTa HECO KOWWVLKAG Siktuwong. Ot
CUMUETEXOVTEG Oa QTTOKTHOOUV LA LOXUPN KOTOVONGON Twv pubuicewv anopprtou otig Sladopeg MAATPOPUES
KOWWVLKNG SIKTUwONC Kal Tou Tpomou BeAtiotomoincng toug ya tn SlaodAAlon TwV MPOCWTITILKWY TOUG
mAnpodoplwv. Oa pabouv T onpacio TNG TAKTIKAG emoavefétaong Kal g adaipeon Twv MPOCWILKWY
TAnpodopLwv o eival anodnkeuéveg o BACELG SESOUEVWY TWV HECWV KOWWVLKAG SIKTUWONG KAL TTWG AUTA
TO LETPA TIPOOTATEVOUV TNV BLWTLKOTNTA TOU PNPLOKOU TOUC TTEPLEXOUEVOU.

ITn CUVEXELQ, TO LABNUa epVAEL 0To BEpa TNG aohaAelag Twv matdlwv otov PnodLako koopo. Avayvwpilovrag
™ Swadoon tng Yndrakng texvoloyiog otn {wn Twv mALdLWY, N evotnTa Slepeuva TG TBAVEG amelAéG Tou
MTopel val aVTLHETWITIoOUV Ta TtaLdLA 0To SLadiKTUO KAl WG oL EVAALKEG UTTOPOUV VAl LETPLACOUV QUTEG TLG
omelAég. Mapéxel ONOKANPWUEVEC 08NYLEG OXETIKA HE TNV edapuoyr yovikoU eAéyXou Kal AOYLOMLKOU
dIATpaplopaTog, MPOohEPOVTAG OTOUC CUMUETEXOVTEG TIPOKTLIKEC OTPATNYIKEG Yo TN BwPAKLon Twv motdLwv
oo akatdAANAo TEPLEXOMEVO Kal SLASLKTUAKOUG KIvEUvVouc.

To pabnua cuvbualel Tn BewpnTik SLOACKOALA E TIPAKTIKEG AOKNOELG, SlacdaAilovtag OTL Ol CUMUETEXOVTEG
OXL HOVO KATOVOOUV TIG €VVOLEC QAAA KOl HUIMOPOUV va TIG £PAPUOOOUV OTMOTEAEOUATIKA. OL HEAETEG
TIEPUTTWOEWY TIPAYUATIKOU KOOUOU Kal ot Spaoctnplotnteg mou Bocilovtol oe oevdplo Ba mopéxouv pla
KOONAWTIK LaONOLOKN EUMELPLA, ETUTPEMOVTAG OTOUG EKMOLSEUOEVOUG VA TIAOLCLWOOUV KAAUTEPQ TN LABnor)
TOUG.

To Mpoypap Lo OAOKANPWVETOL LE PLat AELOAGYNON TIOU ETILKUPWVEL TNV KATAVONON TNG UANG Tou Hadbrpatog and
TOUG eKTTALOEUOHEVOUC, HE amoTEAeapa TNV artoktnon Micro Credential petd tnv emituxfi ohokAnpwon. Autd to
eTiTEVY O UIOPEL va KoLvoToLNOel g epyoSOTEC I eTayyeEALATIKA SIKTUQ, TTAPEXOVTAC AMOSELEN TNG LKAVOTNTAG
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Tou ekmaldeudpevou va Sloxelpiletal tnv WLWTIKOTNTA oto Sladiktuo Kal va epopUolel PETpA ylo TNV
aoddalela Twv nadlwy oto dladiktuo.

To UIKPOTLOTOTOLNTIKO "ALaSIKTUOKA SLWTIKOTNTA Kol aodaAela Twv maldlwyv otov Pndlakd Koouo"
guBbuypappiletal pe Toug mMPWTapPXIKoUE oTOXoUG TNG Eupwmaikng Emtponng yla thv mpowbnaon tou Yndlokol
aAdaBntiopol kat tng acdpaiolg xpnong tou Sladiktuou. XpnoldeUel wg TOAUTLUN TNy Yl YOVELG,
EKTIALSEUTIKOUG KOl oTtolovenTioTe evdladEpetal va Snuloupynosl Eva achoréotepo Sladiktuako neptBailov
yla Toug 8louc kat ta matdLd, pio Kplopn avaykn otov oAogva Kot o PndLlako KOGUOo Lag.

AUTO TO ULKPOTILOTOTIOLNTIKO oUVASEL pe Tn §€opevon Tng Eupwnaikng Evwong yla tnv evioxuon Twv PndLloakwy
LKOVOTHTWYV KoL TNV powBnon tng SLadIkTuakAg aodalelag Twv moAltwy g, Loiwg 6cov adopd tnv mpootacia
™G WWTIKAG {WAC Kal TNV pooTtacio Twv matduwy. Mapéxel 6ToUG EKMTALGEUOEVOUC TILOTOTIOLNUEV EMAPKELL
yla TNV KOTavonon Kal TV EMAPKELA Toug otn Staxelplon tng BLwTikAg {wng oto Stadiktuo Kol tnv achaAela
Twv aldlwyv oto dtadiktuo.

EpwtnoeLg

Mo To amdpPPNTO TWV HECWY KOWWVLKAEG SIKTUWONG:

1. E&nynote yiati eival onuavtliko va emavefetalete Kol va adalpeite TAKTIKA TIC TIPOOWTILKEG
nAnpodopieg mou ival amodnkeupéveg oe BAacelg SESOUEVWV TWV HECWV KOWWVLIKAC SikTuwonc. Nwg
TPOOTATEVEL AUTH N TIPAKTLKA TNV WBLWTIKOTNTA Tou PndLakol oag MeEPLEXOUEVOU;

2. Mo eilval peplka amo ta PETpa mou Ba Aapfavarte yla tnv mpootacia tng WOLWTIKAS oag (WG OTLG
TIAQTHOPHEG KOWVWVIKNE SIKTUWONG; MapakaAelioTe va SWOETE CUYKEKPLUEVA TTAPOSELY AT OYXETLKA UE
TIG puBuioEeLg amoppriTou Kal TNV adaipeon MPOCwWIKWY TTANPodopLWV.

Mo tn Stadlktuakn aodpalela Twy TodLwWY:

3. Zulntnote to POAO TOU yovikoU €AEyXOU Kal TOU AOYLOMKOU PATpaplopatog oTnV MPootacia Twv
naldwy and akatdMnlo Teplexopevo Kat Stadlktuakoug Kivduvouc. Mmopeite va Swoete éva
MAPASELYHA HLaG KOTACTAONG OTIOU Ta epyaleia autd Ba fTav xprowa;

4. MNuwg Ba mpooeyyilote Tn pUOULON TOU YOVIKOU EAEYXOU O€ L0l CUCKEUN TIou Ba xpnotomoleital amno
£va rtadi; Moloug mapdyovteg Ba Aappavarte unoyn oag;

Mo cuvduaopo Katl Twv dvo:
5. @avrtaoteite 0Tl Snpoupyeite €vav AoyapLacpd ota LESA KOWVWVLKNAG SIKTUWONG yLa éva matsi umo tnv
eniPAen oag. NMwg Ba dtaodalilate Tnv Mpootacia TNG WOLWTIKAS {wNG Tou Ttaldol Kot Tn Bwpdkion
TOU amo akotAAAnAo meplexoUevo Kat StadiktuakoUlg Kivduvoug;
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Wnolakni cupmnepipopd kat acpaiela cuokevwv (MC 4.1.A.7)

Baowkég mAnpodopieg

Mpoodloplopdg Tou pabntni Omnoloodnmote MoAlTng

Wnolakry ouvumeplpopd kol achAAEla
TitAOG Kol KWSLKOC TOU LULKPOTILOTOTIOLNTIKOU OUOKEUWVY
Kwb: A7

IPAANAIA, ITAAIA, KYMPOZ, EANAAA,
Xwpa(eg)/Neproxn(eg) Tou ekd6Tn POYMANIA
http://dsw.projectsgallery.eu

Kowormpaé&ia DSW

oL el ApBuoc €pyou: 101087628

Huepopnvia ékdoang Noéupplog 2023

YnoBetikdg ¢optog £pyaociag mou amaltetal yla tnv

eNiTEVEN TWV LABNOLOKWY FEOTEASOHETWY

EAdLoto 3 - MéyLoTo 8 wpeg

Eninebo g padnowakng eumeipiog mou odnyel oto WAREVL
LLKPOTTLOTOTIOLNTLKO

EpWwTNOELG UE QUTOUOTN CALAVON
Tomoc agloAdynang AplBuog epwthoewy: 16- 20
Ertuyla: 75%

Mopdr cUUHETOXNS ot HaBnolakn dpactnplotnTta AcUyypovn AladiKTuakn

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL

AfLoAoynon amod ouoTIHoU
TN oTtNPLEN TOU ULKPOTILOTOMOLNTIKOU fohoynon At et
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.16 kat 4.1.17):

Aodaleic mpakTkéG ARPNG
1. Katavornaote toug KivdUvoug mou oxetilovtol pe tn Aqn mpoypapUatwy rf epapuoywy amd oVENionUES
1 TPLTEG TINYEG.
AKEPALOTNTO CUOKEUNG
2. Anoduyete tn Xpnon jailbroken n rooted ocuokeuwv, kaBwg autég oL pEBoSOL pmopouv va
napakapouv ta pEtpa aopareiag kal va BEcouv og kivduvo tnv aopaiela Twv Sedopévwy oag.

Neplypadn

To Micro Credential "Safe Digital Behavior and Device Security" eival évo oOAOKANPWUEVO TTIPOYPOULA TIOU
OITOOKOTTEL OTNV EKMOLSEVON TWV EKMALOEVOUEVWY OXETIKA E TIG TILOAVECG AMEINEG OTOV KUBEPVOXWPO KoL TOV
tpoMo aodpaloug mhonynong oto PndLakod tormio. To pabnua Sivel éudaon otoug Kivduvouc tou evéxel n Andn
AOYIOUIKOU OO QVETIONUEG TINYEC KOl OTLG EMUTTIWOEL, otnv aocddAsla tne xprnong jailbroken 1 rooted
OUOKEUWV. [poodEPel TPAKTIKEC KOTEUOUVTAPLEG YPOUMEG Yyl TNV UloBétnon acdalwv PYndlakwv
CUUTEPLPOPWY KoL TNV AOPAAELA TWV CUOKEUWY, QVILHETWT{oVTag BAOLKEG MTUXEC TG KUPBepvoaodAleLag
OTOV ONUEPLVO TEXVOAOYLKA KaBodnyoluevo KOGUO.

To mpdypappa EEKVA LE TNV EKTIALSEVON TWV LABNTWV OXETIKA e TOUC KIvEUvouc tou oxetilovtal pe tn Afdn
AoylopkoU 1 epapUoywy amod aVemionUeg 1 TPITeG NYEC. AUTO TO TUNUA TTOPEXEL TTANPOdOPIEG VLA TO TTWC
OVETILONUEG TINYEG UImopoUV cuxva vo. GLAoEevocouv KaKOBOUAO AOYLOMLIKO, AOYLOUIKO KaTooKomelag i GAA
eTuPAA MPOYPAUUATO LETOUPLECUEVA WG VOULLO AOYLOMLKO. OL cUpPETEXOVTEG Ba pabouv wg va evtornilouv
aodaleic mNyEC ylo AQPELS KoLl TOCO oNUAVTIKO €lval va SLatnpoUv To AOYLOULKO TOUG EVNUEPWUEVO LECW
EMIONUWV KOVAALWV.

To emMOpeVO TUAMA TOU HABNUOTOC EMLKEVIPWVETAL 0Toug TBavolg Kivduvoug aodaleiag twv jailbroken n
rooted cuokeuwv. OL ekmadevopevol Ba sufablivouv otov TPOTO HE TOV OMoio aUTEG ol péBodol, evw
TIAPEXOUV OTOUG XPNOTEG UEYOAUTEPO EAEYXO OTLG OUOKEUEC TOUG, MMOPOUV va Tapakapouv Ta HETpA
oodaleiag Kal va TG ekOEcouv evlexoUEVwE oe KAKOBOUAO Aoylopiko. To TunUo Tovilel T onupacio tng
KOTAVONong tou cUpPBLBacpol HeTall Tou auénpévou eAEyXou Kal Twv auEnuévwy Kvduvwy aodaleiag mou
ocuvemnadyetal to jailbreaking n To rooting Twv CUCKEUWV.

EkTo¢ amo autd ta Baotkd BEpata, To pHABnua MPoodEPEL EMIONG ML ETILOKOTNGON TNG YEVIKAG acdaAolg
PnoLakng cupnepldopds. Ol CUPHETEXOVTEG Ba ekMALSEUTOUV OXETIKA WE TG oUVRBeLleg aodaol tepLiynong,
™V achAAEL0 TWV KWSIKWY TPOCBACNC, TV avayvwplon Twy mpoomabstwy nAektpovikol "Papépotog” Kot tn
Slatrpnon NG acdAAELOG TWV CUOKEVWVY. H evotnta auth Ba tovicel eniong tn onuoacia TG MPOcoXng otn
duoikp aocddAEl0 TwWV OCUOKELWY, WIwC ot SnUOcLOUC XWPOoUug, yla tnv amoduyn KAOTNAG Kal N
gfoualodotnuévng mpocBaonc.

To pAOnuo OAOKANPWVETAL HE TIPAKTIKEC QOKNOELS TTOU £xouv oxedlaotel ylo vo Bécouv oe edappoyr ™
SbaxBeloa Bswpla, emtpémovtag otoug ekmalSeUOUEVOUG VO €PAPUOOOUV T VEEC YVWOEL TOUG OE
TIPAYHOTIKEG oUVONKeG. OL CUUUETEXOVTEG Ba £XOUV TNV EUKALPLO VO CUUUETAOXOUV O€ SLSPAOTLKEG EQPYAOIEG
TIOU TIPOCOMOLWVOUV KOWEC ameléG otov KuPBepvoxwpo kat Oa pabouv Twe va avtomokpivovral
OTOTEAECUATIKA O€ QUTEG TIC KATAOTAOELG.
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Me tnv oAokArpwon autol tou Micro Credential, ol ekmaldeuopevol Ba eival epoSlaopévol Pe Lo Loxupn
Katavonon tg aodpaloug Wndlakng cupunepldpopds Kal Tng aoPAAelag TwV CUCKEVWY. Oa eival og BEon va
AOUBAVOUV TEKUNPLWUEVEC ATTOPACELG OXETIKA UE TN AN AoyLopLkoU, tn SLaxelpLon TWV CUGKEUWV TOUG Kall
v aodpaln mhonynon otov PndLakd k6opo. To pabnua auvtd eubuypappiletal pe Tnv eotioon tng Eupwmnaikng
‘Evwong otnv npowbnon tou Pndrakot aidaBntiopou kat tng aopdlelag oto Sladiktuo, kablotwviag to
TLOAUTLLO TIOPO YLoL ATOMA KAl EMyYEAUATIEG oTNV YNndLakr emoxn.

Jupudwva pe tn S€opevon tng Eupwnaikng Evwong yla tv mpowdnon tou Pndlakol aldafntiopol Kal tng
aoddlelag, autd to MotomolnTtikd Micro TOPEXEL €val TILOTOTIOLNUEVO ETUTEUYMO TOU €maAnBevel tnv
KOTAVONON KOL T YVWOon Tou eknaldsuopevou o BEpata aodalolc Pndlakng cupunepldopds Kot achAAeLag
CUGCKEUWV.

Epwtnoelg

Mo paKTIKEG aodoaroug ARPng:
1. Nouog ivat o kVPLOg KivSuvog amd tn AP n AoyLopLkoU 1 epappoywV amo avemionueg A Tplteg mnyEg
2. MNw¢ umopoUlV avemionueg MNY£EC va cuykaAuTttouv emtBAafn mpoypaupota;
3. TMoleg 8e€1OTNTEG amaALTOUVTAL YL TOV EVIOTILOUO acdaAwv tnywv AnPng;
4. Toti elval onUovTIKO Vo EVALEPWVETE TO AOYLOULKO HECW ETILONUWY KOVOALWVY;
5. Mrnopeite va avadEpPeTte OUYKEKPLUEVOUC TUTOUG emBAaBWY TIPOYPAUUATWY TIOU MIopsl va
dlofevolvtal o avemionueg mNYEG;

M TNV 0KEPALOTNTA TNG CUCKEUNG:

6. Mool sival ot mBavol kivduvolr aodpaleiag mou oxetilovral pe to jailbreaking i to rooting twv
OUCKEUWV;

7. MNuwg to jailbreaking kal to rooting mapéxouv oToug XProTeG LEYOAUTEPO EAEYXO TWV CUCKEUWV TOUG;

8. Me noloug Tpomoug unopet To jailbreaking n to rooting va mapakauel ta pétpa acdpaleiag;

9. ZeTLeldoug kakoBoulo Aoylouikd Ba pmopouacav va ekteBolv oL xproteg Ue To jailbreaking i to rooting
TWV GUOKEUWV TOUG;

10. Mati eival onUAvTIKO yla Toug XPAOTEG VO KOTAVONCOUV TNV avtlotddulon petafd tou auénpévou
£AEYXOU Kal TWV aUENUEVWY KIVEUVWV aodaleiag otav okédTtovtal va kavouy jailbreaking f rooting otig
OUOKEUEG TOUG;

o To cuvduaouod Kot Twv §U0o
11. Nowa eivat Ta Baocikd otolxeia tng aoharolc PndLakng cupmnepldopag;
12. Nwg mpoteivel To MPoypappo T dtatipnon tng achaAelag Tou Kwdikol mpdoPaocng;
13. MNoleg CUUPOUAEG TIOPEXEL TO TTPOYPOLLLA LA TNV avoyvwplon ipoontabelwv phishing;
14. EKtog anod tig Pndlakég mpodpuAdEeLg, TL TOVILEL TO TIPOYPOAUA OXETIKA LE TNV aoPAAELD TWV GUCLKWV
OUOKEUWV;
15. TNati elvat 1blaitepa oNUAVTIKO VA TIPOCEXETE TV 0PAAELA TWV CUCKEUWV 0 SNUOCLOUC XWPOUG;
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AodaAng daxeiplon cuokeuwv Kat npoaotacia Sedopévwyv (MC 4.1.A.8)

Baowkég mAnpodopieg

Mpoodloplopdg Tou pabntni Omnoloodnmote MoAlTng

AoboAnc  Slaxelplon  OUOKELUWV  Kal
TitAOG Kol KWSLKOC TOU LULKPOTILOTOTIOLNTIKOU npootaocia dedopuévwv
Kwb: A.8

IPAANAIA, ITAAIA, KYMPOZ, EANAAA,
Xwpa(eg)/Neproxn(eg) Tou ekd6Tn POYMANIA
http://dsw.projectsgallery.eu

Kowormpaé&ia DSW

oL el ApBuoc €pyou: 101087628

Huepopnvia ékdoang NoéupBplog 2023

YnoBetikdg ¢optog £pyaociag mou amaltetal yla tnv

, . , EAdxioto 3 - MéyLoto 8 wpe
enitevén Twv HOONOLOKWY SROTEAECHETWY X Y PES

Eninebo g padnowakng eumeipiog mou odnyel oto WAREVL
LLKPOTTLOTOTIOLNTLKO

EpWwTNOELG UE QUTOUOTN CALAVON
Tomoc agloAdynang AplBuog epwthoewy: 16- 20
Ertuyla: 75%

Mopdr cUUHETOXNS ot HaBnolakn dpactnplotnTta AcUyypovn AladiKTuakn

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN oTtNPLEN TOU ULKPOTILOTOMOLNTIKOU

AfLoAoynon amod ouOTILOUG
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MaBnolaka anoteAéopata

MabBnotaka arnoteAéopata (BA. LOs 4.1.18, 4.1.19 ka1 4.1.20):
AldBeon CUOKEUNG

1. Tvwpilete ™ onuaocia t™ng acdaiolg Staypadng kat amopplPng Twv MOAALWY CUCKEUWV YyLO. VOl
amoTpEYPETE TNV AvVAKTNON Twv Sedopévwy oog and GAAouG.

Kpuntoypadnon dedopévwv

2. XpNOLUOTOLNOTE KPUTITOYPAdNOoN Yla VO TIPOOTATEVCETE Ta euaioOnta dedopéva OTIC CUOKEUEG Oag,
£161Ka yla ta Sedopéva TTou elval amoBOnKeUEVA O KIVNTEC CUCKEUEG Kal opalpoUpeVa HECO LATLKAG
amnoBnkeuong.

Evnuépwon yla tnv mapafiacn SeSopévwy

3. Katavorote toug¢ KivdUvoug mou cuvdéovtal pe tn Swafifacn ) TV amoBrnKeUon TPOCWITLKWV
TIANpodopLWV € GUCKEUEC Kal To evdexopevo napaBiaong Sedopevwy.

Neplypadn

To Micro Credential "Secure Device Management and Data Protection” ival éva mpoypoppa mou kaBodnyel
TOUC EKTIALOEUOLEVOUC OTIC BAOIKEG EVVOLEC KOl TIPOKTIKEG epapUoyEG TNG aodarolg Staxeiptong Yndlakwy
CUOCKEUWV KAl TN¢ Tpootaciag svaioBntwv dedopévwy. KalUmtel pla oslpd and Kplowa Bépata, omweg n
KOTaVOnon tng onpaciog tng acharols andppudng mMaAalwyv CUCKEUWY, N EbapUoyr Kpumtoypddnong yla thv
nmpootacio svalodntwv dedopévwy Kat n cuveldnromnoinon twv mbavwv Kwdluvwyv mopaPiaocng dedopévwy
KOTA TN HeTadoon ) TNV amoBKeLon MPOCWTILKWY MANPOdOPLWV OE CUCKEUEC.

To pabnua €ekwva pe t Slepelivnon tng €vvolag tne Slaxeiplong cuokevwv. Mapéxel os Babog kGALPN Twv
BEATIOTWY TIPOKTIKWVY yla TNV achoir Staypadrn kal amoppupn MAANLWY CUCKEUWV WOTE VO OMOTPATIEL N
avaktnon evaiodntwv 6ebopévwy amno pn e€oucLodoTnUEVA GTOA.

Ou ekmatdeuopevol Ba Katavonoouv MWE va adpalpolV ANMOTEAECUATIKA Se00UEVA QMO CUOKEUEG, TOOO
Xelpokivnta 600 Kat Ue tn xpnon dtadopwv epyaieiwv Aoylopikou. Oa pdbouv eniong yia achareic pebddoug
S1a0gon¢, OMWE MPOYPAUUATA AVOKUKAWONG KAl KATaoTpodnG CUCKEUWY, yia va Staodpalicouv OTL oL TTOALEG
oUOKeUEG dev Ba amoteAéoouv Kivbuvo yila tnv achaAeLa.

H 8eUtepn evotnta epufabuivel otn odaipa tng mpootaciog dedopévwy. TulnToUVTOL EKTEVWE OL APXEC KaL N
edappoyn tng kKpumrtoypadnong yla Tnv mpootacia svaicOntwv Se6ouévwy 0 OUOKEUEG, LBlwG O KLVNTEG
OUOKEUEG Kal adatpoUpeva péoa pallkng amobnkeuong. Ot ekmotdeudpevol Ba katovoroouv TG Slddopeg
pneBOSoUC KpuTttoypAdnaonc, Tov TPOTO eDAPHOYNG TOUG KAL TN ONocia TOUG O€ [La TIPOCEYYLoN TIOAUETESNC
aoddalelag.

TéNog, To padbnua e€etaletl Toug Kvduvoug apapiaong Sedopévwy katd tnv anobrkeuon kot tn dtaBifaocn
TIPOCWTILKWV MANPOdOPLWV O CUOKEVEC. OL CUUUETEXOVTEG Ba ekteBoUV 08 MpayUaTIKG oevapla mopopiaong
SebopEVwY, TIC AUTIEC KaL TIC CUVEMELEC TOUG. Oa pdbouv yla Ti¢ pebodoug mpoAndng twv mapafLldoswy
Sebopévwy, Omweg aodalr MPWTOKoAAd emikowvwviag, achaleic AUoelg amobrikeuong Kot BEATLOTEG TIPAKTIKEG
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yla Thv avtallayr poowrikwy Anpodoplwv. H evotnta autr) Ba Bi&elL emiong vopLka Kot NOKA {nTrpoTa Tou
oxetiovral pe TG napaPLaoslc Sedopévwy.

AuTO Tt0 Micro Credential xpnowtormnolel pa dtadpaotikn pabnolakr mpoaoéyylon, cuvdualovtag th Bewpla pe
TIPAKTIKEC aoKNoelG. OL eknaldeudpevol Ba €xouv TV sukatpia va acXoAnBolv Pe To UAIKO HECW TIPAKTIKWY
6p0oTNPLOTATWY, KOULT KOl LEAETWY TIEPLITTWOEWV. ITO TEAOG OUTOU TOU HaBrUATOC, OL CUUUETEXOVTEC Ba £XOUV
TIC YVWOELG Kal TIg 8e€lotnTeg va Slaelpilovral e aohAAeLa TIC CUOKEUEG TOUG Kot va epapuolouv Loxupd
UETPA MpooTaciag SeSopEVwVY.

Ye euBuypaupLon pe tnVv eotiacn NG Eupwnaikng Evwong otov Pndlako aAdapntiopo kot tnv aopalela, To
Micro Credential "Secure Device Management and Data Protection" mpoodépel MOAUTIUEC YVWOELG KOl
Se€10TNTEC ylot 6GOUG avnouXoULV yla tnv PndLakn toug aodpalela otov onuepvo cuvSedepuévo KOoUO. Alvel
OTOUG eKMALSEUOUEVOUC TN duvatotnta va Slaxewpilovtal Pe oUTOTENOIONON T CUOKEUEG TOUG Kal Vol
ipootateUouV ta evaioBnta Sedopéva Toug amod mBAVEG amEeAEC, KATL TTOU €lvaill OAO KL TILO GNAVTLKO OTNV

Yndrokn enoxn pag.

Epwtnoelg

Mo TNV amoppldn CUCKELWV:
1. Twati eival wtikng onuaoiag n achoaing Staypadn kot anoppun malalwy cuckeuvwv; EEnynote tL Ba
unopoloe va cupPel eav mapapeAnBbel auto to Brua.
2. Nepypayte ta Brpota mou Ba akodouvBouoate yia tnv acdaln diaypadn kat anoppun evog mailov
dopntol umoloyloth. Moleg mpoduAdlelg Ba AauBavate yla va Stachadioste 6tL Sev pumopouv va
ovaktnBouv dedopéva;"

Mo kputttoypddnon dedopévwy:
3. E&nynote nmwcg n kpumtoypddnon UMopel va mpootateUosl Ta evaiocOnta dedopuéva oTiIg CUOKEVEG GOG.
Awote mapadelypata KOTAoTACEWY OToU auTod Ba pnopoloe va sival olaitepa XproLuo.
4. Zulntnote Ta Brpota yia TNV Kpumtoypadnon deSouévwy o€ KvnTr) CUCKEUN 1 adalpoUUevn Hovada
padlkng amoBnkeuong. lMatl elval onpavtikd va Kpumtoypadolvtal ta Sedouéva mou  eival
AMoBONKEVPEVA OE TETOLEG CUOKEUEG;

Mo tnv evalodnrtomnoinon oe Bépata napaBioong Sedopévwy:
5. Motot eivat ot kivbuvol tou cuvdéovtal pe T Stafifaocn 1 tnv anobrikeuon MPOowTKWY MANpodopLWV
O€ OUOKEVEG; MWG UIopoUV TETOLEG TIPAKTLKEG VOL 08Ny oouV o€ TiBaveég mapaPiLdoel Sedopévwy;
6. Mepypadte éva oevaplo oto omoio Ba puropouos va cupPei mapaPiacn Sedopévwv Aoyw pun aopalolg
SoBipaong n anoBbrkevong dedopévwy. Mota pétpa Oa propolioav va AndBolv yia thv mpdAndn evog
T€ToloU oevapiou;
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BéAtioteg mpakTikeg kuBepvoaoddielac (MC 4.1.B.1)

Baowkég mAnpodopieg

Mpoodloplopdg Tou pabntni Omnoloodnmote MoAlTng

BEATLOTEG TIPOKTIKEC KUBEPVOOOPAAELAG

T{TAOG KAl KWSLKOG TOU [ULKPOTILOTOTIOUNTIKOU KwS: B.LB.1: MC4.1B.1

IPAANAIA, ITAAIA, KYMPOZ, EANAAA,
Xwpa(eg)/Neproxn(eg) Tou ekd6Tn POYMANIA
http://dsw.projectsgallery.eu

Kowormpaé&ia DSW

oL el ApBuoc €pyou: 101087628

Huepopnvia ékdoang NoéupBplog 2023

YnoBetikdg ¢optog £pyaociag mou amaltetal yla tnv

, . , EAdxioto 3 - MéyLoto 8 wpe
enitevén Twv HOONOLOKWY SROTEAECHETWY X Y PES

Eninebo tng pabnowakng eumelpiog mou odnyel oto EANAEVISX6]
LLKPOTTLOTOTIOLNTLKO

EpWwTNOELG UE QUTOUOTN CALAVON
Tomoc agloAdynang AplBuog epwthoewy: 16- 20
Ertuyla: 75%

Mopdr cUUHETOXNS ot HaBnolakn dpactnplotnTta AcUyypovn AladiKTuakn

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN oTtNPLEN TOU ULKPOTILOTOMOLNTIKOU

AfLoAoynon amod ouOTILOUG
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs LOs 4.1.21, 4.1.22):
AodaAnG mepLynon Kal TPAKTIKEG ANYNG

e XelploTeite pe mpoooyr UTOMTOUG CUVSETUOUC Kol amoduyete Tth ANPn apxeiwv amod AyvwoTteg MNYES
YLOL VO T(POOTATEVCETE TG CUCKEVUECG 0aC oo TIOAVEC AIMEIAEG KakOBoUAoU AoyLopkoU.

Anpoupyia avilypadwv acpaleiag Kat mpootacia dedopévwv

e Ymodbeifte Tn onuacio TG TaKTLKAC dnpLoupylag avilypddwv aodpaleiag dedopévwy yLa tnv npootacia
a6 anwAela Sedopévwy Kot BAABEG CUCKELWV.

Meplypacdr

To Micro Credential "Cybersecurity Best Practices" eival éva oAokAnpwpEVO TIpOypappa eL8IKA oXeSLAOUEVO
yla vol EVOUVOUWOEL TOUC EKTIALOEUOUEVOUG UE KPIOLUES YVWOELG KAl SEELOTNTEG TTOU ElvalL amapAiTATEC yLo TV
npootaocia Twv Pndlakwv MANPodopLWY Kol CUCKEUWY oo €va eupy daoua amelAwy. To TPOYpAPHUaA AUt
guPablvVeL oTNV KaTOvONaon Kal tv epappoyr MPAKTIKWY achaiol meptynong kat Afpng dedopévwy yla tov
METPLOOUO TwV ameldwv amd KakOBoulo Aoyloplkd. EmumAéov, umoypappilel T onuooia tng TOKTIKAG
dnuoupyiog avtypddwv achorelag Sedopévwv WG LOXUPH OTPATNYLKA yla TN Bwpdkion £vavtl rlavig
oanwAelog Sedopugvwy 1 PAABWVY CUCKEUWV.

To MPWTO TUAHA QUTOU TOU paBnpatog £xel w¢ otoXo va £$oSLACEL TOUC EKMTALSEVOUEVOUC e plo Babld
KOTAVON GO TWV TPOKTIKWY acdarol ¢ mAorynong. AVaAUEL TNV avatouia Twv aneliwy oTov KUBepvoxwpo, Onwe
1o phishing, to kak6Boulo AoyloULKO KOl TO ransomware, Hetadiboviag TNV LKAvOTNTA EVIOTLOUOU KOl
HETplaopol Toug. Ol ouppetéxovieg Ba evnuepwBolv yla TIG TPOAKTIKEG oaodalol¢ Tepliynong,
cupnepAapBavopévng tg xpnong tou HTTPS, tng emaAnbsuong Twv TLOTOMOLNTIKWY LOTOTOTWY KAl TWwV
ETUMTWOEWV Twv cookies kal tng mapakolouBnong. Oa pdabouv emiong Mw¢ vo Xewpilovtal UMOMTOUC
ouvS£apoucg kat va amodelyouv tn AN apxeiwv and Ayvwoteg MNYEC yia va anotpéPouv TBaveg amelhég
KOKOBOUAOU AoyLopLKOU.

H 8eltepn evotnta katadvetal o€ TMPOKTIKEG aodparolg AnPng. OL ekmatdeudpevol Ba SlepeUVGOUV TOUG
KwwéUvoug Ttou oxetilovtal pe Tn ANPn mpoypappAaTwy, apXelwv N ebapUoywWY Ao avenionueg 1 TPITeg MNYEC.
Oa pabouv nwe va e€akpLlPwvouv Thv acdAAELD LLOC TTNYAC KaL TN onpooia Tng xpriong enionpwv mAatdopuwy
yla AnPets. H evotnta kaAUntel eniong Toug mibavoug KivdUvou g armd TO AVOLYUO CUMTILEGUEVWY APXELWV OTIWG
opxela zip A rar amd pun alOmoTeg | AYVWOTEC TTNYEG.

H teleutala evotnTa €MIKEVIPWVETAL OTN onuacia TG Snuloupylag aviypddwv acdpaleiag Sedopévwy. OL
cuppetéxovteg Ba yvwploouv Sitadopeg texVikéG dSnuioupyiag aviypddpwyv acdoareiog dedopévwv kat Oa
KOTAVO|OOUV TO POAO TWV TOKTIKWVY avtlypadwv acdaleiag Sedopévwy otnv aoddlela oTov KuPBepvoxwpo.
Auti n evotnta eppabuvel emiong otn Snuloupyla xpovodlaypaupdtwy dnuoupyiag avilypddwv acdpaleiag,
otnv emloyn petall AUoswv Snuoupyiag aviypadwy achadeiog mou Bacilovtal oto cloud 1 os duacikég
AUoeLG KaL oTnV Kpumtoypadnon avtlypadwyv acdaleiag yia éva npocdeto eninedo achaAelag.
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To padnua auto meplhapBAavel eniong MPAKTIKEG SpOoTNPLOTNTEC KOl OEVAPLA OO TOV TPAYHOTIKO KOO0,
MpowBwVTaG TNV MPAKTIK ebappoyn Twv de€lottwy mou S16axOnkav. TokTKA Koull kat afloloynoslg Ba
UETPOUV TNV PG00 TWV CUUPETEXOVTWY, SlaoPaAilovtag OTL £X0UV KATAKTHOEL KAOE BEUa TIpLV TPOXWPHOOUV.

Me tnv oAokAripwon autou tou Micro Credential, oL ekmaldeudpevol Ba €XoUV KATAVONOEL TIG APXEC KOL TLG
TIPAKTIKEC TNG KUBEpvoaodAAeLag. Oa gival eEOMALOUEVOL YLO VO TIEPLNYOUVTAL LE AUTOTENOBNON 0To PndLlako
torio, Statnpwvtag ta dedopéva Toug aodaln Kal TG CUCKEUEG Toug aodaAelc. Autd euBuypappiletal KaAd
UE TNV gotiaon tng Eupwmnaikng Evwong otnv kuBepvoacddAela Kot Tov PndLlako ypoUpoTIopd, Kablotwvtag
TO MAONnUa Wblaitepa MOAUTLUO TOCO yLa TOL ATOUO 000 KAl ylol TOUG EMAYYEAUATIEC OTOV onUEePLVO OAOEva Kol
o Yndlako KOGHo.

EuBuypappiopévo pe thv gotiaon tng Evpwnaikng Evwong otnv evioxuon tou Pndlakol aAdpapntiopol Kot
™¢ aodalelag, autd to Micro Credential mop€xel MO TLOTOMOLNUEVN HOPTUPLA TNC EMAPKELOG TOU
EKTOLOEVOUEVOU OE BAGCLKEG TTUXEC TWV PEATIOTWV MPAKTLIKWY KUPBEpvoaadpAAeLOC.

EpwtnoeLg

Ma mpaKktikeg aopaiolg eptiynong kot Anng:

1. Tt elval onuovtiko va l0Te MPOCEKTIKOL OTAV KAVETE KAIK 08 cuvOEapouC I katePfalete apxela and
to Sladiktuo; Moloug Kwdlvoug Ba pmopoloote eVOEXOUEVWC VA OVTLUETWIiOETE av Sev elote
TIPOOEKTIKOL;

2. Oavraoteite otL AapPBavete Eva email pe évav cuvdeopo amo évav AyvwoTto anootoAéa. Mowa Brpata
Ba kavarte npLv anodacioeTe av Bo KAVETE KALK 0TO cUVOECIO;

3. Mepypadte Toug KLvdUVoUG Ttou oxetilovtal pe tn Andn apxelwv and ayvwoteg nnyég. Nwg pnopouv
Vo LETPLACTOUV aUTolL oL Kivouvol;

MNa dnuoupyia avtypddwv achadeiog kat mpootacio Se5opEVWV:

4. Tuatl eival onpavtikd va dnuloupyeite TokTka aviiypada acpoleiag Twv dedopévwy oag; MNwg
TPOOTATEVEL QUTH N TIPOKTIKI Ao TV anwAsla Sedopévwy Kat tig BAABEC TNC CUOKEUNG;

5. Mepypadte ta BrApata mou Ba akoAouBoloate ylo Tn Snuloupyio avilypddwv acharelog Twv
Sebopévwv otov unoAoyLotr oag. Moco cuyva Ba cuvictouoate va yivetal auth n Stadikacio;
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Alaxeiplon anwAglag cuokevwv Kot ipootacia dedopévwy (MC 4.1.B.2)

Baowkég mAnpodopieg

Mpoodloplopdg Tou pabntni

TitAOG Kol KWSLKOC TOU LULKPOTILOTOTIOLNTIKOU

Xwpa(eg)/Neproxnri(eg) Tou ekddtn

Dopéag(-eg) amovoung

Huepopnvia ékdoang

YnoBetikdg ¢optog £pyaociag mou amaltetal yla tnv

eNiTEVEN TWV LABNOLOKWY FEOTEASOHETWY

Eninebo tng padnolakng sumelpiog mou odnyel oto
LLKPOTTLOTOTIOLNTLKO

Tomoc agloAdynang

Mopdr cUUHETOXNS ot HaBnolakn dpactnplotnTta

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN oTtNPLEN TOU ULKPOTILOTOMOLNTIKOU

Onoloodnmote moAltng

Alaxelplon  amwAELOC  OUOKEUWY  Kal
npootacio Sed5ougvwv

Kwb: B.2

IPAANAIA, ITAAIA,  KYTMPOZ, EANAAA,
POYMANIA

http://dsw.projectsgallery.eu

Kowormpaé&ia DSW
AplBuog €pyou: 101087628

NoéupBplog 2023

EAdLoto 3 - MéyLoTo 8 wpeg

ENAIAMEZO

EpWwTNOELG UE QUTOUOTN CALAVON
ApBuoc epwtnoswy: 16- 20
Ertuyla: 75%

AcUyypovn AladiKTuakn

AfLoAoynon amod ouOTILOUG
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs LOs 4.1.23, 4.1.24):
EvawoBntomoinon anmwAgLog CUOKEUNG

e [vwpilete OTL OL XOUEVEG N KAEUUEVEC OUOKEUEG UMOPOUV va eviomiotolv, va KAelbwBouv 1 va
Slaypadolv xpnotpomnowwvtag dwpedv epyaleia mou Baocilovral oto Web kat sivat Sltabéoipa otig
TIEPLOCOTEPEG CUOKEVEC.

Mpaktikn Slaxelplon amwWAELOG CUCKEUNG

e Xpnolpomnounote erdefLa TG AslToupyleg evtomiopol, KAeldwpotog Kat Staypadng ylo tnv npootacia
TWV SE60UEVWV KOL TOU QTTOPPITOU OUG OE MEPIMTWAON aMWAELAG 1} KAOTI G TNG GUOKEUNG 0OC.

Neplypadn

To Micro Credential "Alaxeiplon amwAeLOC CUCKEUWV Kal TipooTtacia dedopévwy" elval €va EVTOTLKO, TTPOKTLKO
MABN O TTIOU ATTOOKOTIEL 0TO VAl E€OTIALCEL TOUC EKTIOULOEVOEVOUG LLE TLC QTOPALTNTEG YVWOELG KoL SEELOTNTEG YL
NV amoteAeopatiky Sloxelplon Kal MPOoTACiO TWV CUCKEUWY KOl TwWV SeS0UEVWY TOUC OF TEPUTTWOELG
AMWAELAG 1| KAOTING CUGKELVWV. AUTO TEPIAAUPBAVEL TNV EUTTEPLOTATWHEVN KATOVONON TOU TPOTIOU EVIOTLOUOU,
KAeldwpatog Kot Staypadnc XaAUEVWY | KAEUUEVWY CUCKEUWVY UE TN XPpAon SLabSIKTUaKWY gpyalsiwv Kal Tnv
OTMOTEAECUATIKA EDOPUOYH AUTWV TWV XAPAKTNPLOTIKWY YLA TNV TPOOTACIA TWV TTPOCWILKWYV SeS0UEVWVY Kall
™ dtaopaiion TG LBLWTIKAG LwAC.

H nmpwtn evétnta Tou pabnuatog eivol adplepwpévn oTnV EKTTASEUON TWV CUMUETEXOVTWY OXETIKA JLE TOL LETPOL
TIOU TPEMEL va. AapPdavovtal otav PLo cUoKeUn xavetal N kAEBetal. Ou cuppetéxovteg Ba pabouv nwe va
EVTOT{OUV TIG XOUEVEC OUCKEUEC XPNOLUOTIOLWVTIAG EVOWHOTWHEVA €PYOAElD €VTOTLOMOU 1 £pyoleia
eviomopol Tpitwv. Oa Slepeuvnoouv emiong MW v KAELWOWVOUV TI( CUCKEUEC TOUG € QTOCTACEWG,
KaBlotwvtag T un nmpooBacipeg os pn e€ouclodotnuévoug xpnotes. Oa KaAudBel emiong n Suvatotnta
omopakpuopévng Staypadng OAwv Twv Se50UEVWY TG CUOKEUNC, OMOTPEMOVTOG £TOL va TECOUV guaiobnta
TIPOCWTILKA Sedopéva og AaBog xEpLa.

MpaKTIKEG eMLOEielc Ba SWOOUV OTOUG CUUUETEXOVTEG LA TIPAKTLKH KOTAVONGCN AUTWV TWV SLadIKACLWV.

H &eltepn €vOTNTA ETIKEVTPWVETOL OTA TIPOANTITIKA BApata ylwa thv mpootacio Twv Sedopévwy. Ot
CUMMETEXOVTEG Ba SdaxBolv mwg va SnuUloupyouv TAKTIKA aviiypada oaodaleiag twv SeSopévwy,
g\aylotomolwvtag tv onmwAeta dedopévwy oe mepinmtwon KAomAc | PAABNG TG cUoKEUNC. Oa eéepeuvrcouV
Sladopec pebodoug kot Avoelc Snuoupyiag avtlypddwv achaleiog, cUPMEPAOUPBAVOUEVWV TWV avTLYpAddwy
aodaleiag mou Bacilovral oto cloud kal Twv emthoywv PuoLKNG anobrkeuong. Oa 5obel eniong Eéudaon otn
onpaoia tng KpUmToypadnong yla Ty mpootacio evaicOntwv Sedouévwy Kal oL cUHPETEXOVTEG Ba pabouv
Twe va epapuolouv Kpuntoypddnon OTLG CUCKEUEG TOUG Kal yla Ta avtiypada achaleiog toug.

Mp6oBeta O¢pata mou kKaAUTIToVTaL 0To pHadnua meptlapBavouy tn Snuoupyia kat Staxeiplon tTng acdaAiong
CUCKEUWV, TNV KATOVONoN TWV VOULKWY TITUXWV TNEG KAOTIG CUCKEUWV KaL TOV TPOTIO avadopag ULOG XAUEVNC
1 KAEUUEVNG CUOKEUNG OTLG OPXEC KAL OTOUG TTAPOXOUC UTNPECLWV. To padnua Ba kaAU el emiong Tn onuacia
™¢ e€0opAALONC TWV CUCKEUWV HE LOXUPOUC KwdkoUC mpocoPaong, Plopetpikd Sedopéva 1 alha pétpa
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aodaleiag yla tnv kaBuoTtépnaon 1 TNV AmoTpornr pn e€ouclodoTnUEVNG TPOCoROONG O TEpIMTwon aMwAELAG 1)
KAOTING LLOC CUOKEUNG.

210 TéAog autol Tou Micro Credential, ol eknaldevopevol Ba £xouv Katavonoel MARPWCE Twe va Slaxelpiovral
NV anmwAeld | TNV KAOT LG CUOCKEUNG KOL VO T(POOTATEUOUV OIMOTEAECUATIKA T OeSOpEVO TOUG,
StaodpaAilovrag otL n Pndlakn toug aohaAsla Kal N WLWTLKH Toug {wh TIAPAUEVOUV aVETIAPEG AKOUN KAl OE
avti€oeg kataotaoels. OL yvwoelg auteg suBuypappilovtal pe t déopeuon tng Eupwnaikng Evwong yua
Unodlakd aAdaBnTtiopo kot aohAAELa, TTOPEXOVTOCS OTOUG CUUUETEXOVTEC Eval Baolkd cUvoAo SefloThTwy yLo
v YndLoakn enoyxn.

Jupudwva pe tn S€opevon tng Eupwnaikng Evwong yla tv mpowdnon tou Pndlakol aldafntiopol Kal tng
oaoddlelag, autd to Micro Credential mopEXEL OTOUG EKTIALOEVUOUEVOUC L TILOTOTOLNUEVN aATOSELEn TNG
EMAPKELAC TOUC OTN SLaXElpLon TNG AMWAELOG CUCKEUWY KAl TNV pootacia twv Sedouévwy.

Epwtnoelg

Ma tnv evalcOntomoinon amwAELO CUCKEUNG:
1. "NepypaPte TN onuacia TG yvwong OTL Ol XUUEVEG | KAEUUEVEG CUCKEUEG UTIOPOUV VO EVTOTILOTOUY,
va KAeldwBouv 1 va dlaypadouv pe tn xprion Swpeav epyaleiwv nou Baacilovrat otov Maykoopuio loto.
Mwc auth n yvwon evUVAUWVEL TOUC XPrOTEC WOTE VA TPOOTATEUOUV Ta S£60UEVA KAL TNV LOLWTLKN
Toug wn;"
2. "Mwg Ba e€nyoloate TNV £VvoLO TOU EVTOTILOUOU, TOU KAELWSWHATOC R TNG Slaypadng plag Xauévng n
KAEUUEVNG CUCKEUNG O€ KATTOLOV TIOU 8eV gival e€OLKELWUEVOC LE AUTEC TIG AstToupyieg;"”

Mo tpaktLkn Slaxeiplon amwAELOC CUCKEUNG:
3. "Avto smartphone oog gixe xaBsei, mola pétpa Ba AapPAVATE yLO VO TO EVTOTILOETE, VA TO KAELOWOETE 1
va 1o Slaypadete xpnotpomnolwvtag ta Stabéoipa Stadiktuakd epyoleia; Mwg Oa Lepapyxoloate AUTEC
TIG EVEPYELEG;"
4. "Oavtaoteite OTL €XeTe KAEWOWOEL €€ AMOOTACEWC TNV XOMEVN 0a¢ oUoKeUn. Mowa dMa pétpa Ba
Aappavarte yla tnv mpootacia Twv Se60PEVWV Kal TNG LOLWTIKAG oag {wnG O€ LA TEToLA epimTwon;"

Mo cuvduaouo Kat Twv duo:
5. "AcgumoBéooue 6tL o dopnToC oag uTtoAoyLoThg ekKAGn. Nw¢ Ba edapuolate TIG YVWOELG 0AC OXETIKA
ME TNV evawoBntomoinon oe BEpota AMWAELOG CUOKEUWY KAl TNV TIPOKTIKN Slaxeiplon amwAelag
CUOKEUWV YLO TNV Ipootacia Twv Se50UEVWV Kal TNG WOLWTIKAG oag {wn¢ o€ auTd To oevaplo;"
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HAektpovikd amoppnto kat acpaiela epappoywv (MC 4.1.B.3)

Baowkég mAnpodopieg

Mpoodloplopdg Tou pabntni Omnoloodnmote MoAlTng

AadikTuakd amoppnto  kal  aodAAEla
TitAOG Kol KWSLKOC TOU LULKPOTILOTOTIOLNTIKOU ebapuoywv
Kwb: B.3

IPAANAIA, ITAAIA, KYMPOZ, EANAAA,
Xwpa(eg)/Neproxn(eg) Tou ekd6Tn POYMANIA
http://dsw.projectsgallery.eu

Kowormpaé&ia DSW

oL el ApBuoc €pyou: 101087628

Huepopnvia ékdoang Noéupplog 2023

YnoBetikdg ¢optog £pyaociag mou amaltetal yla tnv

, . , EAGxLoto 3 - Méyloto 8 wpse
enitevén Twv HOONOLOKWY SROTEAECHETWY X Y PES

Eninebo tng pabnowakng eumelpiog mou odnyel oto EANAEVISX6]
LLKPOTTLOTOTIOLNTLKO

EpWwTNOELG UE QUTOUOTN CALAVON
Tomoc agloAdynang AplBuog epwthoewy: 16- 20
Ertuyla: 75%

Mopdr cUUHETOXNS ot HaBnolakn dpactnplotnTta AcUyypovn AladiKTuakn

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN oTtNPLEN TOU ULKPOTILOTOMOLNTIKOU

AfLoAoynon amod ouOTILOUG
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.25, 4.1.26):
Awoxeiplon ouvodou

e Katavonote tn onuacia tng amoclvdeong oto TEAOG Twv MePOdwv cag oto dladiktuo f oTig
edaployEG, WOTE VA TMPOOTATEVETE TIG TIPOOWIILKEG 0ag TIAnpodopieg amd pn e€ouclodotnuévn
npooBaon.

Awaxeiplon SIKalwWUATWY edapLOywWY

e Katavonote nwg va dloxelpileote ta Skalwpata Twv GapUoywy yLO VO TIPOCTATEVETE TO AndppnTo
oG KoL va yvwpilete Ta 5e60uéva Tou CUAAEYOVTOL OO TLC EQAPHOYEC OTLC CUOKEUEG 0OG.

Meplypacdr

To Micro Credential "Online Privacy and Application Security" eivat éva OAoOKANPWUEVO TIPOYPAUA, TIPOCEKTIKA
OXEOLAOUEVO ylo VO PETAOWOEL ML LOXUPI KATOVONGCN TWV TIPAKTIKWY SLSIKTUAKAG OLWTIKOTNTAG Kol
oaoddalelag ebapuoywyv. To mpoypappa autd Sivel Eudacn otn onuacia Tng amoteAecpatikng Slaxeiplong
OUVESPLWV KOl TOU KOTAAANAOU Yelplopol Twv SIKOLWHATWY edappoywy yla tn dlatnpnon tng
EUTLOTEVUTIKOTNTAG TWV MPOCWTIKWY SE80UEVWV KaL TNG LOLWTLIKOTNTOC TWV XPNOTWV.

H mpwtn evotnTa autol ToU HaBRUOTOG ETIKEVTPWVETAL 0TNV KPLown évvola TnS SLoSIKTUAKAG LOLWTIKOTNTOG.
Ot ouppetexovieg Ba epPabivouv otig SLddopeg MTUXEC MOU CUVLOTOUV ThV LOLWTIKOTNTA oto Sladiktuo,
CUMTEPAAUBOAVOUEVNG TNG KATAvONong Twv cookies, Twv TexvoAoylwv mapakolouBnong, tou SLadlkTuaKkou
QTTOTUTIWLOTOG KOLL TWV TPOKTLKWV avTaAAayng Sedopévwy. Oa pabouv nwg xpnotpomnololvial, anobnkevovral
Kol potpdlovtol ot mAnpodopieg Toug oto Sladiktuo, KabBwe Kal Toug OXETIKOUG KvUVOUC TTpooTaciog Tne
WOWTKAG {wnG. Autn n evotnta €oTldleL eniong otn onuaocia Tng owotng dlaxeiplong ocuvedplwy, divovtoag
£udaon otn onuaocia tg anocuvdeong oto TEAoG Twv ouvedplwv oto Sladiktuo N oe edpappoyEg ya tnv
TMPOOTACIO TWV TMPOCWIIKWY TAnpodoplwv amd un efouciodotnuévn mpocBaon. OL cuppetéxovieg Ba
OUTTOKTI|OOUV TIPOKTLKI EUMELPia OTN Slaxelplon Twv SLASIKTUOKWY cUVOSWVY TOUC Kol oTn Xpron epyaieiwv
gvioyuong Tng WLwtkoTNTAC, OMWE Ta VPN, N I8LWTLKA TepLiynon Kat ot Stoxelplotég cookies.

H 6eUtepn evotnta acxoAeital pe tnv acddAela Twv edapuoywy, E0TLIALOVTOC OTO POAO TWV SIKALWUATWY TWV
edappoywv otn SLaTrnenon Tou amoppRToU TWV XpNoTtwV. OL CUPUETEXOVTEG Ba SLEPEUVACOUV TOV TPOTIO LE TOV
ormolo oL epapUOYEG ATIOKTOUV TPOCBACT KAl XPNOLUOTIOLOUV TIPOCWTILKA SESOUEVA LECW TWV SIKOLWUATWY KoL
TIC TOAVEG EMMTWOELG OTNV LOLWTIKOTNTA. OO0 KATOVONOOUV TIWE va Sloxelpilovtal QmOTEAECUOTIKA T
Swkolwpata Twv edopUOywWVY, TAPEXOVTAC HOVO TNV amapoitntn mpoécfacn yw tn Satipnon g
AeltoupylkoTnTag XwpIlg va StakuBevetal n WSwTIkOTNTA. H gvotnTa mepA\apBAvVEL TIPAKTIKEG LOKAOELS YL TN
Sloxeiplon twv dwolwpdtwy os Sladopeg epopUoyEG Kal MAATHOPUEC, TTAPEXOVTOC OTOUC CULETEXOVTEG
TIPOKTLKEC SEELOTNTEG TTOU UIMOpPOoUV va edbapudcouy otnv PndLakr Toug {wi.

ErutAéov, 1o padnua mepthapPavel cuvedpieg oXeTKA UE TIC avoSUOUEVEG TAOELG YLO. TNV TpooTocia Tng
WOLWTLKAG LwnNG Kal TNV aoddAela oto SLadiktuo Kat TG TBaveG peANovTIKEG e€eNIEelg o AUTOV TOV SUVOLKO
TopEa. OL CUPMETEXOVTEG BOl CUUMETAOYXOUV 08 oLINTAOELG Yla BEpata OMwe N mpootacia TNG BLWTIKNAG LwNAS
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oTa MECO KOWWVIKAG SIKTUWONG, 0 POAOG TNG TEXVNTAG VONUOoUVNG TNV pooTacia TnG IOLWTIKAG {wng Kal o
OVTLKTUTIOC TWV KAVOVLO LWV YLa TNV tpootacia TN BLwTkng {wng.

Me tnv oAokAnpwon autol tou Micro Credential, oL ekmalbsudpevol Ba £xouv pla LOXUPH KATavonon Twv
TIPAKTIKWY TIPOOTACLOG TNG IBLWTKAC {wnG oto dladiktuo Kal TG acdAlelog Twv epappoywy, KaBwg Kot TV
kavotnta va £happolouv OUTEC TIG OPXEC OTIC KaBnuepwvég Yndlakég toug Spaoctnpldotntes. Auto
guBuypappuiletal pe tn d€opevon NG Eupwnaikng Evwong ya tnv mpowbnon tou Yndlakol addapfntiopol
KoL TNG OLWTIKAG LwNC, KaBLoTWVTOC TO PABNUA TTOAUTIUO YLo. KABE ATOUO TIOU EMISLWKEL VO EVICXUOEL TNV
aoddaletla kal tnv LWtk Tou {wr oto Stadiktuo.

AUTO TO HLKPOTILOTOTIOWNTIKO €uBuypappiletal pe tn déopevon g Eupwmnaikng Evwong va evioyVoEeL TIg
PNdLakKEG LKAVOTNTES KoL vo TipowBnoeL tnv aoddaAsla oto Stadiktuo PeTafl Twv MOAITWY TNG. MapeXeL pia
TILOTOTIOLNHEVN amOSEeLEn TG efloTeviag Tou ekmaldeuopuevou otn Slaxeiplon TS SLaSIKTUAKNG LOLWTIKOTNTOG
KoL TNG Ao AAELAC TWV EGAPLOYWV.

Epwtnoelg

Mo tn Stoxeiplon cuvodou:
1. Twati eival onUAvTikO Vol amocUVOEEOTE OTO TEAOC TWV TEPLOSWVY olVEeong oto SLadikTuo f oTLg
edappoyég; Notot kivduvol pmopet va ipokUPouv av Sev To KAVETE;
2. Yulntnote TIg TBAVECG CUVETELEG TOU val adHVETE TIC TIPOCWIILKECG oaG MANPodopLleg TTPOCPACIUEG LIE TO
va pnv amoouvdéeote and pulo mepiodo Aettoupyiag oto Siadiktuo f oe o epapuoyr. Nwg Ba
UTtopoUoE va YIVEL KATAXpNoN AUTWY TWV TANPodopLwY;

Mo tn Stoyeiplon SIKALWUATWY EPapUOYWV:

3. E&nynote tnv évvola twv adslwv xpnong epapuoywv Kot Tn onpoocia toug yla tn dtacddaAlon tou
amoppntou oag. Nwg ennpedlouv T SIKALWHATO EGAPUOYWY TNV ACHAAELD TWV TIPOCWTIKWY COG
Sebopévwy;

4. DavtooTeite OTL £XETE EYKATAOTNOEL pLa VEA edaployr oto smartphone oag. Mwg Ba Staxelploteite Ta
Swkalwpatd tng ywa va dtacdalicete tnv mpootacia NG WOWTIKAG oag (WG KOTA TN Xprnon Ing
ebapuoyng;

Mo cuvduaopo Katl Twv duo:
5. AgumnoB<ooupe otLXpnotuomnoleite évav Snuodoto umoloyloth oe pia BLBAL0ONkN. Nwg Ba Slaxelpileote
TIC ouvebpieg oag oto Sladiktuo Kal TG £dopUoyEG ylo va Slaodalioete TIC TPOCWIKEG COC
TANpodopieg KaL TO AmOppPNTO Oag;
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Aodalng Pnolakn cuvumepidpopd kat acpaiela Puokwv cuokevwv (MC
4.1.B.4)

Baotkeg mAnpodopieg

Mpoodloplopdg Tou pabntni Omnoloodnmote MoAlTng

AcoboAnc  Yndlaky ocuumepidopd  Kat
TiTAOG Kol KWSLKOG TOU LUKPOTILOTOTIOLNTLKOU aodaAela GUCIKWY CUCKEUWV
Kwé: B.4: MC4.1.B.4

IPAANAIA, ITAAIA,  KYTMPOZ, EANAAA,
Xwpa(eg)/Neproxni(eg) Tou ekddtn POYMANIA
http://dsw.projectsgallery.eu

Kowomnpa&ia DSW

R ) ORI AplBuog €pyou: 101087628

Huepopnvia £ékdoong Noéupplog 2023

YrnoOetikdg $OpToC £pyaciag mou amalteltal yia tnv

EAdyLoto 3 - Méyloto 8 wpe
eNiTeUEn TWV HABNOLOKWY SFEOTEASOHETWY X Y PES

Eninedo tng padnolakng sumelpiog mou odnyel oto EANAAVISIe]
LKPOTILOTOTOLNTIKO

EpwTAOCELG e auTOUATN orpavaon
Tomoc agloAdynang AplBuog epwthoewy: 16- 20
Ertuyia: 75%

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa AcUyxpovn AladiKTuakh

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN otNPLEN TOU ULKPOTILOTOMOLNTLKOU

AfloAdynon amo OUOTIHOUC
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.27, 4.1.28):
Mpaktikeg aochaAolG EPLRYNONG

e Edapudote aodaleic ouvnBeleg mepiynong, Omwe n amoduyr) UMOMTWY LOTOTOTWY Kal N Xprnon
ouvbéoewv HTTPS, yla va LELWOETE ToV KivOuvo KakoBouAou AoyLouLkoU Kal KAoT¢ SeSoUEVwY.

AodAAela GUCLKWV CUCKEUWV

e Avayvwpiote ™ onuaocia tng puAagnc Twv cucokeuwv e duaoiky acddAela, 6lwg os SnUOCLOUG
XWPOUG, yla TNV amoduyr KAOTAG Kat pn eéouctodotnuévng mpodofaocnc.

Meplypacdr

To Micro Credential "Secure Digital Behavior and Physical Device Security" mpood£pel €va EKTETAUEVO Kol
S1adpaoTIKO LABNUa ou amookomnel otnv epneédwaon achalwyv Pndlakwv cuvnBEeLwY Kal oTn oodr) Katavonan
™ aopaAeLag Twv GuoLkwv cuokeuwv. KaBodnyei toug ekmatldeuOUEVOUG VO ULOBETHOOUV Kal va SLlotnprioouy
oodalelc MPAKTIKEG TTEPLRYNONG, VA EKTIUAOOUV TN ohpacia TG aodpalelag Twv GUOIKWY CUCKEUWY Kal Vol
epapudooUV AUTEG TI YVWOELS YLO TNV TIPOCTOOIO TWV CUCKEUWV TOUG OO KAKOBOUAO AOYLOMLKO, KAOTH
Sebopévwv kat un e€oualodotnuévn mpdofaon.

JTO MPWTO UEPOC TOU padnuartog, n éudaaon Sivetal otnv mpowbnon ¢ acharouc Pndlakng cupunepipopag.
Ot ouppetéxovteg Ba pdbouv ylo acharelg ouvnBeleg mepynong, Onwe n xprnon acdpalwv cuvdéoewv
(HTTPS), n amoduyr) UTOMTWY LOTOTOMWY KOl AQPEWY KAl N avoyvwplon KOl OVTLUETWIILON TIPOOTABELWY
phishing. Oa pdaBouv eniong yla T MIBAVEG CUVEMELEG TWV MOAUVOEWV QO KAKOBOUAO AOYLOMIKO KOl TNG
kAo ¢ Sedopévwy, evioxUoVTag TV KATAVONGCH TOUG yla Tn onuacia Twv aodalwv cuvnBelwv nepjynong. H
EVOTNTA AUTH TEPLAAUPBAVEL TIPOKTIKEG OOKAOELG KoL TIOPASELYUATA, EMITPEMOVIOG OTOUG CUUUETEXOVTEG va
edapuooouv 6oa £pabav og TPAYUATIKA OEVAPLA.

To deUtepo péEPOC Tou pabnpatog ival adlepwuévo otnv aodalela puolkwv cuckeuwv. Toviletal n onuoocia
™M¢ dUAAENC TwV CUOKEVWV e dUOLKA aodAAeLa, LBlwG og SNUOCLOUC XWPOUC, Yo TNV aroduyr KAOTIAG Kal pn
efouolodotnuévng npooPBacng. Ot cuppetexovteg Ba pabouv yia dLddopoug TPOTou PUOLKNG AoPAAELAS TWV
CUOKEUWV TOUC, OTWG KAELOAPLEG CUOKEUWY, BLOMETPLKOG EAEYXOC TAUTOTNTAC KAl Xprion AUcewv acdaAolg
arnoBnkeuong. Oa Katavonoouy emniong toug mbavoug KvdUvoug amo TNV adr] TwV CUCKEUWY XwpPIc emiBAsdn
1 TNV anoBrkeuor) toug o€ eUKOAX TPOoPACLUEG TOTOBETiEC.

ErutAéov, To pabnpa umoypappilet emiong tnv aAAnAenidpaon petalt tng Wndlakng cuuneptdopdg Kat g
duolkng aoddlelag, KabBwG KoL TOV TPOMO Me Tov omoio ot SUo autol Topelc pmopolv va
oAAnAocupmAnpwvovtal yla Th dnpoupyia piag oAokAnpwpEVNG Tipooéyylong acdaletag. Ol CULUETEXOVTEG
Ba pabouv nwg va €L0OPPOTIOUV TNV EUKOALA TNG XPHONG TWV CUCKEUWV HE TNV aVAYKN Yo aopAAeLla Kal Twg
MLKPEC AAAQYEC OTLG CUVNBELEC TOUG UITopoUV va BEATLWCOUV GNLLAVTLKA TN GUVOALKN TOUG 0TAon aodaleiag.

Me tnv oAokApwaon autou Ttou Micro Credential, ol cuppeTéxovteg Ba £xouv avamtiel pia Badld katavonon
™G aodarol¢ Pnolakng cuumnepldopdg Kot Tng aodpalelas Twv GUCIKWY CUCKELWV Kal Ba eival og Béon va
£bapuolouv QUTEC TIC £VVOLEC YLOL TNV QTIOTEAEOUOTIKN Tpootaoia twv Pndlakwy Sedopévwy Kal Twv
CUOKEUWV TOUG. To Tpoypappa eubuypappiletal pe Tig mpoomnabeleg tng Eupwnaikng Evwong yia tnv avénon
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Tou PndLakol aAdapntiopol Kal tng aodpdalelag, kKaBLOTWVTOG To amapaitnto cUvoAlo SefloTnTwy yLa KABe
TOALTN Tou aoyoAeital pe Tnv Yndlakr texvoloylia.

JUpdwva pe TIC mpoondbeleg TnG Eupwmaikng Evwong va evioxUoel tov Pndlakd aAdapfntiopd Kot tnv
aodalela Twv MOALTWY TG, autod To Micro Credential mpoodépel pLa eEMKUPWHEVN LapTUPLa TNG EUMELPLAG TOU
ekmatldevouevou otnv acknon acpoarol¢ Pndlokng cupnepldopds kat otn Statnpnon tng acdAlelag Twv
dUCLKWY CUCKEUWV.

Epwtioelg

Ma mpaKTLkeG aogdpalolg epLynong:
1. E&nynote tn onuaocia tng xprong cuvdéoswv HTTPS katd tnv neptiynon oto dtadiktuo. Nwg cupPAarAet
QUTA N TPOKTLKA 0TN Helwaon Tou KvdUvou kakoBoulou Aoyloptkol kat KAomr¢ Sedopévwy;
2. MMoleg gival oplOPEVEG KOKKLVEG ONOLEG TTOU UMOpPEL va UTTOSELKVUOUV OTL €VaC LOTOTOTIOG Elval UTIOTTOG
1 SuvnTka un achaing; Nwg Ba avIleTwi{ate TN cuVAVTNON UE £VaV TETOLO LOTOTOTO;

Mo TNV aopAalela GUOLKWV CUCKEUWV:
3. Tori eival Lwtikng onpaoiag n puoikn aodalela Twv cUOKEVWV 00, LBLwG og Snudacloug xwpoug; Motot
mbavol kivéuvol purnopet va mpokUPouv av adnoeTe TN cUCKeUH oo¢ XwpLg emifAen;
4. Neplypdte oplopéva TIPAKTIKA LETPa TTou Ba pmopovoarte va AdPete yia va Staodalioete tn puoiki
oodpAAeLla TWV CUCKEVWY oag OTav PplokeaTe og SNUOOLO XWPO.
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Evnuépwon ywa tic Pndlakég ameleég kat dlaxeiplon Kwdlkwv mpooBaong

(MC 4.1.B.5)

Baotkeg mAnpodopieg

Mpoodloplopdg Tou pabntni

TiTAOG Kol KWSLKOG TOU LUKPOTILOTOTIOLNTLKOU

Xwpa(eg)/Neproxni(eg) Tou ekddtn

QOopéag(-eg) amovoung

Huepopnvia £ékdoong

YrnoOetikdg $OpToC £pyaciag mou amalteltal yia tnv

eNiTeUEn TWV HABNOLOKWY SFEOTEASOHETWY

Eninedo tng padnolakng sumelpiog mou odnyel oto
LKPOTILOTOTOLNTIKO

Tomoc agloAdynang

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN otNPLEN TOU ULKPOTILOTOMOLNTLKOU

Onoloodnmote moAltng

Evnuépwon yia T PndLokég amellég kal
Slaxeiplon kwdikwv npdofacng
Kwé: B.5

IPAANAIA,
POYMANIA
http://dsw.projectsgallery.eu

ITAAIA,  KYMPOZ, EAAAAA,

Kowomnpa&ia DSW
AplBuog €pyou: 101087628

NoéuBplog 2023

EAdLoto 3 - MéyLoTo 8 wpeg

ENAIAMEZO

EpwTAOCELG e auTOUATN orpavaon
AplBuoc epwtnoswy: 16- 20
Ertuyia: 75%

AcUyxpovn AladIKTUaKN

AfloAdynon amo OUOTIHOUC
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.29, 4.1.30):
Kivduvol Snuéoiwv otabuwv ¢optiong

e [lpoodlopiote TOoug KLWWSUVOUG Tou oxetilovtal Pe T XpHon dnUOowwv otabuwv ¢optiong Kal To
evbeXOUEVO KAOTING SES0UEVWV 1] EYKATAOTOONG KAKOBOUAOU AOYLOULKOU.

Aodaing dlaxeiplon kwdikol mpooBacng

e H Suvatdtnta epappoyng evog Slaxelploty Kwdlkwv mpooBacng yo thv aodoAn anobnkeuon Kot
Snuoupyia cuVBETWY KWAIKWV Tpoafacng yia Stadopoug StadiktuakoUg AoyapLacoUC, LELWVOVTAG
Tov kivéuvo napaflacswv achadeiog mou oxetidovral pe Toug kwdikol ¢ pocBaong.

Mepypadn

To Micro Credential "Digital Threats Awareness and Password Management" mapéxel €va OAOKANPpWUEVO
TIPOYPOLUHA TIOU £XEL WG OTOXO VA EVIOXUOEL TNV KOTAVONGCN TWV CUHUETEXOVTIWV yLa TIG Stadopeg PndLloKkeg
QTMEAEG KOL TIG ETIMTWOELG TOUG KOl VO TOUG €EOTIAIOEL UE OMOTEAECUATIKEG TIPAKTIKEC SLAXELPLONG KWOLKWY
npooBacng. Autd to Micro Credential mepthapBavel Toug KwvdUvoug ou oxeTilovtal PE Toug SNUOOLOUC
otaBuolg ¢poptiong Kal umoypappilel tnv afia twv Staxelplotwy Kwdikwy mpodcPaong yla tnv e€aoddalion
PNndLoKWY TAUTOTATWY KL TIEPLOUCLOKWY OTOLXELWV.

ITO MPWTO TUAMA TOu padniuatog, ot ekmotdeudpevol Ba evipudrnoouv oto cUvOeTo Tomio Twv PndLaKwv
anelAwv. Oa etepeuvrioouv Slddopeg HopdEG amellwy OToV KUPBEpVOXWPO, OMwWE KAKOBOUAO AOYLOULKO,
phishing, ransomware kot napaflaoelc dedopévwy, kot Ba pabouv nmwg va evromilouv Kal va avildpouv ot
QUTEC TIC amEeAEG. ILaitepn €udaon Ba 5oOel otoug KlvdUvoug mou oxeTilovtal Pe Tn Xpron dNUOcLwV oTabwy
dopTIoNG, oL omoiol pumopouv SuvnTikd va ekBEoouv Toug Xprnoteg o€ "juice jacking" - pia kuBepvoemniBeon mou
niephapBavel tn pn e€ovclodotnuévn mPOcBacn Kol XELPAYWYNon CUCKEUWY pHEcw Bupwv poptiong USB. OL
CUMUETEXOVTEG Ba amoOKTAoOUV enilyvwon tng onpaociag g xpnong acoalwv AVcewv ¢oOpTIong, OMWG
nipoowritkoi ¢opTLoTEG 1) power banks, Kal TG kKOTavonong Twv Kvduvwyv twv Snuodcilwyv otabuwv ¢optiong.

H Seltepn ouviotwoa autol tou Micro Credential emikevipwvetal oto Kpiolo B€pa tng Slaxeiplong KWSIKWV
npocPaonc. Ot ekmaldevopevol Ba KATOVOROooUVY TN onuacia tng SnLoupylag LoXUPWY, HOVASIKWYV KwSIKWY
npooBaong yla Sladopetikolg SLaSIKTUAKOUC Aoyaplacuol KOl TWE N EMAVAXPNOLIOToincn KwdIKwY
npocPaong Unopet va 0dnynoeL o€ mapaPLaoelg Tng aopaielag. To pabnua tovilel Tn xprion Twv SLoxepLOTWY
KWWV mpocPBacng, oL omoiol BonBolv Toucg XPAOTeC va amobnksvouv Kal va dnpoupyolv clVOEeTOUC
KwSKoUG MpooPaong pe aohAAELd, HELWVOVTAG £TOL ONUAVIIKA Tov Kivbuvo meplotatikwy aodaleiag mou
oxetifovral pe Toug kKwdikolg pocBacnc. Ot ekmatdsuopevol Ba yvwpioouv SLadpopouc SLaxeLPLOTES KWSLIKWV
npooBaong, pabaivovtag mwe va ToUC XPNOLULOTOLOUV OMOTEAECUATIKA yLo TN Sloxeipton tng Yndlakng toug
TOUTOTNTOG.

Ektéc amd autd ta Baotkd Oépoata, to padnuo Oa mpoodEpel TPAKTIKEC 0ONyleg Kal CUMBOUAEG yla Th
Slatpnon TG MPOCWIIKAG OLASIKTUAKAG OODAAELNG, OTMWG TOKTIKEG EVNUEPWOELG AOYLOUIKOU, €Agyxo
tautotnTag ToAamAwy mapayovtwy, achadel¢ ouviBeleg Tepliynong kKot acdoAn XEPLOUO UTIOMTWV
ouvSEopwVY A AP ewv.
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210 TéAog autou tou Micro Credential, oL cuppeTéXOVTEG Bal £XOUV QTTOKTHOEL ML LOXUPH KOTOVONCN TWV
Pnolokwy anellwyv Kol éva ocuvolo oxupwv Seflotntwv Slaxeiplong Kwdkwv mpocpacng, mou Ba toug
emutpéPel va meplnynBolv otov Yndlokd koopo pe avénuévn aoddAsla Kol automemnoibnon.
EuBuypappiopévo pe t 6€opeuon tng Eupwmnaikng Evwong yla Pndlako aidafntiopd kol aodpdlela, To
MAONUa auTo MapEXEL AVEKTIUNTEG SeELOTNTEG yLa KGO dtopo otn cuyxpovn Yndloakn emoxr. ZUpUbwva LE TN
S6€opevon tng Evpwmnaikng Evwong yla tnv mpowbnon tou Pndlakol ardafntiopol kot tng acdpAlelag, auvto
To Micro Credential map£xeL Lo TTILOTOTIOLNUEVN LOPTUPLO TNG EMAPKELOC TOU EKTTALSEVOLEVOU OTNV AVOYVWPLoN
Pndlakwy anelwv Kal otnv aohaAn dlaxeiplon Kwdkwv mpocBaong.

EpwtnoeLg

Ma touc KvdUvoug Twv SNUOCLWV oTaBuwv GOPTIONG:

1. Mowot eival ol mBavol kivbuvol mou oxetilovtal He T XpPnon dnuoctwv otabuwv ¢opTiong yla TiG
OUOKEUEC oag, onmw¢ smartphones 1 ¢opntouc umoloylotég; Mwe Ba pmopolos n xprion dnUoclou
otaBuou gpoptiong va 0dnynoet og KAomn 6£60UEVWV 1 EYKOTACTOON KAKOBOUAOU AOYLOULKOU;

2. Nepypadte oplopéveg mPodUAAEELG TTOU UITOPELTE vor AABETE yla va TTPOOTATEVUCETE T CUCKEUN OAG
Ao KWWéUvVouG OTav XpnoLUomoleite Snuooloug otabuolg poptionc.

Mo aopain Stoxeipton kwdilkwv mpooBacng:

3. E&nynote tn onuaoia tng Xpnong evog SLaxeLploth KwSLkwv ipocBaong yio tnv acdarn anobrikeuon
KoL Snuloupyio cuvBeTwY KWSIKWVY pdoBaong ylo dtadopoug Sladiktuakol Aoyaplacpols. MNwg
MELWVEL AUTA N TPAKTIKA Tov Kivbuvo mapafiacng tng acdAalelag mou oxetiletal Pe ToV KwSIKO
npocpaong;

4. Mowa eival pepkd PBoolkd xapaktnploTtikd mou Ba avalntoloate ot €vav SLAXELPLOTA KWOLKWV
npocBaong yla va StachaAlosTe OTL AVIATIOKPIVETAL OTLG aVAYKEG aodaleiag oag;
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Aodalela cUOKEUNRG Kat ouvtrpnon Aoylopukou (MC 4.1.B.6)

Baowkég mAnpodopieg

Mpoodloplopdg Tou pabntni Omnoloodnmote MoAlTng

AcbAAeld  OUOKELWVY KAl OUVTIAPNON
TitAOG Kol KWSLKOC TOU LULKPOTILOTOTIOLNTIKOU AoyLlopLkoU
Kwb: B.6

IPAANAIA, ITAAIA, KYMPOZ, EANAAA,
Xwpa(eg)/Neproxn(eg) Tou ekd6Tn POYMANIA
http://dsw.projectsgallery.eu

Kowormpaé&ia DSW

oL el ApBuoc €pyou: 101087628

Huepopnvia ékdoang NoéupBplog 2023

YnoBetikdg ¢optog £pyaociag mou amaltetal yla tnv

, . , EAGxLoto 3 - Méyloto 8 wpse
enitevén Twv HOONOLOKWY SROTEAECHETWY X Y PES

Eninebo tng pabnowakng eumelpiog mou odnyel oto EANAEVISX6]
LLKPOTTLOTOTIOLNTLKO

EpWwTNOELG UE QUTOUOTN CALAVON
Tomoc agloAdynang AplBuog epwthoewy: 16- 20
Ertuyla: 75%

Mopdr cUUHETOXNS ot HaBnolakn dpactnplotnTta AcUyypovn AladiKTuakn

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN oTtNPLEN TOU ULKPOTILOTOMOLNTIKOU

AfLoAoynon amod ouOTILOUG
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.31, 4.1.32):
BeAtiwon aodpAAeLOG CUCKEUNG

e Edapupdote XapaKkTnpLloTKA aodaAelag Yo CUYKEKPLUEVEG CUOKEUEG, OTIWE BLOUETPLKN TiLOTOMOLNON
TOUTOTNTAG 1 KPUTMTOoypAdnon OCUOKEUNG, ylo va €VIOXUOETE TNV TPOOTACIO TWV guaicdBntwv
Sebopévwv.

Evnuépwon yla tn ouvtpnon AoyLlopkoU

e Katavonote Toug KwwoUvoug amod tn xpnon femepacpévou f pn umootnpl{OUEVOU AOYLOULKOU OTLIC
OUOKEUEC 0OC KAl Tn ONUOOoLa TNC EVNUEPWONG 1 OVTIKATAOTACNC TOU AOYLOMKOU auTtol yla tn
Slatrpnon tng achaieloc.

Meplypadn
To Micro Credential "Device Security and Software Maintenance" npoodépel éva oOAoOKANPWHUEVO TIPOYPAUUA
OTIOUSWV TIOU OTOXEVEL OTNV TTAPOXN OTOUC EKTTOLOEVOUEVOUG ULag o BaBog katavonong tng acdalelog Twv
CUOKEUWV Kal Tou KaBoplotikol poAou Tng cuvtrpnong Aoylopikol otn Slacdhdiion toxupng Yndlakng
TpoCTAoLOC.

2TO MPWTO TUAKA TOU HOOAATOC, TO OTIOLO EMIKEVIPWVETAL OTNV AOPAAELQ TWV CUCKEUWY, Ol CUUUETEXOVTEC
Ba eppabuvouv oe Slddopoug TPOMOUG evioxuong tng AoPAAELAC TWV CUCKEUWY TOUuG. Oa pdbouv yla Tto
TANBOG TWV XOPAKTNPLOTIKWY ooPOAELOG CUYKEKPLUEVWV CUCKEUWV TIou €ival Stabéoua oto onuepvd
TEXVOAOYLKO TOTIO, OTIWG BLOUETPLKOG EAEYXOC TAUTOTNTAG, KPUTTOYPAdNON CUCKELWY, Unxaviopol acharolg
ekkivnong, telyn mpootaciog kat MoAAG AGAAa. Méoa amo TPOKTIKA Tapadslypota Kol oevapla, ol
ekmaldevopevol Ba avakaAlPouv TWE va aflomololV OUTA TA XAPAKTNPLOTIKA ylot va eVioXUOOUV ThV
TMPOOTACLA TWV gualoBNTWY SeS0UEVWV TOUG KAl VO amokpouoouv TiBaveg amelég otov KuBepvoxwpo. Oa
QTTOKTOOUV TN yvWwon va SLapopdwvouv aUTEG TIG pUBUioElS cUMPWVA E TIC CUYKEKPLUEVEG AVAYKEG KOl
TIEPUTTWOELG XPAONG Toug, lvovtac Toug mepaltépw tn duvatotnta va avaldBouv tov éAeyxo tng PndLlokng
TOoUG 0o AAELaC.

H &eltepn ouvVIOTWOO TOU HABUATOG E0TLAEL OTN CUVTIPNON TOU AOYLOULIKOU, HLa TITUXN TNG alopAAELag Twy
CUOCKEUWV TIOU ouva mapaBAEnetat amnd moAAoug xpriotec. OL CUUUETEXOVTEG Ba KATAVONOOUV TOUG KLVEUVOUG
TIOU CUVSEOVTAL LLE TN XPNON EEMEPACUEVOU 1 N UTTOOTNPL{OEVOU AOYLOMLKOU, OTIWCE N auEnueévn suntdBeLa o
eMOE0ELG KAKOBOUAOU AoylopkoU, mapaPLacelg SeSopévwy Kot AAEG amnel\ég kuPBepvoaodaletag. To padnua
Ba avadeifel TN onuAcia TWV TOKTKWY EVNUEPWOEWVY AOYLOULIKOU, TwV EMISLOPOWOEWY Kal TNG EYKALONG
OVTLKOTAOTAONG KN umtootnpL{Opevou AoyloptkoU. Oa S18dafel oToug eKMALSEUOPEVOUC Vo EpUNVEUOUY Ta
apxelo kataypadng evNUEPWOEWV KAl va KAaTavooUVv TS BeAtiwoel aodaleiag mou ouvodelouv KABe
EVNUEPWON AOYLOULKOU.

EmutAéov, to HABNua Ba Biel TIC MpakTikéG aodaholg eykatdotaong kot adaipeong Aoylopkou,
Slaodalifovrag otL oL ekmatdeUOUEVOL KATAVOOUV TIWGE VA TPOOHETOUV KaL va o.palpolV e aloPANELa AOYLOULKO
Qo TLG CUOKEVEC TOUG Xwpig va B€Touv oe kivouvo tnv achaAela.
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Me tnv ohokAnpwon autol tou Micro Credential, ol cuppetéxovieg Ba €xouv pila otabepn Katavonon twv
TEXVIKWV BeAtiwong g aoPpAAELOC TwWY CUOKEUWVY KOl TOU KPLoLou pOAOU TNG ouvtrpnong Aoylopikol otn
Statpnon evog acdalovg Pndlakou meptBariovtoc. To mpdypappa eubuypappiletal pe tn 6£oUeuon TNG
Eupwmnaikng Evwong yla tnv mpowBnon tou Ynolakol addafntiopol Kot Tng achAAslog, kKablotwvtag To pia
TOAUTIUN TtPooBnkn ot YndLakeg de€lotnteg omoloudnmote. To Hadnua auvtd Ba anoteAéoel TAEOVEKTN LA
yla kaBe dropo n enayyeApotio mou B€AeL va dtaodaliosl OTL oL CUOKEUEG Tou gival 600 To SuvaTOV TLO
aodaleic, cupBarlovrag os évav aodparéotepo kal acdharéotepo PndLokd KOGUO.

Jupdwva pe tn Séopeuon NG Eupwnaikng Evwong yla tTnv evioxuon tou Pndlokol addafntiopol Kot Tng
aoddlelag, autd To Miotomowntikd Micro TapEXEL HLO TILOTOTOLNUEVN amOdelln yl T yvwon Ttou
ekmatdevopevou otn Slatripnon tng aoPAANELOG TWV CUCKEUWVY KAl TV KOTAvONnon Tou pOAoU NG cuvthpnong
Aoylopkol otnv KuPBepvoaodaleLa.

Epwtnoelg

Ma tnv evioxuon t¢ aocdAAELAG CUOKEUNG:
1. E&nynote Tn onuaocia TG epopUoynG XOUPAKTNPLOTIKWY aoPaAELOC VIO CUYKEKPLUEVEC CUCKEUEC, OTIWG
BlopeTplkog £AeyX0C TAUTOTNTOC N KpUTTOYpAdncon CUCKEUNG. MWE OUTA TA XOPAKTNPLOTIKA EVIOXUOUV
NV npootacio Twv evaiocdntwv dedopévwy;
2. NeplypaPte ta Brpota mou Ba KAVATE yLol VO EVEPYOTIOLHOETE TOV BLOUETPLKO £AeyX0 TAUTOTNTAC (TT.)X.
ovayvwpLlon SAKTUAKWY aIMOTUTIWHATWY  TIPOCoWTou) oto smartphone 1) to dopntd oag umoAoyLotr).
Nwc oag woelel auto to mpocbeto emninedo aodpalelag;

Mo evaloBntomnoinon otn cuvtrpnon AoyLoUKoU:

3. Yulntnote toug KwdUvoug mou oxetilovtal pe T xpnon Eemepoopévou 1 pn umootnpl{Opevou
Aoylopkol OTIG OUOKEUEG oag. Mwe pmopel to Eemepacpévo AOYLOopLKO va Béosl og kivbuvo tnv
aodalela Twv Se60UEVWY KaL TNG CUOKEUNG 0OG;

4. @avtooteite Ot AapPaveTe pLa eldomoinon yLa Lo evnUEPWOn AOYLOMLKOU OToV UTIOAOYLOTH oag. MNMwg
Ba xewplldoaotav auTH TNV EVNUEPWON yLa va Staopalioste OTL N acdEAEL KOL N AELTOUPYLKOTNTA TNG
CUOKEUNG oag Slatnpouvtal,
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Alaxeipion aoddlelag ouokevwv Kot dtatipnon tng WwwtikAg wng (MC

4.1.B.7)

Baotkeg mAnpodopieg

Mpoodloplopdg Tou pabntni

TiTAOG Kol KWSLKOG TOU LUKPOTILOTOTIOLNTLKOU

Xwpa(eg)/Neproxni(eg) Tou ekddtn

QOopéag(-eg) amovoung

Huepopnvia £ékdoong

YrnoOetikdg $OpToC £pyaciag mou amalteltal yia tnv

eNiTeUEn TWV HABNOLOKWY SFEOTEASOHETWY

Eninedo tng padnolakng sumelpiog mou odnyel oto
LKPOTILOTOTOLNTIKO

Tomoc agloAdynang

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN otNPLEN TOU ULKPOTILOTOMOLNTLKOU

Onoloodnmote moAltng

Alaxelplon aodpAAeElQg OCUOKELWY  Kal
Sladuhatn amnopprtou

Kwé: B.7

IPAANAIA, ITAAIA,  KYMNPOZ, EAAAAA,
POYMANIA

http://dsw.projectsgallery.eu

Kowomnpa&ia DSW
AplBuog €pyou: 101087628

NoéuBplog 2023

EAdLoto 3 - MéyLoTo 8 wpeg

ENAIAMEZO

EpwTAOCELG e auTOUATN orpavaon
AplBuoc epwtnoswy: 16- 20
Ertuyia: 75%

AcUyxpovn AladIKTUaKN

AfloAdynon amo OUOTIHOUC
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MaBnolaka anoteAéopata

MabBnotaka amoteAéopata (BA. LOs 4.1.33, 4.1.34 ka1 4.1.35):
AvayvwpLon UTIOTTWVY §paoTNPLOTATWY

e Evromiote UMomnteg 6pACTNPLOTNTES OTIG CUOKEUEG 0aG, OTIWGE ampoadoknta avaduopeva apadupa n
oouvnblotn amootpdyylon tg pnatapiag, ol omoleg pmopel va unmodelkviouv mBavo Kakofoulo
AOYLOUKO N TtopaBLAcELS TNG aodAAELAG.

A€loAoynon achAAELOG CUCKEUNG

e Afloloynote Ta YOPAKTNPLOTIKA aodaAeiag Twv SladOpwv CUCKEVWVY Kol TUALETE TIG TTLO OlOPOAE(C
ETUAOVEG e BAON TLG CUYKEKPLUEVEG AVAYKEG KOL TIEPUTTWOELG XPHoNG 0.

Aoxeiplon SIKOLWUATWY EGAPLOYWV

e AvayvwploTe Tn onuacio Tng TAKTLKAC EMAVEEETAONG KOL SLOXELPLONG TWV SIKOLWUATWY TWV EGAPLOYWV
yLaL TOV TIEPLOPLOUO TNG TIPOCRACNC O€ MPOoWTKA dedopéva Kot Tn StacdaAion g ISLWTIKAC {wAC.

Meplypadn

To Micro Credential "Device Security Management and Privacy Preservation" mapéxet éva oAokAnpwpéVo
MABNUO TIPOCAPUOCHUEVO OTNV EVOUVAUWON TWV OTOMWV HE TIG YVWOELG Kol TG Se€lotnteg yio aodoAn
mAonynon otov Pndlakod KOopo. ETkevipwveTal o TPELG BepeAlwdelg TOUEIC: eVTOTIONOC TBAVWY ATENWY
oodaleiag, afloAdynon Twv XapoKTNPLOTIKWY aodaleiag TNG CUOKEUNG Kol amoteAeopatiky Staxeiplon Twv
SIKOULWMUATWY Xpriong epapuoywv.

To mpwTto HEPOC TOU pabnuatog sival adlepwWHUEVO OTOV EVIOTLOMO TBavwy amelAwy yla tnv acddAsta. Ou
CUMUETEXOVTEG Ba ekTEBOUV 0TO Ao TWV AMEAWV KUPBEpVOATHAAELAG TTIOU UTIAPXOUV oTov PndLako KOO,
oo KakOBoUAo AOYLOULKO Kol LoUC £wG ammOmelpeg NAektpovikol "Papépatoc” Kat emBéoslg ransomware. Oa
QUTTOKTICOUV KATOVONGN TOU TPOTIOU AELTOUPYLOC QUTWYV TWV ATENWVY KaL TNG SUVNTIKAG {NHLOG TTOU UImopouv va
TiPOKAAEGOUV. OMALOUEVOL HUE QUTEC TLG YVWOELG, OL eKTadeuOpEevVOL Ba elvol KOAUTEPO TIPOETOLUACHEVOL Va
ovayvwpilouv AUTEC TLG ATEIAEC OTAV TIC CUVOVTOUV KL VA avTLSpoUV KATAAANAA yLa VO LETPLACOUV TIG TILOOVEC

nHLEG.

H 6eUtepn ouvictTwoa Tou pobrApatog e€etdlel TNV OELOAOYNON TWV XOPOKTNPLOTKWY achoAeiag Twv
cuokeuwv. KabBw¢ Baollopacte 0o Kol EPLOCOTEPO Ot PNPLOKEG CUCKEUEC yLa SLAPOPES TIPOCWITLKES Kall
ETIOYYEALOTIKEC £pyaoiec, n Katovonon tou TPOmou Slatipnong thg ooPpAAelag aUTWY TWV CUCKEUWV
kaBiotatal vPiotng onpaociag. OL cUppeTEXOVTEG Ba LdBouv yla Ta Stadopa XapaKkTnPLoTKA achaleiag Twv
CUOKEUWV Kal TWE va afloAoyolV TNV AMOTEAECHATIKOTNTA TOUC. Oa ndbouv yla TV Kpumtoypddnon, tov
Blopetpikd €heyyo toutotnTag, Tig Stadkaoiec aodalolc ekkivnong kat moAd& aAla. Me tov Tpomo auto, Ba
elval oe Béon va AappAavouv TEKUNPLWUEVEG aMOPACELS KATA TNV EMIAOYH CUCKEUWV KAl Tn pubuion tTwv
puBuiloswv aopoaieiag Toug.

To televtaio TUAUA TOU HOOALOTOC EMLKEVIPWVETAL OTNV ATOTEAECHATIKY SLAXEIPLON TWV SIKALWUATWY TWV
edappoywv. TNV emoxn Twv edappoywy yLo Klvntd thAépwva, elval onpovTIKO VO KATAVONOETE TNV ipocBaon
TIOU €XOUV AUTEC oL EQAPUOYEG O TPOoWTILKA SeSopéva. To padnua Ba kabBodnyroeL TOUG EKTIALOEUOEVOUG
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Katd tn Sadikaoia eEétaong kal dlaxeiplong Twv adslwv Xprong epappoywy, ToV TEPLOPLOUO TN TIEPLTTAG
npooPaong oe Mpoowrikd dedopéva kol TNV Katavonon twv mbavwyv KwdUvwv Twv edappoywv e
UTLEPBOALKEG ABELEG XPIONG.

210 TéAog autoU tou Micro Credential, oL cuppetéxovteg Ba Stabétouy €va Loxupo cUvoAo SelotrTwy ou OxL
povo Ba evioxUouv tn Sikr Toug PndLakr aodaieta, aAAd Ba Prmopouv eniong va TO HOLPACTOUV OTLG KOLWVOTNTEG
TOUG yla va tpowBroouv éva acdaréatepo PndLako mepBairiov yia 6Aoug. To pabnua eubuypappiletal pe
™ &éopevon tng Eupwnaikig Evwong yla tnv evioxuon tou Ynolakol aidapfntiopou kot tng Yndlakng
aodAlelag, KaBLOTWVTAG TO LA OUCLAOTIKA TTPooBnKn 0To cUVOAO Twv SeELOTNTWV TOU cUYYXPoVou, uTtelBuvou
PndLakoL moAitn.

EuBuypappLopévo e TNV amooTtoAr) Tthe Eupwmnaikng Evwong va evioxuoel Tov PndLako ahdapnTtiopd kat tnv
aopaAela, autdé To Micro Credential mapéxel o TLOTOMOLNUEVN HapTupla yla TNV EMAPKELA TOU
ekmatdevopevou otn dlaxeipton NG aochAAELA TWV CUCKEU WV Kal tn dtadUAatn tng LOLwTikng {wnc.

EpwtnoeLg

Ma tnv Tautonoinon UTOMTWY SPOCTNPLOTHTWV:
1. Mowa gival pepkd onuadia UTIOMTWY SPOCTNPLOTHTWY 0T CUCKEUN OO0C TTOU UIMOPEL va UTTOSEIKVUOUY
TiBavo KakoBouAo AOYLOULKO H TTapaBLACELG TNG AOPAAELOG;
2. Meplypaite Pl KATAOTOON OTNV OTOLO OVTLUETWTLOATE £va ampoodoknTo avaduduevo mopabupo otn
OUOKEUN 00G. MW XELPLOTAKATE TNV KaTaotaon ylo va Stacdalioste Tnv aocdAAELQ TG CUCKEUNG OAG;

Mo tnv afLoAodynon tng aodpAAeLaG TG CUOKEUNG:

3. Katd tnv afloAdynon Twv XopaKTNPLOTIKWY achaAeiag Twy Sladpopwv CUCKEUWVY, TTIOLOL Elval OpLOpEVOL
napayovteg ou Ba AapBavate untdyn ya va kabopioete mola cuokeun eival n o achaAng yLa Tig
OUYKEKPLUEVEG OVAYKEC KOLL TIEPUTTWOELG XPONG OAC;

4. JUYKPLVETE TO XOPAKTNPLOTIKA acdadeiog evog smartphone kat evog tablet. Me Baon tnv afloAoynon
oo, tola cuokeur) Ba emAéyate yia aohain xprion Kat ylati;

Mo tn Stokeiplon SIKALWUATWY EdapUOoywV:
5. Tl eivol amapaitnto va emavefetdlete Kol vo SLoXeLplleoTe TAKTIKA T SIKALWUATA EPOPLOYWV OTLS
OUOKEUEG 0ag; Mw¢ Umopel auTr N MPAKTIKY va TtepLoploel TNV pooBacn oe MPoowrikd Sedopéva Kat
va Staodpaliosl TNV IBLWTIKOTNTA 0O
6. QavtaoTteite OTL £(ETE EYKATAOTNOEL La vEa edapuoyn oto smartphone oag. Nwg Ba eAéyEete kat Ba
SLOXELPLOTELTE TO SIKOLWUATA TG YL VA TIPOCTATEUCETE TO AMOPPNTO GO
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AopaAEld  QTIOUOAKPUOEVNG
apxeloBetnong (MC 4.1.B.8)

Baotkeg mAnpodopieg

Mpoodloplopdg Tou pabntni

TiTAOG Kol KWSLKOG TOU LUKPOTILOTOTIOLNTLKOU

Xwpa(eg)/Neproxni(eg) Tou ekddtn

QOopéag(-eg) amovoung

Huepopnvia £ékdoong

YrnoOetikdg $OpToC £pyaciag mou amalteltal yia tnv

eNiTeUEn TWV HABNOLOKWY SFEOTEASOHETWY

Eninedo tng padnolakng sumelpiog mou odnyel oto
LKPOTILOTOTOLNTIKO

Tomoc agloAdynang

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN otNPLEN TOU ULKPOTILOTOMOLNTLKOU

epyoaoiog

* X %

Co-funded by

the European Union
kat  acdakela  Ynolakng

Onoloodnmote moAltng

AcbAAela amopaKpUOUEVNG epyaciag Kat
aoddlela Pnodlakng apxelobBetnong
Kwé: B.8

IPAANAIA,
POYMANIA
http://dsw.projectsgallery.eu

ITAAIA,  KYMPOZ, EAAAAA,

Kowomnpa&ia DSW
AplBuog €pyou: 101087628

NoéuBplog 2023

EAdLoto 3 - MéyLoTo 8 wpeg

ENAIAMEZO

EpwTAOCELG e auTOUATN orpavaon
AplBuoc epwtnoswy: 16- 20
Ertuyia: 75%

AcUyxpovn AladIKTUaKN

AfloAdynon amo OUOTIHOUC
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MaBnolaka anoteAéopata

Mabnotaka arnoteAéopata (BA. LOs 4.1.36, 4.1.37 ka1 4.1.38):
Aocdalela aMOUOKPUOUEVNG EPYAOLOC

o Emektelvete ta pétpa acdaAsloC TwWV OUCKEUWV 0OC YlO VO OCUUTEPIAGPETE QTMOUOKPUCUEVA
neptBarlovia epyaociag, s€aopalilovrag npootacia Sedopévwy Kal achair KavAaAla EMIKOWVWVIAC.

AleukoAuvon tng evaloBntomnoinong os Bpata aodpAlelag

e AleukoAUvete ThV eualoBntomnoinon tTwv cuvadéddpwy A TwWV PEAWV TNC OLKOYEVELAG oaG og BEpata
aopAAeLlag, eKTTALOEUOVTAC TOUG OTLG BEATIOTEC TIPAKTIKEG YOl TNV A0PAAELD TWV CUCKEUWV Kal TNV
aodpaAn cupnepidpopa oto Stadiktuo.

Evnuépwon yla tnv acdalela tou apxeiou

e Avayvwpliote Toug mBavolg KvSUvoug Tou oXeTi{ovtal UE TO AVOLYMO ApXELWV zip | rar omo pn
0€LOTILOTEC | AYVWOTEG TINYEC.

Neplypadn

To pLKpoTLOTOTOINTIKO "AchAAEld QIMOUAKPUOUEVNG gpyaciag kKal mpowbnon Yndlakol ypappatiopou”
TIOPEXEL €VO EKTETAUEVO Kal Ot PAB0C HABNUA TIOU ETMLKEVIPWVETAL OTNV OOPAAELN QTOUAKPUOUEVWV
niepBarloviwy epyaociag kal otny powdnon tou PndLakol ypauUATIOHOU O TIPOCWITILKO KOl EMOYYEALOTIKO
emninedo. To mpoypappa SteukpLvilel emiong Toug MBovoug KIvEUVOUC TTou OXETI{OVTAL LIE TO XELPLOKO apxeiwv
anod afEPaleg ) AYVWOTEG TTNYEG.

KaBwg eloepxOaoTe o€ pLa €moxn Mou e€apTATaL OAO KAl TIEPLOCOTEPO AMO TNV £ AMOOTACEWS £pyaoia Ko
™mv Ynolakn emkowwvia, To HABNUO autd €xel wG oToXo va Bonbnoel Toug eKMALSEUOUEVOUG va
T(POCOPUOOTOUV O AUTEC TIG aAhayEg pe acddAsla Kal umeuBuvotnto. Ol CUPUETEXOVTEG Ba amoKTHoOoUY
€lKOVA yLa TIG SLddopeg mpokAnoelg acdaleiog mou BEtouv Ta mepBAAAOVTO AMOUAKPUCHEVNG EPYAOLAC, OTIWG
TO amoppnto Twv Sedopévwy, ta un acdaln Siktuva, ol emiBoslc phishing kot dAAeg mBavég amellég
KUBepvoaodAAelag. Oa HABouv eMmiong AMOTEAECUATIKEG CTPOTNYLKES VLA TNV ACHAAELN TWV ELKOVIKWY XWPWV
epyaociag Toug, OMwWE N Xxpnon aoPaAwv KAvaALWV ETKOWVWVIAE, N LoXupr Kpumtoypadnon, o €Aeyxog
TOUTOTNTAG MOAATAWY TapayovIwy Kot ol achareic Pndlakég cuvnBelec.

Mua Baoikr Tttuyn autoU tou pabnuatog eivat n dteukoAuveon kot n mpowbnon tou Ynolakol ahdapntiopou.
Ot ouppetéyovteg Oa pabouv mwe va kabodnyouv toug cuvadéAdouc A Ta LEAN TNC OLKOYEVELAC TOUG TIPOG TV
KOTAVONGON Kal TNV UL0BETNON BEATIOTWVY TPAKTIKWY ylo TNV A0PAAELD TWV CUCKEUWV Kal TNV aodaln
Sltadiktuakn cupnepldpopd. Auto mepAapBAvel ekmaibeuon OXETIKA LE TNV LYLEWVA TwV KwSIKWY tpdofaocng,
¢ aocdaleic ouvnBeleg mepliynong ta Skalwpata xpnong £bopUoywy Kol TV avoyvwplon mibavwy
npoonaBelwv phishing ) andatng. Me thv npowBnon tou Yndlakol aAdafnTLoUOU, OL CULETEXOVTIEG UITOPOUY
va cupBdaAouv otn Snuoupyia aohoaréotepwv PndLakwy KowotTwy otn SoUAeLd, 0To OTtitL Kot OXL Lovo.

To pabnua Siepeuva eniong Toug KvdUvVoug tou oxetilovtal e To Avolya apxeiwv Omwe apxela zip f rar ano
pN a€lOToTEG 1 AyvwoTeg TNYEG. OL cupPETEXOVTEG Ba pABouv yla T TBAVEC ameIAEC TTOU UIMOPEL VO EVEXOUV
QUTA Ta apXela, 0w KakOBoUAO AoyLopLKO, ransomware ) GAAeC popdEg emBAafouc Aoyiopikol. To pabnua
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Ba KaBobNyNOEL TOUG EKTOLSEUOUEVOUG OXETIKA LE TIC 00PAANECTEPEG TTPAKTIKEG XELPLOUOU QUTWV TWV apXEiwy,
OMW¢ N enmaAnBeucn NG MNYAGS, N XPAON TMPOOTATEUTIKOU AOYLOMLKOU KOl N KATavonon tng onuoaociag tng
TOKTLKNAG Snuoupylag avilypadwyv aodpaleiag Tov cuoTiUATOG.

Me tnv oAokAnpwon autol tou Micro Credential, oL ekmaldevopevol Ba eival kalUtepa e€omAlopévol ylo va
SlaodaAicouv Ta amopakpuopéva neplBailovta epyaciag Toug, va ekmaldeloouv Toug AAAoug o acdaleig
PNOLOKEG TIPAKTIKEG Kol va TieplnynBolv amoTeAeoHOTIKOTEPA OTLG TUOAVEG PndlakéG amellég. Auto
guBuypappiletal pe tn Séopeuon g Evpwnaikng Evwong yla tnv evioxuon tou Pndlakou aAdafntiopol Kot
™G aodpalelag, KaBLOTWVTAC AUTO Lo TTOAUTLUN emévduon otnv ekmaideuon kabe PndLakoL ToAitn.

Juudwva pe tn S£opevon tng Eupwnaikng Evwonc va evioxUoesl tov PndLako adapntiopd kol tnv aohaiela
TWV TOALTWV TNG, OUTO TO LKPOTILOTOTIOLNTIKO TOPEXEL TILOTOMOLNKEVN EMOPKELA TWV LKAVOTATWY TOU
ekmatdevopevou otn Staxelplon t™hg aocPpAAELOC TNG ATMOUAKPUOUEVNG €pyaciag kal otnv mpowbnon tou
Pndlakov aAdapntiopou.

EpwtnoeLg

Ma acpAAelo AMOPAKPUOUEVNG EPYAOCLOC:

1. EENyNOTE MWE UMOPELTE VOl ETIEKTEIVETE TA HUETPO A0PAAELOG TWV CUCKEUWY 00¢ yia va Staodalioete
v mpootacia twv dedouévwy Kal ta acdhalnl KavAaAlo ETIKOWVWVIAC KATA TNV ONMOMOKPUOUEVN
gpyaoia. Moleg mpooBeteg mpodpuldatelg Oa Aappavate os cUYKPLON LE TNV Epyooia amo eva aopoAEg
niepLBaAAov ypadeiou;

2. Mepypadite pla KOTAOTOON OTNV omola ta HETpa acdalelag yio TNV AMOUOKPUOUEVN Epyacio ATov
{wTtkA¢ onuaoiag yla tnv mpootacia gvaicOntwv SeSopévwy 1 TNV amotpomnn mapafiacng g
aodalelag.

Mo tn SteukdAuvon TnG evatoBntonoinong o Bépata aohaAelag:

3. Qg dtopo He eniyvwon Tng achaAslag, mwg 0a SteukoAUVaTE TNV enlyvwon TG aodaAelag Petafd Twv
ouUVaSEAGWY N TWV PEAWV TNG OLKOYEVELAG Oag; I Tola BEpata Kol moleg PEATLOTEC TIPAKTIKEC Oa
£0TLAOTE KATA TN SLAPKELD TWV OUVESPLWY evaloBnTomoincng oag;

4. Tloleg elval KATIOLEG OTPATNYIKEG TTOU UMopeite va ebappdoete yla va evBappUVETE pLol KouAtolpa
gsualodntomnotnuevng achaAelag Letafl Twv cuVadEADWVY A TWV LEAWV TNG OLKOYEVELAS COC;

Mo tnv evaloBntomnoinon oe O¢pata aopaielag apyeiwv:
5. Xulntnote toug mBavouc KIvEUVoUC TTOU OXETI(OVTAL E TO AVOLYHO apXeiwy zip f rar amo pun aflomioteg
N ayvwoteg mNyec. Mwg pmopouv tétola apyxeia va xpnotponowinBolv yia tn dtddoon kakoBoulou
AoylopwoU A ylo amdnelpeg phishing;
6. Qavrtaoteite otTL Aappavete éva apyeio zip ano pla dyvwaotn dtevBuvon nAektpovikol taxudpopeiou.
Moteg mpoduldtelg Ba AapPBavate mplv avoifete to apyeio;

59



DSW/

DIGITAL SKILLS WALLET

* X %

Co-funded by
the European Union

* 4 *

Aodalela popnTwV CUCKEUWV KoL acdalec katéBaoupa epapuoywv (MC

4.1.B.9)

Baotkeg mAnpodopieg

Mpoodloplopdg Tou pabntni

TiTAOG Kol KWSLKOG TOU LUKPOTILOTOTIOLNTLKOU

Xwpa(eg)/Neproxni(eg) Tou ekddtn

QOopéag(-eg) amovoung

Huepopnvia £ékdoong

YrnoOetikdg $OpToC £pyaciag mou amalteltal yia tnv

eNiTeUEn TWV HABNOLOKWY SFEOTEASOHETWY

Eninedo tng padnolakng sumelpiog mou odnyel oto
LKPOTILOTOTOLNTIKO

Tomoc agloAdynang

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN otNPLEN TOU ULKPOTILOTOMOLNTLKOU

Onoloodnmote moAltng

Aobdlela  popnTwv  CUOKELWY  Kal
aodaléc katéBaopa ebapuoywy

Kwé: B.9

IPAANAIA, ITAAIA,  KYMNPOZ, EAAAAA,
POYMANIA

http://dsw.projectsgallery.eu

Kowomnpa&ia DSW
AplBuog €pyou: 101087628

NoéuBplog 2023

EAdLoto 3 - MéyLoTo 8 wpeg

ENAIAMEZO

EpwTAOCELG e auTOUATN orpavaon
AplBuoc epwtnoswy: 16- 20
Ertuyia: 75%

AcUyxpovn AladIKTUaKN

AfloAdynon amo OUOTIHOUC
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.39, 4.1.40):
AodaAela GOpNTWV CUCKEUWV KAl LECWY

e Avarmtite Tn ouvnBela va Staodalilete TNV aohAAela TwV GopnTWY HECWY UALKOU KOL TWV CUCKEUWV
adaipeong, amodpelyovtag TNV EUMLOTOCUVN OF [N AohOAEIC CUCKEUEG I TIEPLEXOLEVA LECWV.

Mpaktikec acharolg ANPng epappoywv

e E&nynote toug kwwdUvoug tNg ANPNC edapuoywy amd AYVWOTEG TNYEG KAl Th onuooia tTng xpnong
EMIONUWY KATACTNUATWY EGOPUOYWV.

Neplypadn

To ulkpomotonolnTko "AcodaAela ¢popnTwv CUCKEUWY Kal aopalég KatéBaoua edpappoywv" oToxeVeL otV
KOAALEPYELD CWOTWY cuVNBOeLWV aodalelag 6oov adopd TIg GopPNTEG CUCKEUEG KAl TOL LECA EVNEPWONC KalL
OTNV KOTOWVONGON TWV MPAKTIKWY acdarolc AnPnc edpapuoywv.

Méow auTtoU Tou HaBnUaTOoC, Ol EKTTALSEVOUEVOL Ba AITOKTACOUV TN yvwon va Slakpivouv To aodpaléc anod to
pun aodaréc dopntd UALKO, Kol Ba Yivouv TILO EUTELPOL OTO XELPLOUO TETOLWV CUCKEUWV HE TNV amapaitntn
npoooyxn. ©@a avamtuéouv Katovonon Twv KwdUvwv mou oxetilovtal pe pn aodaAeiC CUOKEUEG 1 un
eNMAANBeupéVo TePLEXOUEVO TIOAUHECOWY, pabaivovtag tn onuacia tTng aoPAAELAG TWV CUOKEUWV KAl TLG
TuOaveg anelAég yla tnv Pndlakr Toug aopaAela.

ErumAéov, autd to Micro Credential Sivel épudaon ota mpwtokoMa aodaleiag katd tn AnPn edappoywv. Ot
ekmaldevopevol Ba eival edpodlaopévol Pe TNV Katovonon twv KwdUvwv Tou oxetilovtatl pe tn Andn
edbapuoywv amno AyvwoTeg MNYES, cupmepAAUPBAVOUEVWY TILBOVWY ame\WV KAKOBOUAOU AOYLOULKOU, KAOTIAG
Sebopévwy Kal AWV TpWTwV onpeiwv Tng kuPepvoacddrelag. To pabnua umoypappilel Tn onpoaoia tng
XPNoNG EMONUWYV KATAOTNUATWY €PAPUOYWY, TA OTOLA TNPOUV AUCTNPA MPOTUTIA acdaAeiog Kal SLaSLIKAoLES
enaAnbegvong epapuoywv.

YUpdwva pe tn Séopeuon tng Eupwraikng Evwonc va evioxuoet tov PndLakd aldpapntiopd kot tnv achaAsla,
oUTO To MiotomolnTikd Micro mapEXEL LLOL TILOTOTOLNKEVN ATIOSELEN TNG EMAPKELNG TOU EKTTALSEVOUEVOU OTN
Slaxelplon tng aoddlelag Popntwv CUCKEUWV KAl TWV TPOAKTIKWYV acdalolg ANYNnG sdpapuoywv. OL
EKTIALSEVOEVOL TIOU OAOKANPWVOUV aUTO To Hadnua Ba sival kaAutepa eEOMALOUEVOL VLA VO TIPOOTATEVOUV TO
PndLokd Toug EPLOUCLAKA OTOLXELO KL va TiEpLNYOUVTAL 0ToV PNPLaKO KOOUO e LeyaAUTepn achAAELa.

Auto to Micro Credential euBuypappiletol pe tn d€opevon tne Eupwraikng Evwong ywa tnv evioxuon tou
Pnolakol oAdafntiopol kal TNG aohAAELOG, TTOPEXOVTOG TILOTOTOLNUEVN EMAPKELX TNG EMAPKELAG TOU
eKTIALOEVOUEVOU 0T Slaxeiplon TG aohAAeLag GopNTWY CUCKEUWV Kol oTnV €aoknon tg acharol AnYng
edbapuoywv.
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EpwtnoeLg

Mo TNV aopalela GpopnTWV CUCKEUWY KOL LECWV:

1. Twati eival onuavtiko va Staodpaliletal n acdhalela Twv GopnNTWV LECWY UALKOU KOL TWV CUCKEUWV
adaipeong; Molol kivbuvol pmopel va MPokUYPoUvV av EUTLOTEUTEITE Un ooPaAelG CUOKEUEC N
TEPLEXOUEVA LECWV;

2. NepypaPte oplopéves mpoduAdelg mou pnopeite va Aapete yla va Staopalioste Thv achaAela Twv
dopnTwv pEowv UALKOU, OMwG oL povadeg USB 1) oL e€wtepikol okAnpot diokot, anod mbavolg KlvdUvoug
KoL amwAeLa Sedopévwy.

Ma mpaktikeg aoparolc AnPng epopuoywv:
3. Julntnote toug miBavoug kKivdUvoug Ttou oxetilovtal e tTn ANPn ebappoywv amo ayvwoTeg mnNyEG. NMwg
UTTOPOUV TETOLEG IPOAKTLKEG VoL OEcoUV o€ KivOUVo TNV 0lodAAELD TNG CUCKEUNC Kal TwV SeSOUEVWY 00
4. E&nynote TN onuacio tTng Xpnong Twy EMiCNUWVY KATAOTNUATWY edbapuoywyv yla tn AnPn edbapuoywv.
MNwg cUPBAAAEL AUTH N TPAKTLKA otn StaoddaAlon tng acpAAELOC KaL TNC TpooTaciag Twv epapUoywy
TIOU €YKOOLOTATE OTN CUOKEUN OO

MNa cuvéuaouo kot Twv dvo:

5. Qavtaoteite OtL BéAete va petadEpeTe Kamola apxeia otov piho cag xpnolomolwvtag pia dopntn
povada USB. Nwg Ba Staohalilate tnv aopdreta tng povadac USB Kol TwV TEPLEXOUEVWVY TNC TIPLV TNV
potlpaoteite pe Tov dido oag; EmumAéov, nwg Ba Stachaiilate TNV aocdAAELX TN CUCKEUNG 0OC KOTA TN
ouvdeon tn¢ povadag USB;

62



Co-funded by
M the European Union

EMIMEAO MPOHIMENQN

(Emtirtebo 5 ko 6)




*

D S W fhtf::iepigr): Union

DIGITAL SKILLS WALLET

AodAAELA TIPOCWTIKWY CUCKEVWV Kol BEATLIoTEC mpakTikéC (MC 4.1.C.1)

Baowkég mAnpodopieg

Mpoodloplopdg Tou pabntni Omnoloodnmote MoAlTng

AchAAEld TIPOOWTILKWY CUCKEUWYV  Kal
TitAOG Kol KWSLKOC TOU LULKPOTILOTOTIOLNTIKOU BEATLOTEC TIPAKTIKEC
Kwé: C.1.C.1

IPAANAIA, ITAAIA, KYMPOZ, EANAAA,
Xwpa(eg)/Neproxn(eg) Tou ekd6Tn POYMANIA
http://dsw.projectsgallery.eu

Kowormpaé&ia DSW

oL el ApBuoc €pyou: 101087628

Huepopnvia ékdoang NoéupBplog 2023

YnoBetikdg ¢optog £pyaociag mou amaltetal yla tnv

, . , EAdxioto 3 - MéyLoto 8 wpe
enitevén Twv HOONOLOKWY SROTEAECHETWY X Y PES

Eninebo tng padnowakng eumelpiog mou odnyel oto EBYWNEH)
LLKPOTTLOTOTIOLNTLKO

EpWwTNOELG UE QUTOUOTN CALAVON
Tomoc agloAdynang AplBuog epwthoewy: 16- 20
Ertuyla: 75%

Mopdr cUUHETOXNS ot HaBnolakn dpactnplotnTta AcUyypovn AladiKTuakn

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN oTtNPLEN TOU ULKPOTILOTOMOLNTIKOU

AfLoAoynon amod ouOTILOUG
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.41, 4.1.42):

o Afloloynote kal ouykpivete Stadopeg AVoeLC AoyLopikoU aodalsiag, OMwG MPoypAULOTO TIPOOTACLOG
arto LoUG KOL Telxn pooTaciag, yla va ETUAEEETE TIC TILO ATIOTEAECUATIKEG YL T CUYKEKPLUEVN CUOKEUN
KQL TLG OVAYKEG OO,

e Ymootnpifte tnv amoduyn NG XPnong svailoBntwv r evkoAa avixVeUOIUwWY TIANpodopLWY OTOUG
KWwSLKoUE MpOoBacng yla va eVIOXUOETE TNV LoXU Kal TV aodAAELd TOUG.

Neplypadn

To Micro Credential "Personal Device Security and Best Practices" eivol €éva oAokKANPWHEVO KOl TIPOKTIKO
T(POYPOLLLA TIOU EXEL OXESLAOTEL yLO VAL EVOUVAUWOEL TOUC EKTALSEUOUEVOUC LE BACLKEG YVWOELG Kol SEELOTNTEG
WOTE VA TPOOTATEVOUV TIG TIPOOWITLKEC TOUG CUOKEUECG Kol Ta OeSOUEVA TOUG OE £vav OAOEva KOL TILO
Sloouvdedepévo koopo. Me tnv £ykplon tne Eupwrmaikng Emtpomnng, to mpoypappa auvtd e€omAilel toug
OUUMETEXOVTEG HE TIPOKTIKA €PYOAElQ KOL TEXVIKEC yla TNV afloAdynon Kol tnv €mAoyr TwV TIO
QIMOTEASOMATIKWY  AUCEwvV  AoylwoplkoU aodaleiag, Onwg mpoypdppata antivirus kat firewalls,
TIPOCOPUOCUEVWY OTLC CUYKEKPLUEVEG CUOKEUEG KoL OVAYKEG alodaleiag Touc.

TNV MPWTN evOTNTAQ, oL eKTtaLSgudueVOL EUPaBUVOUV GTOV KOGUO TOU AOYLOLILKOU acdaleiog, EEEPEUVWVTOC TLG
Sladopec emhoyég mou StatiBevrtal otnv ayopd. Mabaivouv va afloAoyouv Ta XapaKTNPLOTKA, TLG SUVATOTNTEG
KoL TG emdooelg Twy Stadopwv AVoewy antivirus kat firewall yla va evtonioouv tnv kaAUtepn Suvathi Avon yla
TIC CUOKEUEC TOUG. MECW TPOCOUOLWOEWY KOL OLOKNOEWV TIPAYUOTIKOU KOGHOU, Ol GUHHETEXOVTEC QTIOKTOUV
TIPOKTLKN EUTIELPLO OTNV OMOTEAECUATLKNA EyKATAOTAON Kal Slapopdwon Aoylopikol aodpaleiag.

H 8gltepn evotnTa £MIKEVTPWVETOL 0T Slaxeiplon Kwdkwv mpdofaocng, pia Kpiowun mTuxn TN achaletag
TIPOCWTILKWY CUCKEUWV. OL EKTIOULOEUOLLEVOL EVNILEPWVOVTOL YLa TA TPWTA onueia Tou oxetilovtal pe Tn Xprion
guailodnTwyv n eUKoAa avixveUOLUWV TAnpodoplwWV 0 KwSLKOUG TpocBaong. Katavowvtag TG apxeg Tng
Snuloupylog oxupwv KWkwv mpocPacng, sival oe BEon va umootnpléouv TIG PEATIOTEG TTPAKTLIKEC KAl val
CUVNYOPNOOUV UTIEP TNG XPNONE SLOXELPLOTWY KWSLKWV TpocBacng yia tnv acdair anobnkeuon kat Staxeiplon
oLVBeTWY KWSLKWV podoPacng oe Stadopoug dladiktuakol Aoyaplacpolg.

KaB' 6An tn Sidpkela tou Micro Credential, oL ekmadeudpeVOL EKTIOEVTOL OE TTPAYUOTLIKEG LEAETEG TIEPUTTWOEWV
KoL oevapla aopAAelag oTov KUBEPVOXWPO, ETILTPEMOVTAC TOUG Vo hOPUOCOUV TIG VEOQMOKTNOeloeg YWWOELC
TOUG O€ TIPAKTIKEG KATAoTAoELS. EvBappUvovtal va avaAlouv KpLtikd mibavoug Kivduvoug achalelog Kal va
oXe6LAlouV MPOANTITIKEG OTPATNYLKEG YLOL TOV OTTOTEAECATLKO LETPLOOUO TWV ATIEIAWV.

Me tnv erutux olokAnpwon tou Micro Credential "Personal Device Security and Best Practices", ot
cuppetéxovteg Ba kepbdioouv pLa uPnAou kUpouc €ykplon amo tnv Eupwraikn Enitpornn, emiBeBatwvovtag thv
KupLapxla Toug oTNV 0.oPANELA TWV CUCKEV WV Kal TN Slaxelplon KwSLkwv mpdoPaong. OTALOUEVOL PUE QUTEG TLG
LKOVOTNTEG, oL ekmaldeudpevol Ba elval eEOTALOUEVOL YL VO TIPOCTATEVUOUV LIE AUTOTIENOLONON TILC TPOCWTILKEG
TOUG CUOKEUEC Kol To. 5e80péva TOUC armd amel\éC oTtov KuBepvoxwpo, cupBarlovtog os Eva aoPalESTEPO Kol
aodaléotepo PnodLako meptParlov yia toug (Sloug Kal Toug yUpw TOUG.
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Epwtioelg

1.

Epwtnon oxetikd pe tnv aflohoynon AUcoswv AoylopilkoU oodaleiag: "Bpiokeote otn Sadikaoia
gmAoyng AoylopikoU aodaleiag yia to ¢popntod cag UTTOAOYLOTH), TOV OTOLo XPNOLUOTIOLELTE KUPLWG Lo
NAEKTPOVIKEG TPATIEILKEG CUVAANAYEG KOL EPYACLEG TTOU oXeTilovTal e TNV epyacia ocag. Neplypdte ta
Kkpltipla mou Ba e€etalate Katd TNV afloAdynon SLapopwv TPOYPAUUATWY POoTACiag amd LoUg Kal
teixn mpootaociag. Mool mapdyovteg Ba Atav amapaitntol yia va gfacdalicste tnv O
OIMOTEAECHATLKA TIPOOTOOLA VLA T GUYKEKPLUEVN GUOKEU KAl TG OVAYKES 00"

Epwtnon OXETKA UE TNV MPOACTILON TG achAAELAG TOU KwSLKOU mpdoBaong: "kKal £vag amo autoug
TpoTEeiveL TN xprion eUKoAa avixveloLUwV MAnpodopLwY, OTIWE NEPOUNVIEG YEVWNONG N KOLVEG AEEELG,
oTouG Kwbdikoug mpooBaocng. MNwg Ba ocuvnyopoloate UTEp TNG amoduyng TNG XPRong TETOLWV
TAnpodopLWV KAL TNG TPOWBNGCNC LOXUPOTEPWV TIPAKTLKWY XProng Kwdkwv mpooBaong; Awaote Adyoug
Ko mapadelypata yla va urtootnpiete to enyeipnud oag".

Epwtnon pe Bacn oevapla yLo Thv epappoyr] TwV CUCTACEWV YLa ToV KwOLKO mpooBaong: "Pavrtaoteite
OTL £xete TOAAOUG Sladiktuakol¢ Aoyaplacuol oe SLadopeTIKoUG LOTOTOMOUG KOl XPNOLUOTOLE(TE
aduvapoug kal emavalapBavopevoug kwdilkolg mpooBacng. Adou pabate yla T onuooia twv
LoXUpwv Kwdkwv TpocBaong, anodacilete va evioxUoeTe TNV aodAAsld TwWV KWSIKWY mpdofaong.
MepypaPte ta BrApata mov Ba Kavate yla vo BEATLWOETE TNV WOYXU KAl TNV AoPAAELD TWV KWSLKWV
npooBaong. Nwg Ba Slaocdpalilate ot Ba Bupdote autoug Toug oUvBeToUC KWLKOUE pooBaacng
Statnpwvtag apdAAnia uPnAo eninedo aopaletag;"
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Aodalela kwbikoL pocPaong kat BéATioteg paktikeg (MC 4.1.C.2)

Baowkég mAnpodopieg

Mpoodloplopdg Tou pabntni Omnoloodnmote MoAlTng

Aodbaiela  kwblkoU  mpooBaong  Kal
TitAOG Kol KWSLKOC TOU LULKPOTILOTOTIOLNTIKOU BEATLOTEC TIPAKTIKEC
Kwé: C.2: MC4.1.C.2

IPAANAIA, ITAAIA, KYMPOZ, EANAAA,
Xwpa(eg)/Neproxn(eg) Tou ekd6Tn POYMANIA
http://dsw.projectsgallery.eu

Kowormpaé&ia DSW

oL el ApBuoc €pyou: 101087628

Huepopnvia ékdoang NoéupBplog 2023

YnoBetikdg ¢optog £pyaociag mou amaltetal yla tnv

, . , EAdxioto 3 - MéyLoto 8 wpe
enitevén Twv HOONOLOKWY SROTEAECHETWY X Y PES

Eninebo tng padnowakng eumelpiog mou odnyel oto EBYWNEH)
LLKPOTTLOTOTIOLNTLKO

EpWwTNOELG UE QUTOUOTN CALAVON
Tomoc agloAdynang AplBuog epwthoewy: 16- 20
Ertuyla: 75%

Mopdr cUUHETOXNS ot HaBnolakn dpactnplotnTta AcUyypovn AladiKTuakn

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN oTtNPLEN TOU ULKPOTILOTOMOLNTIKOU

AfLoAoynon amod ouOTILOUG
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MaBnolaka anoteAéopata

MabBnotaka arnoteAéopata (BA. LOs 4.1.43, 4.1.44 ko1 4.1.45):

e Katavonote tn onuootia tng anoduyng Aé€ewv Aefikol 1| Kowwv HoTiBwVY oTtoug KwdLKoUC MpooBacng
yla TNV amotpornr) emBécewv Pe wun Bla.

e Avayvwplote Tov Kivbuvo amod tn xprion tou idlou kwdikol mpocBacng og MOAAOUC AoyapLacpuoUs Kal
TN onuacio Tng xprong Lovadikwy Kwdkwv mpodofaong yLa kaBe AoyapLlaouo.

o Avayvwpiote Tn onpacio TG MeEPLOSIKAG EVNUEPWONG TWV KWOLKWYV IPAofacng Kot TG amoduyng tng
ETAVAXPNOLUOTOLNCNG TTaALWY KWSLKWV TipocBaonc.

Mepypadn

To Micro Credential "AoddAela kwdIKwV MpocBacng Kal PEATIOTEC MPAKTIKEG" elval €va OAOKANPWUEVO Kall
£€elSIKEVEVO TIPOYPAUUA TIOU £XEL OXESLOOTEL pe aKpiBela ylo va EVOUVAUWOEL TOUG EKTTALSEUOUEVOUC LUE
TIPONYMEVEG YVWOELG Kal Se€LoTnTeC yia TN StaduAaln tng YndLlaknig Toug TAUTOTNTAC LECW LOXUPWVY TIPOKTIKWVY
KwSLKwv mpocBaong. Auto To TPOYPARUA, TO omolo €xel eykplBel amnd tnv aflohoyn Eupwmaikn Emitpormny,
eUPaBUVEL OTIC TEPUTAOKES TNG alodAAELAC TWV KWSLKWV TIPOoPacng, eEOMALLOVTOC TOUG CUULETEXOVTEG LE TNV
TEXVOYVWOLO TIoU amatteitol yia th dnuwoupyia, Sloxeiplon Kal Slatipnon WOXUPWY, HOVASIKWY KWOLKWY
TPOCPACNG TTOU OXUPWVOUV TNV NAEKTPOVIKI TOUG Ttapouasia £vavtl mbovwy aneiwy.

TNV TPWTN EVOTNTA, OL eKTaLdeuOpEvVOL Eeklvouv éva TafidL yla va eEepeUVOOUV TA TPWTA ONUEL TOU
oxetiovtal pe tn xpron Aé€ewv Ae€Llkou 1 Kowwv HoTiBwV oe Kwdlkoug mpooBaocng. Méoa amd SLoPWTIOTIKES
MEAETEG IEPUTTWOEWVY KAl tapadelypata amod Tov mpayuatikd KOoHo, amoktolv Babld katavonaon Tou TpOmou
ME TOV OTOLlO TETOLEG TMPAKTIKEG KABLOTOUV TOUG Aoyaplacpoug Toug eudAwTtoug oe embéoelg brute-force.
OmALOUEVOL PE OUTEG TIC YVWOELG, Ol CUHMETEXOVTEG Ba kaBodnynBolv oe eVOAAAKTIKEG OTPATNYIKEG Kol
BEATIOTEG MPOKTLKEG yloL TNV avamtuén olaitepa aopalwv KwdKwV MPOcBacn TOU AMOTPENIOUV TN HN
gfouaolodotnuévn mpooPach Kol LATOLWVOUY KOKOBOUAEG MpoomaBelec.

H &eltepn evotnta e€etdlel TOUg KPLOLMOUG KIVOUVOUG KOL TLG CUVETELEG TNG XPnong tou idlou Kwdkou
npoocBacng oe moAouc Aoyaplacpouc. O ekmaldeudUeEVOL EKTIBEVTOL Of EVTUTIWOLOKA OEVAPLA TIOU
avadelkviouv To GOLVOEVO VIOUWVO TNG EMavAXPnOLUomoinong Kwdlkwv mpoofacng, Omou €vag Hovo
TapaBLOCUEVOG AoyapLOOUOC Uopel va odnynoeL o pia aAuoldwtr oslpd napaflacswv acpaieiag. Méow
SlobpaoTKWY ooknoswy, avtihappavovtal tnv UYPLoTn onpacia TG ULoBETNONG HOVASIKWV KWSLKWV
npoofaong ywa kabBe Aoyaplacuo, tng dtaduAaing Twv Pndlakwv TouG TEPLOUCLAKWY OTOLXELWV Kol TNG
S10TAPNONG LLOC EVIOXUMEVNG AUUVAC EVOVTL TWV AVTLITAAWY OTOV KUBEPVOXWPO.

TNV TeAeuTala €VOTNTA, OL EKTOLSEVUOUEVOL ELOAYOVTAL OTNV ATAPAITNTN CNUAcia TG TAKTIKAG EVNUEPWONG
Twv Kwokwv mpdoPaong kat tng amoduyng TNG Emavaxpnolponoinong malawy Kwdkwv mpocBaonc.
Avtilappavovtal mwG aUTEC Ol TIPAKTIKEG oUUBAAAOUV ot pla Slapkws eEeAlocOuevn otdon aodaleiag,
oxupwvovtag Ta YPndlokd Toug dpolpla €vavil Twv avaduopevwy amellwv otov KuPepvoxwpo. OL
OUUUETEXOVTEC, OUUUETEXOVTAC OE TIPOKTLKEC SPACTNPLOTNTEG KL TIPOCOUOLWOELG, ECWTEPLKEVOUV TLG APXEG TNG
QIMOTEAECHATIKAC SLaXeiplong KwSkwvV Mpoafacng, eVioxUovTag £T0L TNV ETOLLOTNTA TOUG VA TTPOCAPHOCTOUV
otL¢ e€eAlooOpeveg MPOKANOELG aodaAeiag.
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Kata tn dudapkela tou Micro Credential, ol eknawdevopevol emwdelolvtal amnod éva SUVOHULKO Kal SLadpaoTiko
niepBaAlov pabnong, to omolo SleukoAUveTaL amd €8LKOUC TOU KAASOU Kol EUMELPOUG MayyEAHATIES TNG
KuBepvoaodaielog.

JUMETEXOUV OE TIPAKTIKEG OOKAOELG KOL TIPOCOMOLWOEL TPOYUATIKAG {WAG, TIOU TOUG ETULTPEMOUV va
edapuolouv pe automemnoibnon TG veOOTOKTNOEIOEG YVWOELS TOUG OTLG KOONUEPWEG TOUG YndLOKEG
oAANAsTuSpaoELC.

Me tnv entuyn oAokArpwon tou Micro Credential "Password Security and Best Practices", oL GUMHETEXOVTEG
OXL Hovo Ba kepdicouv pa uPnAou KUpoug Eykplon amo TNV Eupwrnaikn Emtponn, aAla kat Ba yivouv Bactikol
TIAPAYoVTEG aAAaynG otnv Mpowbnon Twv BEATIOTWY TPAKTIKWY YLo TV 0loPAAELd TwV KwSIKWV ipdaBaacnc.
OmALOUEVOL e TIPONYUEVN TEXVOYVWOLa, Ba AEITOUPYNOOUV WG TTUPTIOANTEC, SLAdISoVTOC TIG YVWOELS TOUC Kl
npowbwvtag pla KouAtolpa auénuevng PndLakng aodAAELag OTIE KOWVOTNTEC KaL TOUC OpYyavIoHoUE TOUG.

Juvoyilovtag, To Micro Credential "Password Security and Best Practices" eival éva PeETAOXNUATIOTIKO
poypappa mou unepBaivel tn Bswpla, EVOUVAUWVOVTAC TOUG EKTTALOEUOUEVOUG LE TIPAKTIKEC, EPOPUOCLUES
YVWOELG Kol SELOTNTEC yLa va EVIOXUOOUV TNV PNdLaKr) TOUG TAUTOTNTA KOL VO TIPOOTOTEUGOUV TA TIPOCWITLKA
toug Sedopéva amd to ouvexwg e€eAlocopevo medio Twy amellwv otov KuBepvoxwpo. Eivatl katdAnio yia
£MAYYEALATIEG TTOU EMSLWKOUV Va eVIOXUOO0UV TNV EVOTPOodia TOUG OTOV TOUEN TN KUBEPVOAOTHAAELOC KOl yLOl
KaBnuepvouc xpnoteg mou prhodofolv va Stachaiicouv Ta PndLakd toug nedia pe anodAutn enApKeLaL.

Epwtnoelg

1. EpWTnNoNn OXETIKA UE TNV MOAUTIAOKOTNTA TWV KWwSIKWV mpocBaocng: "Tartl eival {wTtikng onuaoiag va
anogeLyetal n xprnon Aé€ewv As€LkoU 1 kowwv potiBwv otoucg kKwdilkoug mpdoPaong; MNwe n edbappoyn
TETOLWV TIPAKTIKWY EVIOXVEL TNV A0PAAEL TWV AOYAPLACUWY OAG KAl OTOTPENEL TIG eTO€oelg brute-
force; Awote mapadeiyparta yla va urtootnpifete tnv andvinon cag".

2. Epwtnon Paoel osvoplou CXETIKA LE TNV EMAVOXPNOLLOMoinon kwdikol mpooBacng: "Xpnotuomnoleite
ToV (610 KWbLKO MPAoPacnG TOGO yLa TO NAEKTPOVIKO 0OG TAXUSPOUELO OG0 KAl YLO TOUC AOyapLACHUOUC
00G OTLG NAEKTPOVIKEG TPATELeC. Molol ival ol mBavol Kivouvol Ttou CUVSEOVTAL UE AUTH TNV TIPAKTIKH;
MNwg pnopel n xprion Hovadikwy KwdLkwv MpooBacng yla KaBe Aoyaplaouo va LETPLACEL AUTOUG TOUG
KLvSUVOUG KL VA EVIOXUCEL TN OUVOALKN 00 aohaAeLa;"”

3. Epwtnon oXeTIKA HE TN ouxvOTNTA EVNUEPWONG TOU KwdIKOU Tpocfacng: "EEnynote Tn onuacia tng
TMEPLOSIKAG EVNUEPWONG TWV KWAKWY TpodoPaong. Nwe cupBAMEL auTh n TPOKTLKA ot Slatrpnon
LOXUPNG aohAAELOC AOYAPLACUWY LE TNV TAP0S0 Tou Xpovou; Moloug mapdyovteg Ba mpémnel va Adpete
umoyn oag otav anodacilete mMOco cuxva Ba evnUEPWVETE TOUG KwSLKOUC tpooBaong;”

4. Epwtnon Baoel oevapiou yla tnv alayr kwdikou mpocBaonc: "Ag urtoBeécoupe OTL ev €xete alatel
TOUG KWSLKOUC TpOoPaong yLa Toug AoyapLo.ooUc oag oTa HECA KOWVWVLKAC SIKTUWONG 6w Kal avw
amod €va xpovo. MNotot kivbuvol Ba propoloayv va ipokUouv amd auth thv EANAeln evnuépwong Twy
KWWV mpocPaong; Mepypadte ta Pripata mou Ba AapBAVOTE yLoL VA EVNUEPWOETE AUTOUC TOUG
KwdKoL¢ mpooBaong kat va Staodpalioste Ot eival oxupol kat povodikol."

5. Epwtnon OXeTKA HPE TOV UETPLACUO TNG Tapafiacng Aoyaplacpol: "Ymolaleote OTL 0 KWOLKOG
MPOoPacnC oag yLo £vov AoyapLloopid NAEKTPOVIKWY ayopwv Uropsei va €xet mapaflactel. Nwg n xprion
povadikwv Kwdlkwy mpdoPaong yo kabe Aoyaplacud Ba Bonbolos oTOV UETPLACUO TwV TLOAVWY
CUVETTELWV QUTAG TG moapoafiaong tng aoddlelag; Mowa mpocbeta pétpa Bo AapBdavate yia thv
mpootacio Twv aAwv Adoyaplocpwy oog;"

6. Epwtnon oXETIKA LE TIC OTPATNYLKEC Sloxeiplong Kwdikwv mpdcoPaong: "Mwg UmopouV oL SLaXELPLOTEC
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KWKWV pocBaacng va fonbriocouv otnv ebapuoyn Hovasikwy Kat achaAwv KwSLkwv mpdofaocng yla
K@Be Aoyaplaopo; Mota gival To TAEOVEKTALOTO KL TO TILO VA LELOVEKTALOTA TNG XPHONG SLOXELPLOTWV
KwSLkwv pooPacng yla tn Staxeiplon kwdikwv npocPaonc;”

7. Epwtnon BAocel Oevapiou OXETIKA WE TNV EMavaxpnolpomnoinon moAowv Kwdlkwv mpdofaong:
"Mavrtaoteite OTL XpnoLOMOLoATE KATd AAB0og £vav MaALO KwOLIKO TpOaacng amo Evav PonNyoUUEVO
Aoyaplacpd ya pa véa Stadiktuakn umnpecia ouvdpoung. Moloug Kwduvoug pmopel va
avtlpeTwrtioste e€attiag autng g apAeiog; Mwg Ba SlopBwvate tnv Kataotaon Kol Ba amoTpEnate

TIOPOLOLA TIEPLOTATIKA OTO HEANOV;"

Aodalng Sraxeiplon cuokeuwy Kat anodotkotnta dedopevwy (MC 4.1.C.3)

Baoikég mAnpodopieg

MpoodLoplopog Tou pabnti

TitAog Kol KwSLKOG TOU LULKPOTILOTOTIOLNTLKOU

Xwpa(ec)/Neproxni(eg) Tou ekddtn

Dopéag(-eg) amovoung

Huepopnvia €kdoang

YnoBetikdg ¢optog £pyaciag mou amalteital yla tnv

eNiTEVEN TWV LABNOLOKWY FEOTEASOHETWY

Eninebo tng padnolakng eumnelpiog mou odnyel oto
HLKPOTILOTOTOLNTLKO

Tomog agloAéynong

Omnoloobdnmote MoAlTng

AcodaAnc Slaxelplon  OUCKEUWV  Kal
arnodotikotnta SeSopévwy

Kwb: C.3: MC4.1.C.3

IPAANAIA, ITAAIA,  KYTMPOZ, EANAAA,
POYMANIA

http://dsw.projectsgallery.eu

Kowompa&ia DSW
Ap1Buog épyou: 101087628

Noéupplog 2023

EAdxloto 3 - MéyLoto 8 wpeg

ADVANCED

EpwTNOELG UE QUTOUOTN OALAVGN
AplBuog epwthoswy: 16- 20
Ertuyla: 75%
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Mopdr cuppeToxng otn padnotakn dpactnplétnta AcUyxpovn AladiKTuakn

Tumog SLaadpaAilong moLdTNTAG OV XPNOLLOTIOLELTAL YLa
TN oTNPLEN TOU UIKPOTILOTOMOLNTLKOU

AfLoAoynon amnd ouoTILOUG

MaOnolakd anoteAéguata

MaBnolakd amoteAéoparta (BA. LOs 4.1.46, 4.1.47):

e Xpnolpomolnote erbEELa Eva TIPOYPOULLO. CUUTILEGNG OTN CUCKEUH COG YL VO LELWOETE TOV OYKO TWV
Sebopcvwy, e€aodalilovtag anoteAsopatikn anobrkeuon Kol Letadoon.

e Auvatotnta Sltapdpdpwong twv pubuloewv TG CUOKEUNG WOTE vo KAEWOWVEL autopata i va
OMOCUVEEETAL LETA A0 pla epiodo adpavelag yla TV amotpornr] un efovatodotnuévng npocfaonc.

Meptypadr

To Micro Credential "Secure Device Management and Data Efficiency" eilval éva mpwtomoplako Kot
oAOKANPWUEVO TIPOYPAPUA TTIOU €XEL oXeSLAOTEL OXOAQOTIKA Ylo VAL EVOUVOUWOEL TOUG EKTTALSEUOUEVOUC LE
Baoikeg SELOTNTEG yLa TNV aodalr] Slaxeiplon TwWV CUCKEUWV TOUG Kal T BeATLOTONOINoN TNG AMoSoTIKOTNTAC
Twv dedopévwv. To MPAOYPAUHO AUTO, TO oTtolo £XEL eyKpLOel amod tnv nepidnun Evpwrnaikr Emtpon), e€omAilet
TOUG OUMUETEXOVIEG ME TNV TEXVOyVWola yla va mepinynBolv oto Yndlakd tomio e auvtomemnoibnon,
Slaodaliloviag OTL oL CUOKEUEG TOUG eilval OvOekTIKEG amévavil ot TuOavéG amelég aodoalsiag Kat
amnoteAeopatikeg otn Slaxeiplon Sedopévwy.

TNV MPWTN evOTNTA, OL EKTALSELOUEVOL EeKLvoUV pLa eviladEépouoa e€epelivnon TNG cupmieong SeSopévwy.
Me tnv KaBodnynon EUMELPWY EKTTALSEUTWY, Ol CUUUETEXOVTEC QUTOKTOUV TIPAKTIKA EUTElpia oTn Xpron
TIPOYPOUUATWY CUUTLECNC OTL( CUCKEUECG TOUG YL TNV OTOTEAECHATLKN HElwon Tou Oykou Twv SdedopUEVWY
Xwpl¢ oupPlBacpolg otnv molotnTta. MéEOow TPAKTIKWY 0OKAOEwv, pabaivouv va PeAtiotonmolovv Tov
amoBnKeUTIKO XWPO Kal va BeAtiwvouv tn petdadoon Sebopévwy, e€opBoloyilovtag £tol TG PndLaKEG poEG
epyaoiag Toug Kal KaBLoTWVTOC TLG CUCKEUEG TOUG TILO EVEALKTEG KOl OVTOTTOKPLVOUEVEG. Elte TpOKELTAL yLaL TN
Sloxeiplon peyalwv apyelwy, eite yla tnv evioxuon tng avrtaAlayng dedopévwy eite yia tn BeAtiotonoinon tng
XWPNTIKOTNTOC AmoBrKeuonc, oL EKTTALOEVOMEVOL Ba ATIOKTHOOUV TNV LKAVOTNTA VA ALOTIOLOUV OTO £TTOKPO TLG
Suvatotnteg Slaxeiplong SedoUEVwV TwWY CUCKEU WV TOUC.

H &eltepn evotnta egetdlel Tnv UYPLOTN MTUXA TNG OOPANELAG TWV CUOKEUWV HECW OUTOMOATOTIOLNUEVWY
HNXOVIOPUWY KAELWOWHOTOG Kal armoolvdeong. Ol ekmatdsudpevol yivovtal £umelpol otn Stopdpdwon twv
PUBULOEWV TNG CUCKEUNG yLa TNV €PapUoyr) AETOUPYLWY OUTOMOTOU KAEWOWHATOC 1} AnooUveeong LETA Ao
neplodoug adpavelag.

OmALOUEVOL E AUTA TN yvwon, Bwpakilouv OMOTEAECUATIKA TIG CUOKEVEG TOUG EVAVTL N €£0UCLOSOTNUEVNG
npocpaong, mpootatelovTag evaiodnteg mAnpodopleg kal Tpoowikd Sedopéva and mBaveS mapafLACELS TG
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aoddaletag. H emibefla ebpappoyn autwy Twv HETPWV Staodalilel otL oL ekmaldevopevol Slatnpolv Tov EAeyX0
TWV oNUEelwv MPOCBAGCNE TWV CUCKEU WV TOUC, KAAALEPYWVTAG Eva aVOEKTLKO Kol aodaAEG PndLako replBaAiov.

KaB' 6An tn dudpkela tou Micro Credential, oL ekmadeuopEVOL CUUUETEXOUV OE SLASPACTIKEG TIPOCOUOLWOELG
KOL OEVAPLA TIPAYUOTIKAG {wNE TTOU TOUG ETUTPEMOUV va £DapPUOOOUV TIG VEOATIOKTNBELOEG YVWOELG TOUG O€
TIPOAKTIKEC KATAOTAOELG. AvTiueTwriovtog Kal eMAVOVTAC TIPOKANCELG OXETIKEG UE TIG KaBnUePVEC PndLaKEG
EUTELPIEG TOUC, OL CUMUETEXOVIEC QATIOKTOUV QVEKTIUNTEG S£€LOTNTEC ylA TNV QVILUETWIILON TIPAYUATIKWVY
TPoPANUATWY SLaXELPLONG CUOKEUWVY Kal arnodoTikoTnTag SESOUEVWV.

Me tnv emntuxn ohokAnpwon tou Micro Credential "Secure Device Management and Data Efficiency”, ot
OUMPETEXOVTEG KEPSilouv pla uPnAol KUpoug €ykplon amod tnv Eupwnaikn Emitpony], avayvwpilovtag tnv
LKOVOTNTA TOUG OTNV aoPAAEL TWV CUCKEUWYV TOUC Kal TN BeATIoTOmMoinon Tou XELpLopoU Twv SeSouévwv.
OnAlopévol PE QUTEG TIC TIPoNYUEVeG Se€lOTNTeG, oL ekmaldeuopevol eival oe B€on va ayKaAlAoouv TO
g€ellooopuevo PndLakod tomio pe automnenoibnaon, cupBailloviag o éva acPaAECTEPO, TILO TTAPOYWYLKO KOl
noAvdarnavo Pndlako olkoocUoTNUa.

Zuvoyilovtag, to Micro Credential "Secure Device Management and Data Efficiency” elval éva
HETAOXNUOTLOTIKO TIPOYPAUMO TIOU oUVOUATEL BAOLKEG TIPOKTIKEG QOPANELAG Kol TEXVIKEG BeATLoTOMOinoNg
6eSopévwy. MPooapUOCUEVO Yla ATOUA TIOU €TLOLWKOUV va avoBabuicouv Tig Pndlakeég ToUg LKAVOTNTEC, TO
TIPOYPOUUA aUTO £€omALleL TOUG ekmMAlSEUOUEVOUG WOTE va eival éumelpol mAonyol oto Pndlakd medio,
SlaodaAilovtog OTL Ol GUOKEUVEC TOUG TTOPAUEVOUV aoPaAeig KoL OTL N xprion Twv SeSoUEVWY LEYLOTOTOLELTOL
oTo péyloto Suvartd Babuo.

Epwtnoelg

1. Npaktk alohdynon eflotntwv otn cuprmieon Ssdopévwyv: "Xpnolpomowwvtag £va mPOYpOpa
ocupumieong tng emdoyng ocog, Seifte mwg Ba cupmiélate éva peydho opxeio Pivteo xwpig va
umoBaBuioete TNV mMoldTNTA Tou. EEnynote Ta Brijpota mou akoAouBnoate Kol To ovapevVOUeEvVa odEAN
omo T cuumieon Tou apxelou 6oov adopd TN Helwon Tou OyKou SeS0UEVWY KOL TNV OMOTEAECUATLKA
amnoBrkeuon."

2. Epwtnon PdosL oesvapiou oOxetikd He TG pubuioelg kAelbwpotog cuokevwv: "Qavtaoteite oOtL
XPNOLLOTIOLELTE CUXVA TN CUCKEUN 00 08 SNUOCLOUG XWPOUC KAL avnoUxeite yia un e€oualoSotnpévn
npoofaocn otav auth HEvel xwplg smtnpnon. Nwg Ba Stapopdwvate emdéfla Tig pubuioelg tng
OUOKEUNG 00C WOTE VA KAELOWVEL AUTOLATO LETA Ao pLa epiodo adpavelag; MNeplypate ta Bripata
mou Ba kavarte kol ta Tbavd odpéAn aocdalelag anod tnv ebpapuoyn authg tng Asttoupyiag”.

3. Epwtnon KpLtikng okéPng OXETIKA e TNV amodotikotnta Twv dedopévwy: "Ag umoBéooupe OTL €xeTe
TIEPLOPLOUEVO ATIOBNKEUTIKO XWPO OTN CUCKEUN OaG Kal TPEMeL va Slaxelploteite diddopa apyeia,
onwg gyypada, dwrtoypadieg kat pouotkn. Nwe n emde€Lla oupmnieon dedopévwy Kal oL pUBULCELS TNG
OUOKEUNG vyla autopato KAsidwpa/amoolvéeon Oa PBonboloav otn BeAtiotomoinon NG
anodoTkotnTag Twv dedopévwy Kal Ba BeAtiwvay tn cuvoAkn Pndlakni oag epnelpia; EEnynote ta
TIAEOVEKTAMATA QUTWV TWV TIPOKTIKWYV yia tn Stacddiion tooo tng acddAelog Twv SeSopévwy 000 Kot
™G opaAng Slaxeiplong Twv dedopévwy."
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Wnolakn aopaAela kat aodpaAig xelplopog dedouévwy (MC 4.1.C.4)

Baowkég mAnpodopieg

Mpoodloplopdg Tou pabntni Omnoloodnmote MoAlTng

Wnowakn aocddArela kot aopaAng
TitAOG Kol KWSLKOC TOU LULKPOTILOTOTIOLNTIKOU Xelplopog dedopévwv Kwdwkog: C.4: MC
4.1.C4

IPAANAIA, ITAAIA, KYMPOZ, EANAAA,
Xwpa(eg)/Neproxn(eg) Tou ekd6Tn POYMANIA
http://dsw.projectsgallery.eu

Kowormpaé&ia DSW

oL el ApBuoc €pyou: 101087628

Huepopnvia ékdoang NoéupBplog 2023

YnoBetikdg ¢optog £pyaociag mou amaltetal yla tnv

eNiTEVEN TWV LABNOLOKWY FEOTEASOHETWY

EAdLoto 3 - MéyLoTo 8 wpeg

Eninebo tng padnowakng eumelpiog mou odnyel oto EBYWNEH)
LLKPOTTLOTOTIOLNTLKO

EpWwTNOELG UE QUTOUOTN CALAVON
Tomoc agloAdynang AplBuog epwthoewy: 16- 20
Ertuyla: 75%

Mopdr cUUHETOXNS ot HaBnolakn dpactnplotnTta AcUyypovn AladiKTuakn

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL

AfLoAoynon amod ouoTIHoU
TN oTtNPLEN TOU ULKPOTILOTOMOLNTIKOU fohoynon At et
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MaBnolaka anoteAéopata

MabBnotaka anoteAéopata (BA. LOs 4.1.48, 4.1.49 ka1 4.1.50):

e [vwplote TOoUg KWEUVOUG OO TN XPron Twv AELTOUPYLWY AUTOHATNG oUVSECNC yla LOTOTOMOUG 1
epapuoyég ou amoBnkeouv MPOCWTTIKEG TTANpodoplEG.

e Ymootnpifte tn xprnion achalwv peBodwv petadopdg apxeiwv, 6w to SFTP 1 n achalng amobrikevon
oto cloud, yta tnv avtaAlayr evoioBnNTwV oPXELWV HETAEY CUGKEUWV.

e Avayvwplote toug miBavolg KwSUvoug amd TN XPHon AyVwoTtou AOYLoUIKoU 1 epapUoywv OTLC
OUOKEUEC 00C.

Mepypadn

To Micro Credential "Wndlakn acpaieta kot acPpalig XeLPLOpOg deSopévwy"” eival éva OAOKANPWHEVO Kal
T(POOSEUTIKO TTPOYPOAUHA TIOU €XEL OXESLAOTEL yLO VO EVOUVAWOEL TOUG EKTALSEUOUEVOUC e BACLKEC YVWOELG
Kot 8e€lOTNTEG WOTE va epLnyouvtal e aoddaAela oto Pndlako Tomio Kol va mpootatelouv euaicOnta
6ebopéva. To MPOYpaUA AUTO, TO OTtolo £XEL eykpLBel amo tnv €ykpltn Eupwnaikn Emtpornt, epodlalel Toug
CUUUETEXOVTEG HE TNV TEXVOYVWOLA WOTE Vo AdpBAVOUV TEKUNPLWUEVEG amodAoel, va umepaoTti{ovral
00PAAEIC TTPAKTLKEG KOIL VO TTPOOTATEVUOUV ATIOTEAECUATIKA TIG PndLakég Toug TAnpodopled.

TNV MPWTN EVOTNTA, OL eKMOLEEUOLEVOL KOTAVOOUV o BAB0C Touc KvEUvVoug Iou oxeTilovtal e TIG AELTOUPYIES
autopatng olvéeonG. MEow TPAYUOTIKWY TIOPASELYUATWY KAl HEAETWV TEPITTWONG, Ol CUMUETEXOVIEG
amoktolV ofela emiyvwon Twv MBavwy CUVETELWY TOU VO ETILITPEMEL KOVELG O£ LOTOTOMOUG N £hAPUOYEG val
armoBnKeVOUV AUTOLATO TIPOCWIILKES TIANPOdopieg. OMALOUEVOL LUE QUTES TLG YVWOELG, OL ekmaldeudpevoL givatl
e€omALopévol yla va AapBavouv cuvelSNTEG amodACELS OXETLKA [IE TNV EVEPYOTIOLNGN N} TNV ATEVEPYOTOLNON
TETOLWV XOPAKTNPLOTIKWY YLOL TNV TIPOOTACLO TWV gvaicOntwv SeSopévwy Toug Kat tn Statnpnon tng YndLakng
TOUG LOLWTIKOTNTOG.

H &eltepn evotnta emikevipwvetol ot acdporeic pedddouc petadopdc apxelwv. Ol CUUPUETEXOVTEG
€€OLKELWVOVTAL LLE TLG TUTTOTIOLNMEVEG TIPAKTIKEG TNG Blopnyaviag, omwg to SFTP (Secure File Transfer Protocol)
Kol n acdoAng amoBrkeuon oto védog. Méow TPoKTKWY erdeiewv Kal SL0SpOOTIKWY ACKNOEWVY, OL
EKTIALOEVOUEVOL KATAvVOOoUV TN onuacia tng Xpnong autwv twv peBodwv yia tnv acdoain avtaliayn
guailodntwv apyelwv petafl ouokevwv. Yrnootnpilovtag tnv achadn petadopd apxelwv, oL CULLETEXOVTEG
EVIOYUOUV TNV LKAVOTNTA TOUC VA TIPOOTATEUOUV TI( EUMLOTEUTIKEG TAnpodopleg katd tnv Yndlakn
ETUKOLVWVLA, pLelwvovtag Tov Kivouvo pn e€ouctodotnuévng mpooBaong r mapafiaong Sedopévwy.

H tedeutala evotnta pixvel dwg otoug mibovouc kKivdUvoug armd T Xpron ayvwaoTtou AoyLlopikol A edpappoywy
O€ IPOOWTILKEG OUOKEUEG. OL CUMHETEXOVTEG SlEpEUVOUV TOUC KIvSUVOUC TTou oxetiovtal pe tn Andn Kot tnv
ektéAeon Aoylopkol oamd pn emaAnBesupéveg mnyég. Avoyvwpilovtag autoUg Toug Kwdlvoug, oL
eKTIALOEVOUEVOL eVIoXUOUV TNV Yndlakr Toug emaypumvnon Kot eMSEIKVUOUV TPOCOXN KATA TNV aLoAOynon
KOLL TN XPrion VEWV epapUoywV, TPOCTATEVOVTOC TLC CUOKEUEC TOUG OO TIOAVO KOKOBOUAO AOYLOMLKO KoL TPWTA
onpeia aopoaheiag.

KaB' 6An tn &idapkela tou Micro Credential, ol ekmALSEUOEVOL CUUUETEXOUV OE TIPAKTIKEG SpAOTNPLOTNTEC,
T(POCOUOLWOELG KoL SLASPACTIKEG CUINTHOELG, ETUTPETIOVTAG TOUC VO EUMESWOOUV TIC BEATLOTEG TIPOKTIKES YLa
v Pndlakn acdaiela kot Tov acdair) xelplopd dedopévwy. Me TNV MLTUXH OAOKARPWGT TOU TIPOYPALLATOC
ol ekmatdsuopevol oxL povo kepdifouv pa vPnlol kUpouc miotonoinon amnd tv Eupwraikn Emtponr), oAAd
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KOL QmoKToUV Tn Suvatotnta va KAvouv UTEUBOUVEG KOl TEKUNPLWHEVEG €TIAOYEG OTIC Wndlakég Toug
oAAnAerudpaoelg, cupBallovtag os Eva aodaléotepo kat aopaléotepo PndLako neptParlov yia toug idloug
KOlL TOUG GAAOUG.

Juvoyilovtag, to Micro Credential "Wndlakn acddaleia kol acpalng XepLopog dedopévwv" eival éva
METOOXNUATLOTIKO TPOYPOUMO TIoU Oivel oToug eKMALOEVUOUEVOUG TIC YVWOELC Kal TIG 6g€lOTNTEC Yyl va
neptnynBolv oto Pndlokd tomio pe autonemnoiBnorn. Ol CUULETEXOVIEG OVASELKVUOVTIAL OE UTIOOTNPLKTEG
aopaAwV TPOKTIKWY, €EOTIALOMEVOL ylo TNV Tipootacia evaicOntwv Sedouévwy Kal tnv mpowbnon tng
Pnolakng acdalelag os Stadopa mAaiola, enmidEpoviag BETIKO AVTIKTUTIO GTOV POCWTTLKO KoL ETIAYYEALATLKO
TOUG XWPO.

Epwtnoelg

1. Epwtnon svaiontomoinong KvdUvou OXETIKA E T AELTOUpYieg autopatng ouvdeonc: "EEnynoTe Toug
TiBavoUg KvEUvoug armod Tn XpHon XOPAKTNPLOTIKWY QUTOUATNC GUVSEGNC VLA LOTOTOTIOUG I EPOPUOYES
TIou amoBnkeloOUV TPOOWTILKEG TTANpodopieg. MwE UMOPOUV AUTA TO XAPAKTNPELOTIKA va BEocouv ot
kivbuvo 1o Pndlako cag amoppnto Kal tnv aopaield oag; Awaote mapadelypata osvapiwv omou Ba
NTAV OKOTILLO VO QTTEVEPYOTIOLOETE TNV AUTOpaTn olvdeon".

2. Epwtnon ouvnyopiag Kal oLTloAdynong oxXeTKA Ue TI¢ HeBodoug aopalou petadopdc apxeiwv: "2ag
£xeL avateBel va umootnpifete N xprion acdpalwv pebodwv petadopds apxeiwv otov xwpo epyoaociag
N otnv Kowotntd oag. Mpdate pla MelOTIK SAHAwon Tou va Tieplypddel Tn onuacio g xpnong
pueBOdwv 6mwe to SFTP 1) n aodpalnc anobrkeuon oto cloud yla tnv avtaAloyn svaicbntwv apysiwy
peTafl cuokeuwv. MepAaBeTe CUYKEKPLUEVO ODEAN KAl TTAEOVEKTAATA AUTWY TwV aopalwv pebddwv
HeTadOPAC EVAVTL TWV MAPAS0CLOKWY ETIIAOYWY UETADOPAC apxeiwy."

3. Epwtnon KPLTIKAC OKEPYNG OXETIKA HE TOUC KWWSUVOUC AOYLOULKOU: "Iuvavtdte plo véa sdappoyn
Aoylopwkol amd pla AyvwoTtn TNy Tou LoXUPLETOL OTL MOPEXEL HOVASIKA XOPOAKTNPLOTIKA Kot
Aewtoupyliec. Mwg Ba mpoaoeyyilate TV anmodoon yla to av Ba eykotaoTHoeTe Kal 6o XpnOLUOTIOINOETE
QUTO TO AOYLOLKO OTN CUOKEUH 0ag; ZUTNTHOTE TOUG TLBavoU KLV UVOUG TIOU EVEXEL N XPrON AyVWOTOoU
AoylopwkoU kot meplypadte ta Prpata mou Ba KAVOTE ylo va o§LOAOYNOETE TN VOULULOTNTA KAl TNV
aoPAAELA TOU TIPLV TIPOXWPIOETE".
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Aodpalela cuokeuvwv kat mpootacia dedopévwv (MC 4.1.C.5)

Baowkég mAnpodopieg

Mpoodloplopdg Tou pabntni Omnoloodnmote MoAlTng

Kwdkag aodpdlelag ouokeuwv  Kal

T(TAOC KAl KWSLKOC TOU UKPOTILOTOTIOLNTIKOU , ,
g 9 S n npootaciag dedopévwy: C.6

IPAANAIA, ITAAIA, KYMPOZ, EANAAA,
Xwpa(eg)/Neproxn(eg) Tou ekd6Tn POYMANIA
http://dsw.projectsgallery.eu

Kowormpaé&ia DSW

oL el ApBuoc €pyou: 101087628

Huepopnvia ékdoang NoéupBplog 2023

YnoBetikdg ¢optog £pyaociag mou amaltetal yla tnv

eNiTEVEN TWV LABNOLOKWY FEOTEASOHETWY

EAdLoto 3 - MéyLoTo 8 wpeg

Eninebo tng padnowakng eumelpiog mou odnyel oto EBYWNEH)
LLKPOTTLOTOTIOLNTLKO

EpWwTNOELG UE QUTOUOTN CALAVON
Tomoc agloAdynang AplBuog epwthoewy: 16- 20
Ertuyla: 75%

Mopdr cUUHETOXNS ot HaBnolakn dpactnplotnTta AcUyypovn AladiKTuakn

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL

AfLoAoynon amod ouoTIHoU
TN oTtNPLEN TOU ULKPOTILOTOMOLNTIKOU fohoynon At et
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.51, 4.1.52):

e Avayvwpiote ™ onuooia tng amevepyonoinong tou Bluetooth ot cuokevég oag otav dev To
XPNOLLOTIOLELTE.
e AuvatotnTa EKTEAECNG COPWOEWV ATIO LOUC O€ e€WTEPLIKEG CUOKEUEG ammoBrKeuonG.

Meptypadrn

To Micro Credential "Device Security and Data Protection" eival éva e0TLACPEVO KaL TIPAKTLKO TIPOYPOUUA TIOU
otoxeVelL va e€OMALOEL TOUG EKTALOEVUOUEVOUG UE PACLKEG SEELOTNTEG YA VO TIPOOTATEVUOUV TI GUOKEUEG KL TO!
Sebopéva Toug amno mbaveg aneldég aodaleiag. To mpdypappa auto, To omolo £xel eykplBel amo tnv afloAoyn
Eupwmnaikn Emttpony], eVOUVAUWVEL TOUG CUUUETEXOVTEG LE TIC YVWOELG KAL TIC LKAVOTNTEG VA OXUPWVOUV TLG
OUOKEUEC TOUG Evavtl eumaBeLwv ou oxetilovtal Ue to Bluetooth kal va ekTeEAOUV KPIOLUEG COPWOELG LWV OE
£EWTEPIKEG CUOKEVEC amoBrikeuonc.

TNV MPWTN €vOTNTA, Ol EKTIALOEUOUEVOL SLEPEUVOUV TOUG KLYSUVOUG TIou oXeTi{ovTal PE TN ouvdeouoTnTA
Bluetooth 6tav auth MapOUEVEL EVEPYOTIOLNUEVN OTLG CUCKEUEG TOUG, eLSIKA OTav gV xpnotpomnotlouvtol. Méow
TIPAYUATIKWY TIOPASELYUATWY KoL UEAETWV TEPIMTWONG, Ol CUUUETEXOVTEC QTIOKTOUV £VIOVN EMiYyVWON TWV
mBavwy TpWTWV onueiwv aodaleiag mou pmopet va tpokUPouv Aoyw twv cuvdécswv Bluetooth. Katavoouv
N onuooia tng anevepyomnoinong tou Bluetooth otav Sev xpnolpomnoleital evepyd, LELWVOVTOC £TCL TOV KIVOUVO
un e€ouotodotnuévng mpooBaong N napaBiaong SedSopévwv.

H 8e0tepn evoTNTA ETIKEVTIPWVETAL OTNV KPIOLUN TIPAKTIKN TNC EKTEAECNC COPWOEWV ATO LOUC O eEWTEPLKEG
OUOKEUEG amoBnkeuong. Ol CUUUETEXOVTEG QIOKTOUV YVWOELG OXETIKA ME TOUG TBavoug KwdUvoug mou
ouVS£ovTal e TN Xpron eEWTEPIKWY PECWV amoBbnkeuong, omwg povadeg USB N e€wtepilkol okAnpoi iokol, kat
poBaivouv we oL Lol Kot To KakOBoUAo AOYLoULKO pmopouv va petadepBolv akoloLa 0TI CUCKEVEG TOUG LECW
MOAUGHEVWY CUCKEUWV amoBrkeuong. Me TNV amoKTnNon TMPOKTIKWY SEELOTATWY yLa TN SLEVEPYELA CAPWOEWV
Wwv oe efwteplkd PEoa amOBOAKEUONG, Ol EKTIALSEUOEVOL UIMOPOUV VO QVIXVEUOUV Kal va HeTpLalouv
T(POANTITLKA TLG ameNEG, SlaodaAilovtag OTL OL CUCKEUEG Kal T SE50UEVA TOUG TTAPAEVOUY aadaAr).

KaB' 6An tn Siapkela tou Micro Credential, ol ekmALSEUOUEVOL CUUUETEXOUV OE TIPAKTIKEG SpaoTNPLOTNTEC,
TIPOCOLOLWOELG KOL TIPOKTLKEG OLOKIOELG YLOL VAL EVIOXUOOUV TNV KOTOVONGCN TNG AoPAAELAG CUOKEUWV KAl TNG
npootaciog Sedopévwy. AoktoUv automenoibnon otnv edappoyn TwV VEOATIOKTNOEVTWY YVWOEWV TOUC OF
oevapLa mpaypatikng Lwng, AapBavovtag TEKUNPLWHEVEG ATTOPACELS VLA TNV ATTOTEAECUATLKI TIPOOTACLA TWV
CUOKEUWV KOl TwV deS0UEVWY TOUG.

Me tnv emtuxr ohokAnpwon tou Micro Credential "Device Security and Data Protection", oL cuppEeTEXOVTEG
OTTOKTOUV LOXUPEG YVWOELG, EMKUPWVOVTAC TNV EMAPKELR TOUG 0TNV aodAAELD TWV CUCKEUWYV TOUC KOL TNV
mpootacio Twv Se6ouévwy Toug. OMALOHEVOL PE AUTEC TIG Baotkeg Seflotntec, ol ekmoatdeudpevol sivat KoAd
T(POETOLAOHEVOL VA TEPLNYNBoUV oto PndLako tomio e automnenoibnon, Staodpaliloviag OTL oL CUCKEUEC TOUG
napapévouy acdaleic kal ta dedopéva Toug pootatsvovtal amo mBavEC amellec.

JuvomTtika, To Micro Credential "Device Security and Data Protection" elval éva JeTAoXNUATLOTLKO TIPOYP LA
mou 6ivel oTouCg eKMALSEUOUEVOUG TIPAKTIKEG YVWOELS Kol Se€LOTNTEC 0TV AodEAELD. CUCKEUWV KAl TNV
npootacio SeSopévwy. OL OUPUETEXOVTEG aVABELKVUOVTOL O TIPOANTITIKOUG PUAAKEG TwV PNPLOKWY CUCKEUWY

77



DSW W o ion

DIGITAL SKILLS WALLET

Kol edopévwy toug, eComAlopévol yla va HeTplalouv Toug Kvduvoug acdhadeiog kol va mpowBouv éva
aodaléotepo PndLako meptParlov yia toug (5loug Kat Toug AAAOUG.

EpwtnoeLg

1.

Epwtnon pe Baon oevapla oxeTika pe tnv achdAela Bluetooth: "Qavraocteite 6Tl LOALG oAokAnpwoate
TN Xpron tou Bluetooth yla va cuvdéoete tn cuokeun oag Pe €va aclppato nxelo. Mol pétpa Ba
Aappavarte yia va Stacpolioete TV aopAAELa TG CUCKEUNG 0OC LETA TNV amooUVEeaon amno To nxelo;
E€nynote toug miBavouc KvdUvoug ou eyKUHoVel n tapapovr tou Bluetooth evepyomotnuévou otav
6ev xpnolpomoleital kot ovadEpete Toug AdYoug Yyl TOug oOmoloug elval amapaitnto va
amnevepyonoleite To Bluetooth o tétoleg mepuntwoelg.”

Mpaktik aflodoynon &eflotntwv yla tn odpwon wwv: "Aaupdvete pla povada USB amd évav
ouvadehdo Tou MEPLEXEL CNUAVTIKA £yypada yla £va mepXouevo €pyo. MpLv amokTnoste mpoopach
ota apyeia, eEnynote ta BrAuata mou Ba akohouBouaoarte yLo va eKTEAECETE Lo eVOeAeX odpwaon amd
Lol¢ otnv efwteplk cuokeun amobnkeuong. Meplypadte ta epyalsia Kal to AOYLOUKO Tou Ba
XpnolpomnoloUoate Kal Th onpooia tTng Slevépyelag odpwaong oo LoUG yLa TNV MPOoTacia TG CUCKEUNG
KoL Twv dedopévwy oag."

Epwtnon KPpLTIKAG okEYPNG yLa TNV tpootacia dedopévwy: "IxeSLaleTe va PeTadEPETE OPLOUEVA apXEia
QIO TOV UTIOAOYLOTH oag ot évav eEWTePIKO okANpo &loko yla okomoucg Snuiloupylog avtlypadwyv
aopareiag. Nwe Ba Staodalilate otL n e€wrteplkr) cuokeun amoBrikeuong sival amaAlayuévn and
KOKOBOUAO AOYLOMLKO 1 LOUG TIOU €VOEXETAL VA LOAUVOUV TOV UTIOAOYLOTH oo¢ Katd tn Sdadikaoia
petadopdg; ZulnNTAOTE TN oNUAGCLA TG 0APWONC TWV EEWTEPLKWY CUCKEUWYV OmoBrKeUONG oo LoU¢ Kal
WG QUTA N TIPAKTLK GUUBAAAEL 0T OUVOALKN TipooTacia Twv Sedopévwy Kal ThV acPpAAelo TNG
OUOKEUNRG."
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OAokAnpwpévn ekmaideuvon kat epappoyn tng achaielac (MC 4.1.C.6)

Baowkég mAnpodopieg

Mpoodloplopdg Tou pabntni Omnoloodnmote MoAlTng

OAoKANPWHEVN ekmaidevon Kol
TitAOG Kol KWSLKOC TOU LULKPOTILOTOTIOLNTIKOU edpappoyn aohaAelag
Kwb: C.6: MC4.1.C.6

IPAANAIA, ITAAIA, KYMPOZ, EANAAA,
Xwpa(eg)/Neproxn(eg) Tou ekd6Tn POYMANIA
http://dsw.projectsgallery.eu

Kowormpaé&ia DSW

oL el ApBuoc €pyou: 101087628

Huepopnvia ékdoang NoéupBplog 2023

YnoBetikdg ¢optog £pyaociag mou amaltetal yla tnv

eNiTEVEN TWV LABNOLOKWY FEOTEASOHETWY

EAdLoto 3 - MéyLoTo 8 wpeg

Eninebo tng padnowakng eumelpiog mou odnyel oto EBYWNEH)
LLKPOTTLOTOTIOLNTLKO

EpWwTNOELG UE QUTOUOTN CALAVON
Tomoc agloAdynang AplBuog epwthoewy: 16- 20
Ertuyla: 75%

Mopdr cUUHETOXNS ot HaBnolakn dpactnplotnTta AcUyypovn AladiKTuakn

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL

AfLoAoynon amod ouoTIHoU
TN oTtNPLEN TOU ULKPOTILOTOMOLNTIKOU fohoynon At et
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MaBnolaka anoteAéopata

MabBnotaka anoteAéopata (BA. LOs 4.1.53, 4.1.54 ka1 4.1.55):

e Katavonote Tn onuaocia tng eknaideuong Twv epyalotévwy oe TEXVIKEG aoddaletag T,

e Avamrtuén OAOKANPWUEVWV HETPWY PUOIKNG aODAAELOC YlO TNV TPOOTACIA TWV TIEPLOUCLAKWY
oTolxelwv Tou opyaviopou.

e Na yvwpilouv tn onuaocia Tng £vvolag Tou EAEyXoU TAUTOTNTAC SUO Mapayoviwy (2FA) kal to polo tou
OTNV IOPOoXN €VOC eMUTALOV ETUMESOU MpooTaciag yla Toug Stadlktuakol ¢ AoyapLlaopouc.

Meplypadn
To Micro Credential "Comprehensive Security Training and Implementation" eival évo. oAoOKANPpWUEVO Kol

£€€16LKEVEVO TIPOYPAULLO TTIOU £XEL OXESLOOTEL yIa va eEOTMAIOEL TOUG EKMTALOEUOUEVOUC LLE TIC YVWOELG KOL TLG
6e€10TNTEC MoV amattouvtal yia va e€aodalicouv LoXUPEC TTPAKTIKEG A0DAAELOG OTOUG OPYAVIOHOUC.

To mpoypappa autod, To omoio £xel eykplBel amd tnv afloAoyn Eupwrmaikn EMITPOTMN, EMIKEVIPWVETOL OE TPELG
Baoikeg MTuxEG NG acdAAelog: Tny eknaidevon os B£pata achadetag Tr, to pétpa puoLKnG aodAAELAC KaL TOV
£h\eyxo tautotntag SUo mapayoviwy (2FA).

ITNV MPWTN eVOTNTO, Ol CUMPETEXOVTEG UBaBUVOUV OTOV KPLOoLO TOPEQ TNG KATAPTLONG YL TNV acdAAELD TNC
mAnpodoptkng. Mabaivouv mwe va ekmaldeUouV AMOTEAECUATIKA TOUG UTIAAAAAOUC OXETIKA HE TG BEATIOTEC
TIPOKTLKEC, TOL TIPWTOKOAAQ KUBepvoaodaAelag Kal tnv evatodntomnoinon oe Bpata ansthwv. Me tnh xpron
SLadpaoTIKWV PEBOSWY UABNONG, UEAETWY TEPUTTWOEWV KOL TIPAYHOTIKWY CEVAPiWY, Ol EKMALSEVOUEVOL
QVAMTUOCOUV TNV TEXVOYVWOLO yla va eKmalbeUouv Kal va Kabodnyouv Tou¢ UMAAAAAOUG OXETIKA HE TN
SladpUAaEN Twv SeS0UEVWY, TOV EVIOTILOMO TILOAVWV ATEAWVY KAL TNV OVTLLETWTILON TIEPLOTATIKWY acdaAeiog.

H 6eutepn evotnta bivel €udaon otn onuooia Twv OAOKANPWHEVWY METPpWV PUOLKAG aodaielag. O
OUUUETEXOVTEC OUITOKTOUV YVWOELG OXETIKA LE TNV 0ELOAGYNON KOL TNV AVATTTUEN LoXUPWV LETPpWV aodaleiag yia
TNV MPOOTOCLA TWV OPYAVWTIKWY TIEPLOUCLAKWY OTOLXELWYV, TNG UTTOSOWUNG KAl TwV guaicOnTtwy MAnpodoplwv.
ME£ow TIPAKTLIKWY 0OKACEWY Kal afloAoyrnoswv Xwpwv, oL ekmatbeudpevol dlapopdwvouv POCOPLOCUEVA
oxé6la aodaleiag, mov mephapfavouv éleyxo mpdoPacng, EMITAPNON KoL HETPA EKTAKTNG AVAYKNC YLO TOV
METPLAOUO TV KWVEUVWV PUOLKNG aoPAAELOG.

ITnV TPitn EVOTNTA, OL CUUUETEXOVTEG EBABUVOUY OTNV €vvoLa TOU EAEYXOU TAUTOTNTAG SUO Ttapayoviwy (2FA).
Katavoouv ta opéAn tou 2FA ylwa tnv evioxuon g acdAAElag Twy SLASIKTUAKWY AOYOPLACHWY UE TNV
npooBnkn evog mpoobetov emunmédou mpootaciag mépav Twv mopadoolakwy Kwdlkwv mpocBacng. Méow
SLa6paoTIKWY CUINTACEWVY KAl TTPAKTIKWY eMLSelEewy, oL ekmaldeudpeVOL KATavoouy Tig Stadopeg pebddoug
2FA, onw¢ ot kwdwkol ptog xpnong (OTP) kat o BLOPETPLKOC €AeyXO¢ TOUTOTNTAG, Kol pobaivouv mwe va
edapuolouv Kat va urtootnpilouv autr T BACLKN) TTPAKTIKA aodAAELaC.

KaB' 6An tn Sdpkela tou Micro Credential, ol ekmaleUOUEVOL GUUUETEXOUV OE TIPAKTIKA OEVAPLA, OLOKIOELG
pOAwWV Kal €pya uAomoinong yla va epapuocouV MOTEAECHUATIKA TLG YVWOELG TOUC. To TPOYpapa TTpowBel pia
T(POANTITLKY) KOL OUVELSNTH vooTtporia aodAAELAG, ETUTPEMOVIOG OTOUC EKTTALOEUOUEVOUCG va Aappavouv
TEKUNPLWUEVEC amOdAOELS KOl Vo TipowBoUV pia KouAtoUpa aodEAELNC OTOUG OPYAVIGUOUC TOUG.

Me tnv emtuyxn ohokAfpwon tou Micro Credential "Comprehensive Security Training and Implementation", ot
OUHMETEXOVTEC KEpSiZouv pia uPnAol KUPOUC YVWao, ETILKUPWVOVTAC TAV TEXVOYVWOLA TOUG 0TV evioxuon Tng
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OPYOVWTIKAG alodpAlelag. OMALGUEVOL e AUTO TO OAOKANPWHEVO GUVOAO SeELOTNTWY, OL EKTTALSELOEVOL Elval
KoAa efomAlopévol yla va avaAdfouv Baolkolg poAoug otnv TpowBdnon mMPpwToBouAlwv achAAeLOg, TN
Staduraln evaioBntwv Sedopévwy kal TNV mpowbnon evog aodaAol¢ Kal avOeKTIKOU OpyavwIIKOU
nieptpaiiovroc.

Zuvoyilovtag, to Micro Credential "Comprehensive Security Training and Implementation" eival éva
T(POYPOUA TIoU Sivel OTOUG eKMALSEUOUEVOUG TN SUVATOTNTA VA AVILLETWITLOOUV TIPOANTITLKA TLG TIPOKANOELS
™G 0opAAELOG OTOUC OPYOVIOUOUG. Ol OCUUMETEXOVTEC avaSelkvUOVTOL O NYETEC otnv £dapuoyn
OMOTEAECUATIKWY HETPWV aodaleiag, otnv ekmaideuon Twv epyaloUEVWY KAl 0TNY UTIEPACTILON TWV BEATIOTWY
TPAKTIKWV aodaieiag, cuupailovtag os éva acharéotepo PndLako Tomio Kat eVioXVOoVTaG TNV avOeKTIKOTNTA
TWV OPYOVIOHWY EVOVTL TWV OMELAWV OTOV KUPBEPVOXWPO.

Epwtnoelg

1. Ekmaideutikn mpooéyylon Epwtnon: "Qg¢ ekmalbeutng achdielog mAnpodoplkng, meplypadte ta
Brpota mou Ba akoAouBouoate yLa VoL CXESLACETE €Va ATIOTEAECHOTIKO TIPOYPAUUA eKTOiSEUONG TWV
epyololévwy Oe TEXVIKEG aodaAelog Anpodoplkic. Nwe Ba mpooapuolate tnv ekmaibeuon oToug
Sladopouc polouc kal ota emineda TexVikng e€eldikeuong eviog Tou opyaviopou;"

2. Epwtnon oxedlaouol ¢uaoikng acdalelac: "Elote emipoptiopévol Pe TNV AvATTUEN OAOKANPWHEVWY
UETPWV PUOLKAG aoPANELOC YL TO VEX KEVTPLKA Ypadeia Tng eTatpeiag. Meplypate ta Bactkd Apota
mou Ba kavate ywa va aflohoynoete toug TiBavol¢ Kwvduvoug aocdalelag, vo EVIOMIOETE Ta
TIEPLOUCLAKA OTOLXELO TIOU amaltouv mpootacio kol vo oxedldoete éva ox€dlo acdaleiag mou
nephapBavel Eleyxo mpooPacng, EMITAPNON KAl LETPA EKTAKTNG OVAYKNG."

3. 2FA Eme€nynon kot mAeovektiparta: "EEnynote tnv £vvola Tou gAéyxou tautotntag SU0 MaPAYOVIWY
(2FA) o kamolov mou dev eival e€oIKELWPEVOC e TOV 0po. MNeplypddte Tov TpoTO Acttoupyiog tou 2FA
KOl TOL CUYKEKPLUEVA TTAEOVEKTAILATA TIOU TIOPEXEL OE CUYKPLON UE TIG LEBOSOUG EAEYXOU TAUTOTNTOG
€VOG tapayovta, Omwe oL mapadoctakol kwdikol mpdoPaong.”

4. MMpayuoTiko ogvaplo yla v eknaibeuon oe Bépata aodpdalelag mAnpodoptkng: "Mpayuatomnoleite pa
eKTALSEUTIKA ouvedpla yla thv achdAela TnG TMANPOdOPLKAC ylo. Toug UTtAAAAAOUC €VOC peydAou
opyaviopou. EmAé€te éva amd ta akolouBa oevapla: emibéoelg phishing, aoddlela KwdKwv
npooPacng f mpootacia dedopévwy. Neplypddte MwE Ba TPOCOUOLWVATE ULa TIPOYHATIKN KATAOTAoN
TIOU OXETI{eTAL E TO ETUAEYUEVO GEVAPLO YLO. TNV OTTOTEAECUATLKA EKTIALOEUON KAl KATAPTION TWV
epyolopévwy."

5. YMlomoinon t¢g ¢uoiknc aocdpdalelag: "Metd thnv afloAdynon twv avaykwv Gpuolkng acdhAAELNG HLOG
gtalpeiog, oag éxel avoteBel n edapuoyr TWV CUVIOTWUEVWY UETPWY aocdaleiag. Meplypadte ta
Baowkd Brpata mou Ba KAVOTE yla TNV €bopUoyr) CUCTNUATWY EAEYXOU TIPOOBACNG, ETILTAPNONG KoL
Slaxeiplong emtokentwy, e€oodalifovrag tn péylotn Suvath MPOCTACIO TWV MEPLOUCLOKWY OTOLYXEIWY
ToU opyaviopoD."

6. Edappoyn kat cuvnyopio 2FA: "(2FA) yia Toug SLASIKTUOKOUG AOyoploopoUG €vOC OpyavioHOoU.
MeplypaPte ta Bripoata nou Ba akoloubroete yia tnv edappoyn tou 2FA o 6Aoug Toug utalAnAoug
Kol e€nynote mwe Ba umtootnpifete TV LLOBETNON TOU yla va Staodalicete Tny eupela xprion tou."

7. Aéopeuon Kol CUUHETOXN Twv gpyalopévwy: "Q¢ ekmatdeutn¢ aodalelag, mws Ba dtacdaiilate tnv
EVEPYO CUMUETOXN KOl EUTTAOKN TwV £pYalOUEVWY KOTA TN SLAPKELO TWV EKTALSEUTLKWV CUVESPLWV YLO
™V achdaAela tng MANPodoptkng;". MeplypdPte TIG OTPATNYIKEG TTOU Ba XpnOLLOTIOOUCATE yLa va
evBappUVETE TOUG pYalOPEVOUC VO ULOBETHOOUV TIG BEATIOTEG TIPAKTIKEG LOPAAELAC OTNYV KAONUePLVA
Tou¢ epyaocia’.

8. ZUykplon peBOdwv 2FA: "Iuykpivete kal avrtutapafdarlete dUo SladopeTikég LeBOSoug eléyyxou
toutotnTag Vo mapayovtwy (M. kwdlkoU¢ TpocBaong Wag XPAong Kot PBLOUETPLKO EAey)o
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tautotntag). EEnynote ta mAsovektipata kat T aduvapiec kaBe pebodou kal mpoodlopiote
OUYKEKPLUEVO OEVAPLO OTIOU N Uia péBodog umopel va eival mo katdAAnAn amo tnv GAAn."

Evnuépwon yla tnv aodp@Aela otov KUBEPVOXWPO KaL MPOOTACia CUCKEVWV

(MC4.1.C.7)

Baotkeg mAnpodopieg

MpoodLoplopog Tou pabnti

TiTAOG Kol KWELKOG TOU LULKPOTILOTOTIOLNTLKOU

Xwpa(eg)/Neproxni(eg) Tou ekddtn

QOopéag(-eg) amovoung

Huepopnvia ékdoang

YnoOetikdg $oOpToC £pyaciag mou ammalteltal yia tnv

eNiTeUEN TWV HABNOLOKWY SFEOTEASOHETWY

Eninedo tn¢ padnolakng sumelpiog mou odnyel oto
LKPOTILOTOTOLNTIKO

Tomog agloAéynong

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa

Tomog StaodpaAiong moldTnTAg Mou xpnotponoleltat yla
TN oTNPLEN TOU UIKPOTILOTOMOLNTLKOU

Omnoloodnmote MoAlTng

Evnuépwon ywa tnv acddAela  otov
KUBEPVOXWPO KAl TPOOTAGLO CUGKEUWV
Kwd: C.7: MC4.1.C.7

IPAANAIA,
POYMANIA
http://dsw.projectsgallery.eu

ITAAIA,  KYMPOZ, EAAAAA,

Kowomnpa&ia DSW
AplBuog €pyou: 101087628

NoéuBplog 2023

EAdxloto 3 - MéyLoto 8 wpeg

ADVANCED

EpwTAOCELG e auTOUATN orpavaon
AplBuog epwthoswy: 16- 20
Ertuyla: 75%

AcUyxpovn AladIKTUaKn

AfloAdynon amo OUOTIHOUC
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MaBnolaka anoteAéopata

MabBnaotaka arnoteAéopata (BA. LOs 4.1.56, 4.1.57 ka1 4.1.58):

o [vwpilete MWE va SLAYVWOETE KOl VA AVTIHETWIIoETE TpoPARUaTa aodaAelag OTIC CUOKEUEG OO,
gvtornilovtag nmbavo KakOBouAo AOYLOULKO 1) anonelpeg N e€ouclodotnuévng mpdofaacnc.

e Katavorote toug miBavol¢ KvdUvoucg tNnG amoBnkeuong KwdKwv mpooBacng o TPOYPAUUATO
Tepiynong oto SLlabiktuo Kal tn onuooia tng xpnong ebikwv epyodeiwv Slaxeiplong KwoKwv
npoopaong.

e Avamrtifte éva TPOoWMLKO oXESLo eualoBbntomoinong oe Bépota kuBepvoaoddlelag, wote va
EVNUEPWVEDTE LA TLG TPEXOUOEG OMEIAEC KL VAL ULOBETETE BEATLOTEG TIPOKTLKEG YLOL TNV TIPOOTACLA TWV
T(POCWTILKWY CUOKEUWV Kal SeS0UEVWV.

Neptypadn

To Micro Credential "Cybersecurity Awareness and Device Protection" sival éva oAokKANPpWHEVO KOl TIPOKTLKO
TIPOYPAHO TTIOU €XEL OXESLAOTEL YL VOl EVOUVOUWOEL TOUG EKTTALOEUOUEVOUG E BACLKES YVWOELG Kl HEELOTNTEC
OTOV TOMEQ TNG KUBepvoaodAAsLag.

AUTO TO TPOYPOLA ETILKEVTPWVETAL OE TPELG {WTLKEC TITUXEC TNG KUBepvoaodaAelag, wote va SlachaAloTel n
T(POOTACLO TWV MPOCWTTILKWY CUCKEUWV Kol SE80UEVWV.

ITNV MPWTN EVOTNTO, OL CULETEXOVTEG ELOEPYOVTAL OTOV MPAKTIKO KOOWO TNC SLAyVWaong KoL TNC OVTLLETWITLONG
npoPAnUaTwy aodaleiag OTIC CUOKEUEG TOUG. MEow SLadPaCTIKWY TIPOCOUOLWOEWY KOL TIPOYUOTIKWY
oevapiwy, oL eKmalSeUOUEVOL ATIOKTOUV TEXVOYVWOLO OTOV EVIOTIOUO TUOAVWY HOAUVOEWV amo KakOBouAo
Aoylopko, otnv  avixveuon TmpoomaBewwv pn  e€ouctodotnuévng mpdoPacng kal otnv  edappoyn
QTTOTEAECHUATIKWY OTPATNYIKWY ATMOKOATACTAONG. KATAKTWVTOG QUTEG TIG SEELOTNTEG, OL GULLLETEXOVTEG UITOPOUV
VO TIPOOTATEVOUV TPOANTITIKA TIC CUOKEVEG TOUC amd amelhég aodaleiag kal va Statnpolv TV akepoldtnTa
TWV PnPLOKWVY TEPLOUCLAKWVY TOUG OTOLXELWV.

H 8eltepn evotnta e€etalel Toug mBavoUlg KIvEUVoUC TTOU eYKUMOVEL N amoBrkeuon kwdlkwv npdoPaong os
TIPOYPAUHATA TIEPLAYNONG LOTOU KoL TOV KABOoPLOTIKO pONO Twv £l8IKWV gpyadeiwv Slaxeiplong KwdIKWv
npooPaong. OL ekmaALSeUOUEVOL SLEPELUVOUV TA TPWTA ONUELD TTIOU OXETI(OVTAL E TNV ATOBAKEVON KWELIKWY
TPOCPOONG OE MPOYPALOTA TIEPLAYNONC KoL TouC auénuévoug Kivduvoug pn e€ouclodotnuévng mpocpaong oe
gvaiodntoug AoyaplacpoUls. OTALOUEVOL LE AUTEC TIG YVWOELG, OL CUUETEXOVIEG AVOKAAUTITOUV TN onuaocia
™¢ xpnong aflomotwy epyodeiwv Slaxeiplong kwdlkwv mpocBacng yla Tth dnuioupyla Kat thv acholn
amoBnkevon cUVOETWY, HOVASIKWY KWSKWV TPooBacng yia KaBe Aoyoplaopd. OL TIPOKTIKEG SpaoTNPLOTNTEG
ETUTPETOUV OTOUC EKTTALSEVOUEVOUC VO EGAPUOTOUV LOXUPEG TIPAKTIKECG SLaxelplong Kwdilkwv mpooBacng yla
NV evioxuon TN SLadLKTUaKN G Toug achAAELOC.

TNV TeAeuTAlO EVOTNTA, Ol CUUHUETEXOVTEC AVONTTUOO0UV €va eEOTOMLKEUUEVO OXESLO gualoBntomoinong yla
™V KUBEPVOOODAAELD, WOTE VA EVNLEPWVOVTOL VLA TLC TPEXOUOEC ATEIAEG KOl VAL ULOBETOUV BEATLOTEG TIPOIKTLKEG
yla TNV TPOOTACLA TWV CUCKEUWV Kal Twv dedopévwy. Mabaivouv nmwg va €xouv mpooPacn og aflOmMLOTOUG
TOPOUC KU BEpVoacdAAELAC, VO TTAPAKOAOUBOUV TIG EVNLEPWOELG TOU KAASOU KL VA TIOPALEVOUV OE EYPryopoh
omévavtl ot avoduopeveg amelléc otov KuBepvoxwpo. KoAAEPYWVTAC HLOL TIPOANTITIKI) VOOTPOTIiOL Kot
edapuolovrag PEATLOTEG PAKTIKEG AOPANELAG, OL CUUHUETEXOVTEG SNILLOUPYOUV Lo LOXUPH ALUVO OTTEVAVTL O
mOaveg emBEoELG OTOV KUBEPVOXWPO KaL TapoPLAoELS SeSoUEVWV.
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KaB' 6An tn dudpkela Tou Micro Credential, ol ekmalSsuOeVOL CUUUETEXOUV O SLaSPAOTIKEG afLOAOYNOELC,
TIPOKTLKEG OLOKNOELG KAl EEATOUIKEVEVA OXESLA SpAoNC yLa va epapOooUV TIC VEOOTTOKTNBE(oEC YVWOELG TOUC.
To mpoypappa divel Eudacn atnv KpLTkn okePn, Ty eniluon MPoPANUATWY KAl TNV ULOBETNGN TTIPOANTITIKWY
METpWV aodalelag yla TNV MPooTacio TWV MPOCWTILKWY CUCKEUWVY Kal SE80UEVWY OTO ONUEPLVO SUVAULKO
PnoLako tomio.

Me tnv emtux) ohokAnpwon tou Micro Credential "Cybersecurity Awareness and Device Protection", ot
CUMUETEXOVTEG AapPBdavouv Tnv Tiiotomnoinon tou MC. H avayvwplon autr EMIKUPWVEL TNV LKAVOTNTA TOUG 0TN
Slayvwon mpofAnudtwy acpaleiag, Tn xpHon TexvVikwyv aodpaloug Slaxelplong Kwdkwv mpocpaong Kal tnv
avantuén evog mpoAnmrtikou oxediou evaloBntomnoinong otov KuPfepvoxwpo.

Ev katakAeib,, to Micro Credential "Cybersecurity Awareness and Device Protection" mopéxelL otoug
eKTIALOEVOUEVOUC BaOIKEG §ELOTNTEG KAl YVWOELG KUBepvoaodAAeLOg yia ThV pootacia tng YndLakng Toug
{wNg. Ol CUMMETEXOVTEC AVASELKVUOVTAL O TIPOANTITIKOUG UTIEPAOTILOTEC TWV QTEIAWY OTOV KUBEpvoXwpo,
£EOTMALOUEVOL YLOL TNV TIPOOTACLO TWV TIPOCWTTLKWY CUCKEUWV Kal S£SoUEVWY Kal cupBAANoUV oTnv olkoSounon
£vOC aodoréotepou PndLakol oLKOCUOTAUATOC Yot TOUC 18LoUG KAl TIG KOWVOTNTEG TOUG.

Epwtnoelg

1. Noapoatnpeite 6TL 0 UTIOAOYLOTAC GAG ASLTOUPYEL TILO apyd artd To ouvnBLoUEVO Kal OTL AapBAveTe cuyva
avaduopeveg Sladpnpuioelg katd tnv meptnynon cog oto Stadiktuo. Moo mpofAnpa achaieiog Ba
unopoloate va urntolaoteite kal ota rpata Oa akoAouBoloaTe yla TNV AVILUETWIILON KoL €TAUGCN
outol Tou poBARUATOC;

2. E&nynote toug miBavolg KwdUVoUug ToOU eyKupovel n amoBnksuon kwdlkwv mpdoPacng oe
T(POYPAUHATA TIEPLYNONG OTO SLadikTUO Kol MwG Uropel va B€oel og KivBuvo TV NAEKTPOVIKY OaG
ooddlela. Mowa eivol Ta TAgOVeKTAUATA TNG XPNONC £8IkWV epyaleiwv Sloxeiplong Kwdkwv
MPOCPACNG KAL TIWG EVICXUOUV TNV aohAAELd TWV KwSLKWV pdofaong;

3. @avrtaoteite otL AapPBavete Eva uRvupa nAekTpovikoU TaxuSpopeiou mou daivetal va TpoEPYETaL OO
Vv tpaneld oag Kal oag {NTAd va KAVETE KALK O€ €vav oUVOECHO YLa VA EVNEPWOETE EMELYOVIWG Ta
otolxela Tou AoyaplacpoU oag. TLTIPEMEL VO KAVETE yLa va eMAAnBOgUOETE T VOULLOTNTA Tou email Kat
VO TPOOTATEVTETE amod To va éoete BUUa andtng phishing;

4. Avantulte éva ox€Slo evaloBntomnoinong otov KUBEpVoxwpo, 0To omolo eplypddovtal Ta BrApata mou
Ba akoAOUBNOETE yLA VO EVNEPWVECTE OXETIKA LE TIG TPEXOUOEG AMENEC KOL TIC BEATLOTEG TIPAKTIKEG
yld TNV TPOOTACLO TWV TIPOCWIILKWY O0C CUCKEUWV Kol Sedopévwy. MepAAPBETE CUYKEKPLUEVEC
EVEPYELEG OTLG omoleg Ba mpoPeite, OMwWE N eyypadn o€ MNYEC ELBAOEWV yLa TNV KuBepvoaodalela, n
gVepyoTmoinon Tou eAEéyXou TOUTOTNTAG SU0 TTAPAYOVIWY KOL N TOKTLKI EVNUEPWON TOU AOYLOMLKOU TNG
OUOKEUNG 0.
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MponYyUEVEC TIPAKTIKEG AODAAELAC VLA TIPOCWTILKEG CUCKEUEG KaL CUOTHUOTA

(MC 4.1.C.8)

Baotkeg mAnpodopieg

Mpoodloplopdg Tou pabntni

TiTAOG Kol KWSLKOG TOU LUKPOTILOTOTIOLNTLKOU

Xwpa(eg)/Neproxni(eg) Tou ekddtn

QOopéag(-eg) amovoung

Huepopnvia £ékdoong

YrnoOetikdg $OpToC £pyaciag mou amalteltal yia tnv

eNiTeUEn TWV HABNOLOKWY SFEOTEASOHETWY

Eninedo tng padnolakng sumelpiog mou odnyel oto
LKPOTILOTOTOLNTIKO

Tomoc agloAdynang

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN otNPLEN TOU ULKPOTILOTOMOLNTLKOU

Onoloodnmote moAltng

MPONYUEVEC TPOKTIKEG oodAAelag yLa
TIPOOWTILKEC CUOKEUEG KOL CUOTHHOTA
Kwd: C.8: MC4.1.C.8

IPAANAIA,
POYMANIA
http://dsw.projectsgallery.eu

ITAAIA,  KYMPOZ, EAAAAA,

Kowomnpa&ia DSW
AplBuog €pyou: 101087628

NoéuBplog 2023

EAdLoto 3 - MéyLoTo 8 wpeg

ADVANCED

EpwTAOCELG e auTOUATN orpavaon
AplBuoc epwtnoswy: 16- 20
Ertuyia: 75%

AcUyxpovn AladIKTUaKN

AfloAdynon amo OUOTIHOUC
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.59, 4.1.60):

e  Yi00eToTE QELOTIOTO AOYLOWULKO TIPOOTACIAC Ao LoUC KAl KAKOBOUAO AOYLOULKO OTLG TIPOCWITLKES
OUOKEUEG YLOL TOV EVTOTILOMO KOIL TNV AITOUAKPUVOHN TIOAVWY AIEAWV.

e Edoapudote ehéyyouc mpoocBaong ya Tn puBULON Kal TOV TMEPLOPLOUO TNG €Ll0060U OE CUOTNUATA,
Aoyoplaopoug f mpoowrtikd podiA, e€acdalilovrag kaAUtepn aopAAELO KOL TPOCTAGLA TNG LOLWTIKAG
{wn|g.

Neplypadn

To Micro Credential "Advanced Security Practices for Personal Devices and Systems" sivat éva €el8Ikeupévo
TIPOYPAUHA TIOU EXEL ETILUEANDEL yLa VO TTOPEXEL OE ATOUO TIPONYUEVEG TEXVIKEG aodaleiag yla TNV tpoataacia
TWV TIPOCWIILKWY TOUC OUCKEUWV Kol Twv Pndlakwv toug mpodid. Autd To OAOKANPWHEVO HABNUa
ETUKEVTPWVETAL 0 SU0 BACIKEG LKAVOTNTEG IOV €lval KPIOLUEG yLla TNV evioxuon tng Yndlakng acdpaielog Kot
™N¢ WLWTIKAG LwNC.

H mpwtn evotnta sivol aplepwUEVN OTNV EVOUVAUWON TWV CUMUETEXOVIWV HE TIG YVWOELG Kal TI¢ de€lotnteg
yla TNV ULoBETNGN ALOTILOTOU AOYLOLILKOU TIPOOTACLOG OO LoUG Kol KAKOBOUAO AOYLOLKO OTLC TTPOCWTTLKEG TOUC
OUOKEUEC. E€epeuvvtag TG BEATIOTEG IPAKTLKEG YLO TNV EMAOYH KOL EYKATAOTOON OMOTEAECUATIKWY AUCEWV
aopaAeiag, ol eEKMOLOEVOUEVOL ATTIOKTOUV YVWOELG OXETIKA LE TOV EVIOTLOUO KOl TNV AMOUAKpUVCh TiBavwv
OTEAWV TIOU UImopouV va BEcouv og KivEuvo TNV 0KEPALOTNTA TWV CUCKEUWV TOoUuG. Ta CGEVAPLA TIPAYLATLKOU
KOOWOU KOl Ol TIPAKTIKEG TIPOCOUOLWOELG ETLTPETIOUV OTOUG OUUUETEXOVTEG VO DAPUOCOUY TV TEXVOYyVWala
TOUG OTOV EVTOTILOUO KAL TOV LETPLAGHO SLopOpwV TUTIWV KAKOBOUAOU AOYLOULKOU, CUUTEPIAOUBAVOUEVWV LWV,
trojans kal spyware. KataKTwvtog Tn Xpron outwy Twv Bacikwv epyaleiwy, oL ekmaltdsuopevol Snuoupyouv
HlO oxupnl Apuva omévavilt otic Pndlakég omeldég Kal evioyUoOuv T OUVOALK Tou¢ Béon otnv
KUBepvoaodaAeLa.

Ytn 6eltepn evoTNTA, OL CUUUETEXOVTEG EPBaBUvVouV oTn odaipa Twv eEAEyxwy MPooBacng KaL Tn onuooia Toug
oth pUBULON TNG EL0G60U Og GUOTANATA, AOYaPLACHOUG KOl TIPOCWITLKA TPOdiA.

O eknaibevodpevol Ba eEepeuvrioouv dladopeg nebddoug eAéyxou mpdoPaocng, Omwe Kwdkoug mpdofaong,
€Aeyx0 TAUTOTNTOC TOAAQTAWY TTAPAYOVTWY Kot EAeyxo mpocBacng Bacel poAwv (RBAC). MPaKTIKEG 0LOKNAOELG
KaBobnyoUV TOUG CUUUETEXOVTEG OTN SLapopdwaon eAéyxwv MpooBacng yla Stadopa cevapla, EMITPEMOVTAG
ToUuG va SLachaAicouv amOTEAECUATIKA Ta SeS0UEVA, TIG EDAPHUOYEG KAL TG SLASIKTUAKEG TAUTOTNTEG TOUG.
ErutAéov, n evotnta tovilel Tn onpoocia tng dLatnpnong LoXupwy Kal Lovadlkwyv KwSIKwV pocBacng ylo thv
gvioyuon Twv UNxaviopwv eAéyxou mpocBacng, Lelwvovtag Tov kivouvo pn e§ouclodotnuévng mpooBaong kat
mBavwyv napapLacewy Se5oUEVWV.

KaB' 60An t Owdpkela tou Micro Credential, oL ekmawdevopevol Ba aflodoyouvtal PECcw SLadpaOTIKWY
MOONUATWY, TPAKTIKWY EPYOOLWY KAl TIPOCOUOLWOEWY TIOU OVTLIKATOMTPI{OUV TIPOYUATIKEG TIPOKANOCELG
oodaleiag. OL cuppetéxovieg Oa avamtuéouv Pabld KOTavonon TwV TPONYUEVWY TIPAKTIKWV 0odpAAELag,
ETITPEMOVTAG TOUC VO TIPOOTATEVOUV TIPOANTITIKA TIC TIPOOWTILKEG TOUC OUOKEUEC Kal Ta YndLakd toug
TieploucLakad otolyeio amod Tig avaduOpeveS OmeIAEG.

Me tnv emtux olokAnpwon tou Micro Credential "Advanced Security Practices for Personal Devices and
Systems", oL cuppEeTEXovTeg Bo AABOUV TNV OVayVWPELON TIOU ETILKUPWVEL TNV EMTAPKELA TOUG 0TNV UL0BETNON Kal
ebappoyn mponypEévwy HETpwY acdadeiog, evioyvovtag tnv aflomiotia Toug oto Ttomio g PYndlakng
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aoddalelag.

Tupnepaopatikd, To Micro Credential "Advanced Security Practices for Personal Devices and Systems"
£pod1alel TOUG EKMALOEVOUEVOUC UE TNV TEXVOYVWOLN TTIOU QTTALTEITAL YL TNV AMOTEAECUOTLKN TTPOOTACLA TNG
Pnoakng Toug Lwng. OMALopEVoL e pLa Babutepn KATAVONGoN TOU OLOTILOTOU AOYLoMKOU acdaAeiog, Twv
TIPONYMEVWY EAEYXWV TIPOOPAOCNC KOl TWV TPOKTIKWY aodarols KwoIKoU mPooBoong, Ol CUUETEXOVTEG
avadelkviovtal o€ EUMELPOUC GUAAKEC TWV MPOCWTIIKWY TOUC CUCKEUWVY KOl CUOTNHATWY, Tipowbwvtag éva
aodaréatepo PndLako olkooUoTNHA YLO TOUG (8LoUC Kal TV Kowwvia 6To cUVOAS TnG.

EpwtnoeLg

1.

Mati gival onUAvTiko va ULOBETHOETE afLOTILOTO AOYLOULKO TpooTaciag omd Loug Kol KakoBouAo
AOYIOUIKO OE TPOOWTILKEG OUOKEVEG, Awate mapadeiypota mbovwy amelAwy MoU AUTEG oL AUOELG
AoyLlopkol pmopouv va BonBroouv 6ToV EVIOTIOWO KoL TNV AmopAaKpuvan.

E€nynote tnv €vvola twv eAéyywv mpooBacng Kal tov poAo Toug otnv efacdalion KaAUTEPNG
aopaAelag kot mpootaaciag tng LOLwTKAG {whG YL CUCTAUATA, AoyapLaoUoUC i TPoowTilkd tpodiA. Na
Swoete ouyKekpLuéva mapadsiypata pebodwv eAéyyxou mpdoBacng Kol oevapiwv OMou Pmopouv va
£papUoOTOUV OMOTEAECUATIKAL.

Qavrtaoteite OTL POALG ayOpACATE WULA VEQ TIPOCWTILKY) CUOKeLN. MeplypaPte ta Prupata mou Ba
okohouBoUoaTe yla va EPEUVNOETE, va EMAEEETE KOL VO EYKATOOTNOETE QAfLOTILOTO AOYLOULKO
TPOOoTACLOC amo LU KAl KAKOBOUAO AOYLOULKO OTN CUOKEUT 0ag.

Elote unebBuvol ylo TNV achdiela plag SLoSIKTUOKAC eDAPUOYNAG TIOU XPNOLUOTOLE(TAL Ao Toug
umaAAnAoug tou opyavicpol oag. Meplypadte nwe Oa edpapuolate eAéyyoug mpooBacng ylo T
pUBULON KAl TOV TEPLOPLOUO TNC €L0080U ota SLAdopa XAPAKTNPLOTIKA KOl TLG AELTOUPYLIEG TNG
ebappoynG. JuPTMEPAGPETE  TIC OUYKEKPLUEVEG peBOBoug eléyyou TpocPoaong mou Ba
XPNOLLOTOLOVOATE KOL TO OKETTTIKO TWV EMIAOYWVY GO,
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Alaxeipion kwdUvwv kKuBepvoaocddlelag kal evaloBntomoinon Ttou
npoowrukou (MC 4.1.D.1)

Baotkeg mAnpodopieg

Mpoodloplopdg Tou pabntni Omnoloodnmote MoAlTng

Awaxeiplon kwdUVwWY KuPBepvoaodalelag
T{tAoG KAl KWwSLKOG TOU JULKOOTILGTOTOLNTIKOU Kat evalodnTonoinon Tou MPOCWTILKOU
Kwéd: A.1.A.1

IPAANAIA, ITAAIA,  KYTMPOZ, EANAAA,
Xwpa(eg)/Neproxni(eg) Tou ekddtn POYMANIA
http://dsw.projectsgallery.eu

Kowomnpa&ia DSW

R ) ORI AplBuog €pyou: 101087628

Huepopnvia £ékdoong Noéupplog 2023

YrnoOetikdg $OpToC £pyaciag mou amalteltal yia tnv

EAdyLoto 3 - Méyloto 8 wpe
eNiTeUEn TWV HABNOLOKWY SFEOTEASOHETWY X Y PES

Eninedo tng pabnolakng eumelpiog mou odnyel oto ERGIEN)
LKPOTILOTOTOLNTIKO

EpwTAOCELG e auTOUATN orpavaon
Tomoc agloAdynang AplBuog epwthoewy: 16- 20
Ertuyia: 75%

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa AcUyxpovn AladiKTuakh

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN otNPLEN TOU ULKPOTILOTOMOLNTLKOU

AfloAdynon amo OUOTIHOUC
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Mabnolokad anoteAéopata
MabBnotaka armoteAéopata (BA. LOs 4.1.61, 4.1.62 ka1 4.1.63):

° Katavonote tn onpaocia tng Ste€aywyng eTnoLag ekmaldeuong evalodntonoincng Tou mpocwrikol
oe B£pata kuBepvoacdalelag.

° AvaAUOTE KOl KOTNyoplomoL)ote toug mibavoug kivduvoug kuPepvoaocddielag pe Bdaon Tov
avtiktumo kal tnv rmbavotnta epudavicng Touc.

. No emave€eTaleTe KOl VO ETILKALPOTIOLEITE TAKTLKA TLG TIOALTIKEG Kall T Stadlkaoieg mou axetilovral

UE TNV aodAAELQ OTOV KUPBEPVOXWPO.

Neplypadn

To Micro Credential "Cybersecurity Risk Management and Staff Awareness" eival éva oAokAnpwpévo
TPOYPAUHO TIOU €XEL OXESLOOTEL yla va €€OTALCOEL TA ATOMA HE TNV TEXVOYVWOIQ Yyl TNV OMOTEAECUATLIKN
Slaxeiplon twv KWwdUVWV KuBepvoaodAAELAG OTOUG OPYAVIOUOUC TOouG. AuTO To £€elSLkeUpEVO padbnuo
ETUKEVTPWVETAL OE TPELC PAOCLKEG IKAVOTNTEG TOU €ival BepeAlWSELC yia TN SLaoPAALon LOXUPWY TIPAKTIKWY
KuBepvoaodAlelog kal TNV mpowdnon pLaG KOUAToUupag eualcbntomoinong tTou mpoowrikol ot Bfuata
aopaAeLag.

H mpwtn evotnta umoypappilel tn onuaoia tng Sleaywyng etnolag eknaidsuong evalobntomoinong tou
T(POCWTILKOU o€ Bépata aoddalelag otov KuBepvoxwpo. Ol CUMUETEXOVTEG Ba LaBouv Mwe oL ekMatdeUUEVOL KO
o€ gypriyopon epyalopevol dtadpapatifouv kaboploTtikd pdAo otn StadUAaln Twv MEPLOUCLAKWY OTOLXELWV Kall
Twv Sedopévwy Tou opyaviopol amd anellég otov KuBepvoxwpo. Me TNV KATAVONon TWV KOWWV KvdUvwy
KUBepvoaodAAelag Kol TwV PEATIOTWY TIPOAKTIKWY, OL EKTALSEUOUEVOL UTTOpOUV VO TIPOCOPUOCOUV
OTTOTEAEOUATIKA EKTTALSEUTIKA TIPOYPAUUATA YO TNV OVTIUETWILON TWV OUYKEKPLUEVWY QVOYKWV TOU
opyaviopoU Ttouc. Mpaktikd mapadsiypato kol HeAETeg mepimtwong 0a avadeifouv Tov avtikTumo Tou KoAd
EVNUEPWHEVOU TIPOCWTIKOU OTOV HETPLOOUO TWV KIvSUVWV Kal otnv mpowdnon plag avOekTikng otdong
KUBepvoaodaAelag.

Ytn Sevtepn evoTNTA, OL CUUUETEXOVTEG Ba euBaOUvouv GToV KOGHO TNG AVAAUGNE KAl KOTNyopLomoinong Twy
KWoUVWV KuBepvoaoddalelag. OL skmotdeudpevol Ba amoKToouv MOAUTIUEG YVWOELG yla TNV ofLoAdynon
mbavwy anelAwyv He PBACN TOV OVTIKTUTIO Kol tnv miboavotnta epudaviong touc. Méow pebodoloylwv kot
mAatolwv afloAdynong KwwdUvwv, oL CUPUETEXovVTeEG Ba uabouv va LEpapyouVv KOl VO KATAVEUOUV
OTTOTEAECUATIKA TOUG TOPOUG YL TNV QVILLETWITLON TWV MO KPIoWwV Kvduvwy KuBepvoaocddietag. Ot
TIPOKTLKEG AOKNOELG Ba SWOOUV OTOUC EKTALSEUOUEVOUG TNV LKOVOTNTA Vo EKTEAOUV afloAoynoelg Kwvduvou,
ETUTPEMOVTAG TOUG va evtomilouv TpwTtd onpela, va epapuolouv avIIHETpA Kol va BEATLOTOMOLOUV TLG
OTPATNYLKEG KUPBEpVOAOPAAELQG.

H tpitn evoTNTA EMIKEVIPWVETAL OTN CNUOOLA TNG TAKTLKAG avaBewpnong Kol EMKALPOTIOINGNG TWV TOALTIKWY
Kot dladikaolwv KuBepvoaodadelag. OL CUUMETEXOVTEG Ba Slepeuvrioouv TIG BEATIOTEG TPAKTIKEG yLa TN
Snuoupyia kat t Statrpnon oAoKANPWHEVWY TIOATIKWY KUBepvoaodalelag mou euBuypappilovral Pe Toug
OTOXOUC TOU OPYOVLOHOU KOL TIG OTTALTAOELG CUMUOPPWOoNG. Oa pdbouv mwe va mposapUolouV TLG TTOALTIKEG Kall
TG SL06IKAOIEG WOTE VA AVTIHETWIIOUV T avaSUOUEVEG OMENEG OTOV KUBEPVOXWPO Kal T aAhayEC oTo
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TEXVOAOYLKO TOTO. [MPOKTIKEC HEAETEG TEPUTTWOEWV Kol OMOSIKEG oulntnoelc Ba emtpéPouv OTOUG
EKTIALOEUOEVOUG VOl EVIOTILOOUV TOUELG TIPOG BeATiwON Kal va ePpappOCOUV TLG ATIOPALTNTEG EVNUEPWOELG YL
TNV evioyuon t¢ apuvag Tou opyaviopol ToUG 6ToV KUBEPVOXwWPO.

KaB' 6An tn Stapkela tou Micro Credential, ol ekmatdsvopevol Ba aflodoyouvtal LEow EVOE cUVEUATHOU KOUIL,
MEAETWV MEPUTTWOEWV KOL TIPAKTIKWY EPYACLWYV TTOU AELOAOYOUV TNV LKAVOTNTA TOUG va HapUETOUV TLG YVWOELG
TIOU QTEKTNOOV OE TPAYUATIKA oevapla. Ol cuppetéxovteg Ba avadelyBolv pe Babutepn katavonon tng
Slaxeiplong twv KwdUVwWV kKuBepvoaoddAelag Kal Tou poOAou TNG ekmaidevong svalcbnrtomoinong Ttou
TIPOCWIILKOU OTNV powBnan evog acdalolg opyovwTikou meptBaiiovtoc.

Me tnv erutuxn ohokAnpwon tou Micro Credential "Cybersecurity Risk Management and Staff Awareness", ot
CUUUETEXOVTEC Bl ATOKTAOOUV HLa LOXUPH KaTavonon ot Slaxeiplon twv KvdUvwV KU BepvoacdAAELG KaL TNV
npowBnon plag KouAtoupog evaloBntomnoinong Tou mpoowrikol o Bépata aodalelag, cupBarlovrag otnv
gvioyuon twv Mpaktikwyv KuBepvoacddlelog o SLadopoug opyaviouoUt.

Juvomtikd, to Micro Credential "Alaxeiplion KwwdUvwv otov KuBepvoxwpo Kal sualcbntomoinon tou
TIPOCWTILKOU" TTAPEXEL OTOUC EKTTALSEUOUEVOUC TIG YVWOELG KOL TIG S£ELOTNTEC YLO TNV AITOTEAECUATLKY avAaAuoh
TwWV KWwSUVWY OTov KUPBEPVOXWPO, TOV OXESLAOUO OTOXEUUEVWV  EKTIOUSEUTIKWY  TIPOYPOUUATWY
guaoONTomoinonNg Tou MPOCWIKOU Kal TN SLatnpnon EMLKOLPOTIOINUEVWY TIOATIKWY Kol Sladikaolwv
KuBepvoaoddalelag. Evioxlovtag ta dtopo vo AOUPAVOUV TIPOANTITIKA METPA KATA TWV OMENWV OToV
KUBepvoxwpo, autd to Micro Credential Siadpapotilel kpiopo polo otnv evioxuon tng Yndlokng
QVOEKTLKOTNTOG TWV 0PYOVIOUWV o€ dLadopoug KAASouc.

Epwtroelg

1. Tl n Oe€aywyn etnolag eskmaibeuong evalwobBntomoinong Tou TNPoowrikol o Bfpata
KuBepvoaoddAelag ival amapaitntn yla Toug opyaviopous; AwWOTE CUYKEKPLUEVA Ttapadelypata yla
TO WG Ol KOAA evnuepwpévol epyalopevol HUmopoUV va CUMPBAAOUV 0t KAAUTEPEG TIPOKTLKEG
KuBepvoaodaAelag.

2. Nepypadte tn Stadkacia avaAuong KOl KATNYopLOTIoinong Twv mibavwy KvdUvwy KuBepvoaodAAeLag
Me BAon Tov avtiktumo kal tnv mbavotnta epdaviong touc. Nwg auth n afloAdynon Kwwduvwv Bonba
oTNV LEPAPXNON TWV HETPWV acdaAelag KAl OTNV KATAVON TWV TIOPpWV;

3. Tuotl elvat JwTkAg onUaciog Yo Toug 0pyaviopoUg va avaBewpolV KoL VO ETIKOLPOTIOLOUV TAKTIKA TLG
TIOALTLIKEC Kal TG Stadikaocieg mou oxetiovral pe TNV aopaiela otov KuBepvoxwpo; Mwe pumopouv ot
Eemepaopévec MOALTIKEG va B€oouv os kKivouvo tn Béon aodaleiag Tou opyaviopou;

4. Elote enmayyelpatioc achdielog mAnpodoplkng kat cag €xel avatebel n Sie€aywyn ekmaibevong
gvalodntomnoinong tou mpoowrikol oe Opata kKuPepvoaodalelag yia pla etalpeio. Mepypddte ta
Baolkd Bfpata Kot TG BEATIOTEG TIPOKTIKEG Ttou Ba cupmep\dBate oTo eKMALSEUTIKO TIPOYPALUA,
Aappavovtag urtdyn tov KAASO0 TNE ETALPELOC KAL TIC CUYKEKPLUEVES TIPOKANCELS aodaAelag.

5. Qavrtaoteite 0Tl glote avaAutig KwdUVWY KuPBepvoaodAAELag Yl £vVol XPNUATOTILOTWTLKO Spuua.
Avalvote éva UTtoBEeTIKO oevApLo KIvEUVOU KUuBepvoaodAAELAS, KATNYOPLOTIOLWVTAS TOUG KLVSUVOUG e
Bdon Ttov avtiktumo kat tnv mbavotnta epdaviorg Toug. MapEXETE CUCTAOELG VLA TOV UETPLACUO TWV
EVIOTUOMEVWVY KLWVOUVWY Kol €ENyNOTE yLOTL T METPA QUTA €ilval amapaitnTa yla tn oTpatnylkn
aoPAAELAC TOU OpYAVIOHOU.
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KuBepvoaodpalela e enikevipo ta dedopéva kat dlaxeiplon mAeovaldoviwy

dedopévwy (MC 4.1.D.2)

Baotkeg mAnpodopieg

Mpoodloplopdg Tou pabntni

TiTAOG Kol KWSLKOG TOU LUKPOTILOTOTIOLNTLKOU

Xwpa(eg)/Neproxni(eg) Tou ekddtn

QOopéag(-eg) amovoung

Huepopnvia £ékdoong

YrnoOetikdg $OpToC £pyaciag mou amalteltal yia tnv

eNiTeUEn TWV HABNOLOKWY SFEOTEASOHETWY

Eninedo tng padnolakng sumelpiog mou odnyel oto
LKPOTILOTOTOLNTIKO

Tomoc agloAdynang

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN otNPLEN TOU ULKPOTILOTOMOLNTLKOU

Onoloodnmote moAltng

KuBepvoaodalela e emikevipo Ta
bdebopéva kal Staxeiplon mAeovaldviwy

Sdebopévwy

KinR: N2 NAC A1 NN

IPAANAIA, ITAAIA,  KYMNPOZ, EAAAAA,
POYMANIA

http://dsw.projectsgallery.eu

Kowomnpa&ia DSW
AplBuog €pyou: 101087628

NoéuBplog 2023

EAdLoto 3 - MéyLoTo 8 wpeg

EXPERT

EpwTAOCELG e auTOUATN orpavaon
AplBuoc epwtnoswy: 16- 20
Ertuyia: 75%

AcUyxpovn AladIKTUaKN

AfloAdynon amo OUOTIHOUC
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.64, 4.1.65):

o Awote éudacn og HETPA ACDHAAELOC ETILKEVIPWHEVA oTa Sedopéva avtl va Bacileote amokAELOTIKA Ot
TIEPLUETPLKEG APLUVEG.

o Emidelln yvwoewv kat S€§loTNTWV yLa TOV EVIOTLOUO Kal TNV adaipeon mepttwyv SeSOUEVWY yLa TNV
gvioxuon tng acdpalelag otov KuPBepvoxwpo.

Neprypadn

To Micro Credential "Data-Centric Cybersecurity and Redundant Data Management" eival €va mpoypapua
OULXUNG TIoU €XEL oXeSLAOTEL yla vo e€OTTALOEL TOUG GULETEXOVTEG LIE TIPONYHUEVEG TEXVIKEG KUBEpvoaodAAeLag
TIOU ETUKEVIPWVOVTAL OTNV TPOOTAcio Twv Sedopévwy, TO TLO KplOLWo TEPLOUCLAKO OTolXelo yla KABe
0pPYaVLOUO. AUTO TO OAOKANPWHEVO LABNUA ETUKEVTPWVETOL O SU0 BOCIKEG LKAVOTNTEG TTOU AVTLUETWITI{OUV TIG
oUYXPOVEG TIPOKANCELG TNG KUBEpvoaodAAELAC.

210 ONUEPLVO SUVAULKO TOTIO TWV AMEINWY, OL IOPASOCLAKES TIEPLUETPLIKEG AUUVEG OO HOVEG TOUC eV 0pkoUV
TAEOV ylaL va. TTPOOTATEVCOUV Ta evaioBnta Sedopéva amnod e€eAlyuéveg anelég otov KUBepvoxwpo. H pwTn
gvotnta autol tou Micro Credential Sivel éudacn otn HeTATONION TOU MAPASElYUATOC TPOG Ta HETPA
oaodaleiag mou emnikevtpwvovtal oto dedopéva. Ol cuppetéyovteg Ba amoktioouv Babld katoavonon Twv
opxwv TG aodpalelag pe enikevrpo ta Sedopéva, eEepeuvVWVTOC TNV Kpuntoypadnaon, Thv KwdLKomoinon, Toug
e\éyxouc mpooPaong Kal TG TEXVIKEG amokpuPne Sedopévwy. MEeAETEC TIEPIMTWOEWY QMO TOV TIPOYUATLKO
KOOUO Kol BEATIOTEG TPAKTIKEC Ba kKatadeifouv mwe n acddalela pe emikevrpo ta dedopéva evioyUeL TNV
TpooTacia Twv evaiodntwv mMAnpodoplwv kal Bwpakilel TOUG opyavioUoUE EVavTL MapapLlacewv SeSoUEVWVY
KoL KUBEepvoETIBETEWV.

H 6eltepn evotnta elval adlepwpévn otn dlaxeipion mAeovaloviwv SeSopévwy, HLa Kplowin mTuxn g
aoddalelag otov KuBepvoxwpo Tou ouxva mapaBAénetal. Ou cuppetéxovteg Ba pdbouv Tn onupacio tou
EVTOTILOMOU Kal TNG adaipeon Twv MePITTWY SeSOUEVWY yLa TNV EAaXLOTOTOLNGN TNG eMLbAVELAG EMIBEONG KL
N BeATiwon TNG akePALOTNTAC TWV SES0UEVWV. MECW TIPAKTIKWY ACKNCEWV, OL EKTOLSEUOEVOL Ba avamTuéouv
TIG 5€LOTNTEC yLa TN SLlevEépyela eAEyxwV SeSOUEVWY, TOV EVTOTILOMO Kal TNV eEAAePNn epLTTWY SedoUEVWV KOl
Tov ££0pBOAOYLOMO TWV CUOTNUATWY amoBrikeuong dedopévwy. AUt n TPOANTITLKY) TPOOEYYLon OXL HUOVO
gvioyVeL TNV aoddalela otov KuPBepvoxwpo, al\d mpowbBel emiong TNV amodotikotnTa Twv SeSopévwy,
LELWVOVTAG TO KOOTOG OmoBORKeUoNG Kol BEATLWVOVTAC TLG TIPAKTIKES Sloxeiplong SeSopévwy.

KaB' 6An tn Stdpkela tou Micro Credential, ot cuppetéxovteg Ba afloAdoyolvtal e CUVSUACUO TIPAKTIKWY
£pyoolwy, 0okAoewv ehéyxou dedopévwy kot afloloynoswv PBAaocel osvapiwv. Oa €xouv TNV gukalpia va
£daAPUOOOUV TIC YVWOELC TOUC OE TPOCOUOLWHEVA TIEPLOTOTIKA KuPepvoaodalelag, amodsikviovtog thv
LKOVOTNTA TOUC oTNV edappoyr LETPWY 0.oPANELAC e eMikevTpo Ta Sedopéva kal tn Slaxeiplon mAeovaloviwy
Seboptvwv.

Me tnv erutuxy ohokAnpwon tou Micro Credential "Data-Centric Cybersecurity and Redundant Data
Management", oL cuppetéxovieg Ba AdBouv enionun €ykplon amno tnv Eupwnaikn Emrponn. Auti n uPnAol
KUPOUG AVOYVWPLON EMKUPWVEL TNV e€eLbikeuan Toug otn SlapUAaén Twv SedoUEVWY LECW UETPWY ACDAAELOC
ME emikevipo ta Sedopéva Kol TNV £dapPUOY QTTOTEAECUATIKWY OTPATNYIKWY Slaxeiplong mAsovaloviwy
Sebopévwv.
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JuvoTTka, To Micro Credential "Data-Centric Cybersecurity and Redundant Data Management" mapéxeL oToug
OUUETEXOVTEG TLC TILO TPOODATEG YVWOELC Kal SeELOTNTEC OTOV TOUEX TNG ACDHAAELAC OTOV KUPBEPVOXWPO KOL TNG
Staxeiplong mieovalovtwy SeSopévwy. OETOVIAC WG TTPOTEPALOTNTA TNV MpooTacia Twv SeSOUEVWY Kal TOV
£€0pBoAOYLOUO TWV TPAKTLKWVY amobnkevong Sedopévwy, To Mpoypappa auTto Stadpapatilel kaboplotikd poAo
otnVv evioxuon tng avOekTIKOTNTAC TNG KUPBEPVOOOPAAELNG KAl OTNV MPowdnaon tng amodoTKOTNTAS TWV
6ebopévwv oe opyaviopoug Sladopwv Topéwv. OL cuppetéyovieg Ba elval kalda efomAlopévol yla va
nepLnynBouv oto e¢eAlocOUEVO TOTTO TNG KUBEPVOaaPAAELaG Kal Ba yivouv TOAUTLUO TIEPLOUGLAKA CTOLXELD YL
™ StadpuAagn evaiocOntwyv Sedopévwy armo TIg ouveXwE eEEALOCOEVEG OTEINEG OTOV KUPBEPVOXWPO.

Epwtnoelg

1.

E€nynote tnv évvola tng acdalelag pe emikevipo ta dedopéva kol Twe SladEpel amo tn otnpLen
OTTOKAELOTIKA O TIEPLUETPLIKEG AUUVEC. AWOTE OUYKEKpLUEva mopadeiypata PETpWY aodalelag
ETUKEVIPWHEVWY OTA SeS0OPEVO TIOU UTTOPOUV VO TIPOOTATEUOOUV OTTOTEAECUATIKA TI gVOLoBNTEC
TIANpodopleg akOUn KoL OTOV SEV UTIAPXOUV LOXUPEC TIEPLUETPLKEG AUVEG.

Elote emayysApatiag aodaleiag TN unedBuvog yla TV evioxuon tng aodAAELOG OTOV KUBEPVOXWPO
oTOV opyaviIopo oag. Mepypadte Ta Brpota ouv Ba AapPavarte yLa Tov eVTOTLOUO Kal Thv adaipeon
Twv nepttwv 6edopévwv amd Ta ouothuato amodbrikeuong Sedopévwyv Tou opyaviopol. Mwg
CUUBAAAEL auUTA N TPAKTIKA oth PBeAtiwon NG avOekTKOTNTAG TNG KUPEPVOAohAAELOG Kal TNG
OKePALOTNTAS TWV SedopEVWY;

Ze éva umoBeTikO oevaplo, pla statpela uméotn noapaPiacn SeSopévwy mapd tnv UTAPEN LOXUPNAG
TEPLUETPLIKNG Apuvag. Nwg Ba prmopoloav Ta HETPA aohAAELOG e eTtikeVTpo Ta Sedopéva va €xouv
EVOEXOUEVWC ETPLACEL 1] EAOXLOTOTOLOEL TOV QVTiKTUTIO TNG MapaBiaong; Awote MAnpodopleg OXETIKA
ME TIG BAOIKEG OTPATNYIKEG A0DAAELOC [E ETIIKEVTPO Ta SeSopéva TTou Ba pumopoucav va ixav KAVEL TN
Stadopd atnv MPOAnYN 1 TNV AVTLLETWIILON TOU TTEPLOTATIKOU.
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Avarntuén nyeoiag kat kouAtoupag otov Topéa TG KuPBepvoaodaieiag (MC

4.1.D.3)

Baotkeg mAnpodopieg

Mpoodloplopdg Tou pabntni

TiTAOG Kol KWSLKOG TOU LUKPOTILOTOTIOLNTLKOU

Xwpa(eg)/Neproxni(eg) Tou ekddtn

QOopéag(-eg) amovoung

Huepopnvia £ékdoong

YrnoOetikdg $OpToC £pyaciag mou amalteltal yia tnv

eNiTeUEn TWV HABNOLOKWY SFEOTEASOHETWY

Eninedo tng padnolakng sumelpiog mou odnyel oto
LKPOTILOTOTOLNTIKO

Tomoc agloAdynang

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN otNPLEN TOU ULKPOTILOTOMOLNTLKOU

Onoloodnmote moAltng

Avarmtuén nyeoiag kal kouAtoupag oTov
ToUEQ TNG KUPBepVoaoPAAELag
Kwé: D.3

IPAANAIA,
POYMANIA
http://dsw.projectsgallery.eu

ITAAIA,  KYMPOZ, EAAAAA,

Kowomnpa&ia DSW
AplBuog €pyou: 101087628

NoéuBplog 2023

EAdLoto 3 - MéyLoTo 8 wpeg

EXPERT

EpwTAOCELG e auTOUATN orpavaon
AplBuoc epwtnoswy: 16- 20
Ertuyia: 75%

AcUyxpovn AladIKTUaKN

AfloAdynon amo OUOTIHOUC
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.66, 4.1.67):

e Yrmootnpln yla auvénpéveg emevlUoelg oTtnV KUPBEPVOAOHAAELD KOL QTOTEAECHATIKY] KATOVOUN TWV
nopwv

e Na yvwpilouv tTn onuooia tTng mpowbdnaong pag vootporiog achaArelag o oAOKANpPN TNV €TOLPELA Kall
™N¢ mpowbnong pLag kouAtolpoag evatoBntonoinong o Béuata kKuBepvoaohaAeLag.

Neprypadn

To Micro Credential "Cybersecurity Leadership and Culture Development" gival évo OAOKANPWUEVO TIPOYP OO
TIOU EVOUVAUWVEL TOUG CUMUETEXOVTEG VA UTIEPAOTIL{OVTOL TNV KUPBEPVOOTPAAELD EVTOC TWV OPYAVIOUWY, Va
npowBolV Lo KouAtoUpa pe cuveibnon Tng aodpalelag Kat va mpowboUV TNV ANMOTEAECUATLKI KOTAVOUA TWV
MOpWV Yl au€nUEvn avBekTIKOTNTA OTOV KUPBepvoXwpo. AUTO TO HETACXNUATIOTIKO TIPOYPAUUA TIOU
avantuxbnke oe ouvepyacia pe Tnv Eupwnaikn Enttpornr, e€0MALlEL TOUC CUUHUETEXOVTEC LLE TLG PACLKEC YVWOELS
KoL 8€LOTNTEC yLa val YiVOUV TIPOANTITIKOL NYETEG OTOV TOEQ TG KUPBepvoaohAAeLag.

210 paydala e€ehloodpuevo PndLokd Tomio, n KuPepvooodPAlela EXEL KATAOTEL OTPATNYLKN ETILTAYN YLl TOUG
0PYOVLOHOUC OAWV TWV PeyeBwv Kot Topéwv. H mpwtn evotnta autol tou Micro Credential epBablivel otn
onpaoia twv avénuévwy enevéloswv otnv KuPBepvoacdaleLa.

OL CUUUETEXOVTEG B0l ATTOKTHOOUV YVWOELG OXETLKA LE TLG avaSUOUEVES ATIEIAEG OTOV KUPBEPVOXWPO, TIG TILOAVEG
CUVETTELEG TWV EMLBECEWV OTOV KUBEPVOXWPO KOl TNV auavopevn onuaocia tng S1aBsong eMopkwy MOPWVY yLa
NV evioxuon tnN¢ Auuvag otov KUuBepvoxwpo. MECow HEAETWV TMEPUTTWOEWV Kol oUlNTACEWV UTIO TV
KaBobnynon eunelpoyvwpdvwy, ot ekmatdeudpevol Ba Slepeuvnoouy TIG BEATLOTEG TPAKTIKEG yLa Th SlevEpyeLa
QVOAUCEWV KOOTOUG-0EAOUC yla TNV QUTIOAOYNON Twv €enevdUOswv otnv KuPBepvoacddAela kKal tnv
€UBUYPAUULON TWV OTPATNYLKWVY A0PAAELOG LLE TOUG OPYOVWTLKOUE OTOXOUG.

H 8eUTepn evOTNTA EMIKEVIPWVETAL TNV KOAALEPYELA LLOG VOOTpoTiiag aodAAelag o 0AOKANPN TV Talpeia
KoL 0TNV KOAALEPYELQ LLOG KOUATOUpAG eualoBntomnoinong os Bgpata kuBepvoacddAelag. OL oUPUETEXOVTEG Ba
euBablvouv otnv Yuxohoyia g avBpwrmivng cuunepldopds Kal oTov avtikTtumd tng otnv aoddlela otov
KUBepvoxwpo. OMALOUEVOL E QUTH TNV KATAVONON, OL EKTTALSEVOUEVOL Ba avamTUEOUV OTPATNYLIKEG YLa VO
EUMAEEOLV KalL Vo eKTIaLOEVOOUV TOUG epyalolevouc o€ OAa Ta eTtinmeda, WOTE va yivouv eVEPYOL CULUETEXOVTEG
0TV POOTACiO TwV PNPLAKWVY TEPLOUCLAKWY OToLXElwVY. H evotnto Oa aoXoAnBel ue AmOTEAECUATIKEG TEXVIKEG
ETUKOLVWVIAC, EAKUOTIKEC LEBOSOUC KATAPTIONG Kal TNV KABLEPWON LOXUPWV TIOATIKWY Kal KateuBuvtnplwy
YPOUUWV Yla TNV KuBepvoaodaletla.

OLouppeTéxovteg Oa amoktroouv Ta anapaitnta epodia yia TV ebappoyn MPoypoUUATWY sualcntonoinong
o Oépota achdrelog mou Ba evotaldfouv pia PoAnmrtik KouAtoUpa aoddlelag kot Bo Swoouv GToug
umaAAnAoug t™ Sduvatdtnto va avoyvwpilouv Kal Vo oVTOTOKPIVOVTOL OMOTEAECUATIKA OTLG AMENEC OTOV
KUBepvoxwpo.

Katd tn Sidpkela tou Micro Credential, ol cuppetéxovteg Oa cuppeTtdoyxouv o SLadpacTiKA epyooThpla,
OOKNOELG POAWV KaL IPOCOUOLWOELG e Bdon osvdpla. Oa pabouv amod el8koUg Tou KAASOU Kal NYETEC TNG
KUBepvoaodAAelag, ol omoiol Ba HOlpACTOUV TIG EUMELPLEG KAL TIG YVWOELG TOUG OXETIKA He tn Slaxeiplon
npwtofoulilwy KuPBepvoaoddarelac. To pabnua Sivel £udacn oOTIC TTPAKTIKEC EPAPUOYES KO OTLG TIPOKANOELG
TOU TIPAYUOTIKOU KOOUOU, ETUTPETIOVIOG OTOUG CUMMETEXOVIEG VAL AVATTTUEOUV NYETIKEG SELOTNTEG 0TO MAQCLO
™G KuBepvoaodalelag.
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210 mAaioto tng dladikaoiag afloAdynonc, oL CUUUETEXOVTEG Ba TTpETeL va avamtuéouv £va oxESLo nyeoiag otov
KUBEPVOXWPO TPOCAPUOCHEVO OTOV OpYaVIOUO TOUC. To oX£610 autd Ba KaTadelKVUEL TNV LKOVOTNTA TOUG val
urnootnpilouv enevduoelg otnv KuBepvoaodalela, va mpowBouv pia KouAtoUpa Pe cuVELSnon TNG aohAAsLag
KOL VO KOTOVEUOUV QIMOTEAECUATIKA TOUG TIOPOUG YL TNV OVILUETWIILON TWV AVOYKWV TOU OPYOVLOUOU OF
B£para kuBepvoaocdalelag.

Me tnv gmtuxi ohokAnpwon tou Micro Credential "Cybersecurity Leadership and Culture Development", ot
ouppeTéxovteg Ba AaBouv emionun avayvwplon oamo to MNavemotAuio UniNettuno. Autd Tto afldoloyo
TILOTOTIOLNTIKO TILOTOTOLNGNG TLOTOMOLEL TIG LKAVOTNTEC TOUC OTNV NYeaia MpwTtoBouAlwv KuPBepvoaodalelog,
OTNV KOAALEPYELQ LG KOUATOUPOG UE EMiyvwon TnG aodpalelag Kol otnv Kabodrynaon Tou opyavioUoU Toug
TPOG TNV KATELBUVON TNG AVOEKTIKOTNTOG OTOV KUBEPVOXWPO KAL TOU UETPLOOUOU TWV KVOUVWV.

Juvomtikd, to Micro Credential "Cybersecurity Leadership and Culture Development" efomAilel toug
CUUUETEXOVTEC LE TNV TEXVOYVWOLA KAL TIC OTPATNYLKEG YL va nynBolv twv npoomadelwv KuBepvoaodalelag
EVTOC TWV OPYOVIOHWVY. ATIO TNV UTIOOTNPLEN OTPATNYIKWY EMeVOUOEWY £WG TNV MPOowBNaon ULag KouAtolpag e
ocuveibnon tng aoddlelag, oL cuppetéxovieg Ba avadelyBolv WG AMOTEAECUATIKOL NYETEG KOl TTOPAYOVIEG
oAAaync otov Topéa TNG KUBepvoaodAAeLog. EVOWHATWVOVTAC TIG TEXVIKEG YVWOELG LE TIC NYETIKEC SELOTNTEC,
TO TpOypoppa autd Stadpapartilel kaboplotikd poho otn Slachaiion OTL oL opyavicpol Ba mapapeivouy
UTpooTa amd TIC OMe\éC OToV KuBepvoxwpo Kal Ba uloBetnoouv thv KUPBEPVOAOHAAELD WC OTPATNYLKO
TIAPAYOVTA YLa T LOKPOTPOBEGUN ETITUXLO TOUG.

EpwtnoeLg

1. Qc unéppayog tng aodpdalelag otov KuPBepvoxwpo, Mws Ba mpooeyyilate Ta avwTtepa OTEAEXN 1 TN
Sloiknon yla va Tovioete T onpooia Twv avénuévwy enevduoswy otnv aoPAlela oTtov KuBepvoxwpo;
MapEXETE CUYKEKPLUEVA ETIXELPN AT KOl SeSoUEVa yLa va UTTOOTNPIEETE TNV UTOBEDT oA,

2. Nepypadte ta PBrpata mou Ba akoAouBoloate yla va Slevepynoete pia evdeleyn afloAdynon
KWOUVWV KuBepvoacddAelag otov opyaviopo oag. MNwg Ba xpnolwonololoate Ta UPAUATA TNG
aELOAOYNONG YLO VA KATOVELETE ATOTEAECUOTLKA TOUG TIOPOUG YLO TNV AVTLUETWIILON TWV EUTTABELWV
KOLL TWV QTEAWY TIOU EVTOTILOTNKAY;

3. Mwg Ba emkowvwvouoate tn onpacia Tng kuBepvoachaielag otoug umaAAnAoug oe OAa ta emineda
TOU oOpyaviopoU; Awote mapadelypato otpatnylkwyv Kot peBoOdwv emkowwviag mou Ba
XPNOLUOTIOOUCATE yla va TipowBnoeTe tn vootporia achAAelag o oAOKANPN TNV £TALPELA KAl va
npowBnoste TNV svalcOnTomoinon otov Topéa tTn¢ KuPepvoaodAlelag.

4. 3to mhaiolo Tng mpowdnong pag KOUAToUpoC evalobntomoinong otov Topéa ThG KUBepvoaodalslag,
nwc Ba oxedialate kal Ba epapuolate éva MPOYPAUUA KOTAPTLONG TWV EPYAIOUEVWV OTOV TOUEQ TNG
KuBepvoaoddrelag; Mota Bépata Ba meplapPavate oto mpdypappa kat nwe Ba Stachaiilate tn
S£0Euon KoL TN CUUUETOXA TWV EpYalopEVWY;

5. Q¢ ny£€tncg tng aodAAELOG OTOV KUBEPVOXWPO, WS Ba LETPHOETE TNV EMLTUXLO TWV TPOOTIOOELWY 0O
yla tThv mpowOnon pog kouAtolpag pe ouveidnon tng aodalelag evtog Tou opyoviopol; MNoleg
HETPAOELC Kol Bootkoucg Seikteg amodoong (KPIs) Ba ypnowuomololoote yia va afloAOyrosTe ThV
OMOTEAECHATIKOTNTO TWV TPWTOBOUALWY gualodntomnoinong otov Topéa tne KuBepvoaodalelag;

6. Neplypaldte éva oevaplo OTIOU O OPYOVIOUOG GOG AVTLUETWITIIEL TTIEPLOPLOUOUG OTOV TIPOUTTOAOYLOUO,
OAAQ UTTAPXEL ETUTAKTIKA avaykn yla BeAtiwoelg otnv kuPBepvoaocddiela. Nwg Ba LepapxoloaTte TLG
npwtoPouliec kuPepvoacdadelag kat Ba AapPavate amodpACcEl KATAVOUNG TOPWV ylo TV
OVTLUETWITLON KPLOLUWV TPWTWYV onueiwy Le mapdAAnAn BeAtiotonoinon Twv SLaBEatuwy Mopwy;
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7. Q¢ uméppaxog TG avénong twv enevéloswv otnv KuPepvoaodalela, Mwe Ba avilueTwnilote TG
OPYOQVWTIKEG TIPOKANOEL KOL TNV avtioTtaon Twv evOLOPEPOUEVWY LEPWYV TIOU HMOPEL va pnv
avtihapBavovral mARpw¢ tn onuaocia tng kuBepvoacdaielag; Mwg Ba olkodopoloate cuvaiveon Kat

UTIOOTNPLEN VLA TIC TIPOTACELS OAC;

8. Molpaoteite éva mapAadeLypa LLOG ETIITUXNUEVNG EKOTPATELOC 1 TpwToBoUAilag evaloBntomnoinong yla
Vv KuBepvoaodAlela Tou £XETE UAOMOLAOEL OTo TapeABov. EE¢nynote ta Paolkd otolyeia mou
ouVEBOAQV OTNV EMITUXLO TNC KAL TOV QVTIKTUTIO TIOU E(XE OTN OUVOALKN KOTAOTOON aodAAELAG TOU

opyavLoUOoU.

Acdalng Slaxeipion 6edopevwy kal gvaltocOntomnoinon otov KuBepvoxwpo

(MC4.1.D.4)

Baowkég mAnpodopieg

Mpoodloplopog Tou pabntn

TitAog Kol KwSLKOG TOU LULKPOTILOTOTIOLNTLKOU

Xwpa(eg)/Neproxn(eg) tou ekddtn

Dopéag(-eg) amovoung

Huepopnvia ékdoang

YnoBetikdg ¢optog £pyaciag mou amalteital yla tnv

EMITEVEN TWV HABNOLOKWY HEOTEAESHETWY

Eninebo tng pabnolakng eumelpiog mou odnyel oto
LLKPOTILOTOTIOLNTLKO

Tomog agloAdynong

Onoloodnmote moAltng

Aodalnc Slaxeiplon dedopévwy kal
evaloBntomnoinon otov KuBepvoxwpo
Kwd: D.4: MC4.1.D.4

IPAANAIA,
POYMANIA
http://dsw.projectsgallery.eu

ITAAIA,  KYMPOZ, EAAAAA,

Kowormpa&ia DSW
AplBuog €pyou: 101087628

NoéuBplog 2023

EAdyLoTo 3 - MéyLoTo 8 wpeg

EXPERT

EpWwTNOELG UE QUTOUOTN OALAVGN
AplBuoc epwtnoswy: 16- 20
Ertuylo: 75%
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Mopdr cuppeToxng otn padnotakn dpactnplétnta AcUyxpovn AladiKTuakn

Tumog SLaadpaAilong moLdTNTAG OV XPNOLLOTIOLELTAL YLa
TN oTNPLEN TOU UIKPOTILOTOMOLNTLKOU

AfLoAoynon amnd ouoTILOUG

MaOnolakd anoteAéguata
Mabnotaka anoteAéopata (BA. LOs 4.1.68, 4.1.69 kai 4.1.70):

e Emidelén tng tkavotntag taglvopunong Se8opEvwy avaloya LE TNV POTEPALOTNTO KAL T ONUAoL0 TOUG
e Avayvwplote tn onpacio Tou eAéyxou TautotnTag U0 N TTOAAATAWY TIOPAYOVTWY
e Edapudote mpoooyn Kal emaypUTvnon KOTA TN Xpron Twv MAATPOopUwWY KOWWVLKAE SIKTUWOoNG

Neplypadn

To Micro Credential "Secure Data Management and Cyber Awareness" gival éva oAOKANPWUEVO TIPOYPALLA
TIoU £xeL oxedlaotel yla va e€omAiosl Toug ekmatl&eUOUEVOUG LE TIG ATIAPAITNTEG YWWOELS Kol SgELOTNTEC yLa val
Slaodalicouv tnv aoddAela Twv Oedopévwy TOUG Kol va TpowbBrjoouv Tnv eualoBntomoinon otov
KuBepvoxwpo oe Sladopa mAaiola. To TPOYPAUUN OQUTO ETILKEVIPWVETAL OF TPEL KPLOWEG TTUXEG TNG
aodalelag: Tagvopnon dedouévwy, €leyxog Tautotntag dUo N MoAAwv mapayoviwv (MFA) kot achaleig
TIPOKTLKEG OTA LECO KOWVWVIKNG SIKTUWONG.

Ta Sebopéva amotehoUv TNV allodooia Twv cUYXPOVWV OPYavVIoUWV Kol n aoddAeld toug elvatl uiotng
onpaoiag. H mpwtn evotnta autol tou Micro Credential emikevipwvetal otny Tafvopnon Se80UEVWY, HLa
Bepehlwdn mpakTikn ya t dtaoddlion svaiocbntwyv mAnpodoplwv. O eknatdevopevol Ba epfabiuvouv otnv
€vvola TG Tafvounong 6edopéVwy, KOTAVOWVTAG TN onpacia tTng otnv tepdpxnon Kat tn dtachaiion twv
mAnpodoplwv pe Bacn tnv evalcdnoio KoL TRV KPLOWWOTNTA TOuG. MEoa amod TpayHaTIKA tapadsiypata Kot
TIPAKTLKEC ALOKNOELG, Ol CUUUETEXOVTEG Ba amodeifouv TV IKavoTtnNTd Touc va taflvououv dedopéva avaloya
LLE TNV TPOTEPALOTNTA KL TN CNUACIA TOUG.

H 8eltepn evotnta tou Micro Credential slodysl toug ekmaldsudpevoug otov €Aeyxo tautotntag SuUo
napayovtwv | moMamlwv mapayovtwv (MFA), gl oxup mPAkTiky oodpAlelag mou umepPailvel Toug
napadoolakolc kwdlkoug mpooPaong. Ou ekmadevopevol Ba e€epeuvriocouv TIg Sladopeg popdéc MFA,
cupnepAappavopévwy Twv Kwdlkwv mou Pacilovtal oe SMS, twv sdappoywv eAéyyou TAUTOTNTACG, TNG
Blopetpikic emaAnBeuong Kal Twv PopKwv UALKoU. Oa pdbouv mwe n MFA mpocoBétel éva smumAéov eninedo
TPOOTACLOC, QAMOLTWVTOC Amd TOUg XPHOTEG va TMOpPEXOUV TOAAMALG HopdEG TauTomoinong mpw anod tny
npocPaocn oe evaiobntoug Aoyaplacuoug r cuotrhpata. Ol CUPUETEXOVTEG Ba AMOKTCOUV TIPAKTIKI EUMELpLA
otnv epoappoyn MFA oe dladopeg mMAatdhOpUeg Kol cUOKEVES, Slaodaiilovtag OTL umopouv va dtacdaAicouv
OTMOTEAECUATIKA TLG SLASLKTUAKEG TAUTOTNTEC Kal Ta PNdLOKA TIEPLOUCLAKA TOUG OTOLXELA.
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H teleutaia evotnta tovilel TN onuooia TG AOKNONG MPOCOXNG KoL €MAYPUTIVAONG KATA Tn Xpnon twv
TAQTPOPUWY KOWWVLIKAG SIKkTtuwong. Ta MEoa KOWWVIKAG SIKTuwong €xouv yivel avamdonacto UEPOG TNG
ouyxpovng Lwng, oAAG evéxouv emiong onUavTIKoUg KvdUVoUC yla tnv a.odaAeLa v SV XpNOLLOTIOLOUVTAL UE
umeuBuvotnta.

O exmatbeudpevol Ba kaBodnynBouv OXeTIKA e TIG PEATIOTEC TIPAKTIKEG YLa TNV AcPAAELD TWV AOYAPLACUWY
TOUG OTA LETA KOLVWVLIKAG SIKTUWONG, TNV TPOCTACLA TNG LOLWTLKAG TOUG {wn G Ko Tnv anoduyr Kowwv nayidwv,
OTwG N UTEPBOALKN KOLVOoTIOolNGN MPOCWTLKWY TANPodopLWV. Oa SLEPEUVHOOUV EMIONG TIG TILOOVEG CUVETTELEC
™G KAKAG XPNONG TwV HEOWV KOWWVLKAG Sktuwong kot Ba pdbouv mwg va oavayvwpilouv kal va
avtanokpivovial o€ UMOMTEG SpaoTNPLOTNTEG I QTIOTELPEG NAEKTPOVIKOU "Papéuatog” o€ QUTEG TIG
TAQTHOPUEG.

KaB' 6An tn S10pKeLa TOU TTPOYPAUUATOC, OL eKTOLOEUOUEVOL Ba CUUUETEXOUV Ot SLaSPaOTIKEG SpAOTNPLOTNTEC,
MEAETEG TIEPUTTWOEWV KOl KOULT yla va eVIoXUOOUV TNV KATOVONGON TWV EVVOLWV KaL TWV MIPAKTIKWY Se€loTATWVY
Tlou Ttapouctdlovrtal. Oa €xouv emiong MPooPaon og MOPOUG Kol epyaleia yla vo eVicXUOOUV EPALTEPW TLG
YVWOELC TOUC OXETIKA PE TNV aodpalela Sedouévwy Kal tnv svalcdntomnoinon otov KuPepvoxwpo. To Micro
Credential mpoodépel pLa eUEAKTN eumelpla LAONONG, EMITPEMOVTOC OTOUC CUUUETEXOVTEC VO TIPOXWPOUV LE
10 81Kd TouC pUBUO, evw TtapdAAnAa Aappavouy e€eldikeupévn kKaBodrynon amnod EUMELPOUG EKTIALOEUTEC.

Me tnv emtuxn olokAnpwon tou Micro Credential "Secure Data Management and Cyber Awareness", ot
ekmaldevopevol Ba kepSloouV La TILOTOTOLNUEVN avayvwpLon TIou €xeL eykplBel amo tnv UniNettuno. Auti n
Tiiotomnoinon Ba TLoTOTOoLEL TNV EMAPKELA TOUG otnv tafvouncn Sedopévwy, tnv edpappoyn MFA kot TIG
00PAAEIC TIPAKTIKEG TWV HECWV KOWWVLKAG SIKTUWONC, KABLOTWVTOG TOUG TIOAUTLUO TIEPLOUGLAKA OTOLXEL yLal
KAOEe opyavIopO TTIOU ETMLSWWKEL VA EVIOXUOEL TN B€01n TOU OTOV KUBEPVOXWPO.

JupnmepacpaTikd, to Micro Credential "Secure Data Management and Cyber Awareness" eival éva
OAOKANPWUEVO TIPOYPAUUA TIOU £XEL OXESLAOTEL yLa va EHOSLACEL TOUG EKTIOLOEUOUEVOUG LUE TIG PACLKEG YVWOELG
KoL S€ELOTNTEG TIOU ATALTOUVTAL YLA TNV TTpooTacio Twv §e50UEVWY TOUG KAl TNV TpowBnon HLag KOUATOUPAG
guaodntomnoinong otov KuBepvoXwpo. AVTLLETWITIEL TNV AUEAVOLEVN AVAYKN TWV ATOUWY KAL TWV 0PYAVICUWY
va uloBetoouv mpoAnmuikd PETpa acdadeiog oe €va Slapkwg eeAloodpevo Pndlakd tomio. Me tnv
olokAfjpwon autoU tou Micro Credential, ol ekmaideudpevol Ba yivouv €UmMelpol OTNV TPOOTACLA TWV
Sebopévwy, otnv aoddalela Twv AOyapLOCUWY KoL OTNV AoKNon emnaypumvnong ot SLaSIKTUOKEG TOUG
oAAnAsrudpaoelg, cupBarlovtag o éva aodpaléatepo kat aodpaléatepo PndLako meptPailov yia dAouc.

Epwtnoelg

1. Nwg Ba kabopilate TNV MPoTEPALOTNTO KAl TN onpacio Twv Sdtadopwyv TUNwv Sedouévwy oe £vav
opyaviopo; Awote ouykekplpéva mapadsiypato katnyoplwv Sedopévwy Kal e€nynote mwe Ba ta
KATATACOOQTE.

2. Nepypaydte ™ Sdadikaoia edbappoync tou eAéyxou Tavtotntog dUo mapayoviwy (2FA) A tou eléyxou
toutotnTag moAhamAwy mapayoviwy (MFA) yia évav nAektpoviko Aoyaploopd r cvotnpa. NepdaPete
TO BAUOTA TTOU AmoLTOUVTOL KoL TUXOV TILOOVEG TIPOKANOELS 1} TTPOBANUOTIOUOUG.

3. E&nynote ta mAeovektAUOTA TNG XPONG TOu gAéyxou TautdtnTog SU0 N MOAAAMAWY TOPAYOVTWY OF
oUYKpLON ME TIC MopadoolakeéG HeEBOSOUC EAEYXOU TAUTOTNTAG €VOC Mapayoviad. Mw¢ evioxuel TNV
aoddlela;

4. Awote mapadelypata KATOOTACEWV OTIG omoleg n xpnon eAéyxou tautotntag SUo0 f TMOAAWV
mapayoviwy Ba ATav oLaitepa onNUOVTLKN Kal e€NyrOTE YLOTL T CEVAPLA AUTA aaLtoUV éva tpocBeto
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eninedo aodpalelag.

5. Nw¢ MopapEVETE MPOCEKTIKOL KAl AYPUTIVOL KOTA TN XPron Twv MAATHOpUWY KOWWVLIKAG SIKTUwaong;
Meplypate CUYKEKPLUEVEC TIPAKTIKEG 1] CUVABELEC TTOU 0KOAOUBELTE yLa TNV TPooTacia TNG LOLWTIKAC
{WNG KOL TWV TIPOCWTILKWY 00G TTANPOhOPLWV.

6. MNpoodlopiote Toug ocuvnRBeLg KvdUVOUC OPAAELAG TWV HECWVY KOWVWVIKNG SIKTUWONG, OTIWE ETLOECELG
phishing n un e€ovclodotnuévn mpocPBacn o Aoyaplacpous. EEnynoTe oTpatnyLKEG yLO TOV LETPLOOUO
QUTWVY TWV KWV&UVWV KAl TNV IPOOTACLO TNG MAPOUCLaG 00G oTa LECO KOWVWVIKNG SIKTUWONG.

7. NepypaPte TG MIOAVEG CUVETELEG TNG KOLVOTIOINGNG gLaioBNTWY 1} TPOCWTIKWY TANPOdPOoPLWV OF
TAQTHOPUEG KOWWVLIKAG SIKTUWONG XwpIg TIc KataAAnAeg puBuioelg amoppntou. MNwg pmopouv Ta
atopa va dtaodpaiicouvv ta Sedopéva Toug o TEtola epLParlovta;

8. MNw¢ pmopolv oL opyaviopol va mpowBroouv thv evalcntonoinon Twv umaAAnAwyv Toug os BEpata
KUBepvoaodalelag 6cov adopd Tt XPAOoN TwV MAATPOPUWY KOWWVIKNAG SIKTUWONG TOG0 OTo XWPOo
gpyooiag 600 Kol o€ TPOoWITILKO eMinedo;

9. @avtaoteite 6TL CUVAVTATE €va UTIOTITO UAVULA 1] CUVEECO OE Lt TAATPOPUA KOWWVIKAG SIKTUWGNG.
Mota pétpa Ba Aappavarte yia va emaAnBeVoete T yvnoLlOTNTA ToU Kal va Staodpalioete tnv aohaield
oo potol aoxoAnBeite pe auto;

Mponyuevn kuPBepvoaadaleta kat nBkA mepateia (MC 4.1.D.5)

Baowkég mAnpodopieg

Mpoodloplopnog Tou pabntn Omnoloodnmote MoATng

Mponyuévn kuPBepvoacdarela kat NBKO
TiTtAOG Kol KWELKOG TOU LULKPOTILOTOTIOLNTLKOU XOKWVYK
Kwé: D.5

IPAANAIA, ITAAIA, KYMNPOZ, EANAAA,
Xwpa(eg)/Meproxr(eg) tou ekdOTN POYMANIA
http://dsw.projectsgallery.eu

Kowomnpa&ia DSW

Dopéag(-eq) amovopng ApBudg €pyou: 101087628

Huepounvia €kdoang NoéuBplog 2023

YnoOetikog $optog epyaciag mou amalteital yia thv

EMITEVEN TWV HABNOLOKWY HEOTEAESHETWY

EAdyLoTo 3 - MéyLoTo 8 wpeg
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Eninedo g pabnolakng eunepiog mou odnyel oto ERGIEN
HLKPOTTILOTOMOLNTLKO

EpwTNOELG e QUTOUOTN OALAVON
Tomog agloAéynaong AplBuog epwthoewy: 16- 20
Erutuyia: 75%

Mopdr cuppETOXNG oTn pabnolakn dpactnplotnTa AcUyyxpovn AlaSiKTuakn

Tumog SLaodpaALong moLdTNTAS OU XPNOLLOTIOLELTAL YO
TN oTAPLEN TOU LKPOTILOTOMOLNTIKOU

AfLoAOyNnoN amod OUOTILOUG

MaBnolakd anoteAéopato

MabBnotaka anoteAéopata (BA. LOs 4.1.71, 4.1.72):

o Na &€pete wg va pooAdPete Evav xakep "Aeukou kamélou" yia aglohoynoslc kuBepvoacdalelog
e Avoyvwplon Kol AHUVA KATA TWV TOKTIKWY KOWWVIKAG LNXOVLKAC

Neplypadn

To Micro Credential "Advanced Cybersecurity and Ethical Hacking" elval éva ektetapévo Kal KoONAWTIKO
T(POYPOLULA TIOU €XEL OXESLAOTEL yLa va e€OTIAIOEL TOUC EKTIALSEVOPEVOUC LUE TIPONYUEVEG YVWOELC Kol SeELOTNTEG
OTNV QVOYVWPLON KaL TNV AUUVA QTTEVAVTL OE TAKTLKEG KOWWVLKAG UNXOVIKAG. ETLTAE0V, OL CUMUETEXOVTEG Ba
MAaBouv TwE va XPNoLomololV TexVIKEG NBkol hacking yxpnowponowwvtag hackers "AeukoU kamélou" yla
alohoynoelg kuBepvoaoddAelag.

Eruokonnon Stamioteutnpiwy pikpomoAoyLlotwy:

To npdypappa xwpiletal oe 5U0 OAOKANPWHEVEG EVOTNTEC, KOOEULA ATIO TIG OTIOLEG ETIKEVTPWVETAL OE PACLKEG
TITUXEG TNG alodAAELAG OTOV KUBEPVOXWPO Kal TNG NBLKNG melpateiag. Ot eknaldeuodpevol Ba evtpudroouv oe
TIPOYHOTIKA OEVAPLOL KOL TIPOAKTIKEG OLOKNOELG, OTIOKTWVTOG TIPAKTLKI EUTMELPLO OTNV QVTLUETWTILON EEEALYUEVWY
QTEAWV OTOV KUPBEPVOXWPO.

Evotnta 1: Avayvwplon Kot GUUVA TTEVOVTL O TOKTIKEG KOWVWVLKAG UNXOVLKAG

AUTA N evOTNTA MAPEXEL OTOUC EKTTALOEVOUEVOUC LA €L BABOG KATAVONON TWV TOKTLKWY KOWVWVLKAC LNXOVLIKNG
TIOU xpnotpomolouvtal cuvABwg amd kakoBouloug dopeic ylo v ekpeTdAAeuon avOpWIVWY TPWTWV
onueiwv.

Ot ouppetéxovieg Oa pdbouv va avayvwpllouv aUTEG TIG TEXVIKEG XELPOYWYNONG KOL VA QVOIMTUCCOUV
OMOTEAECUATIKOUC UNXAVIOMOUE GUUVOC YL TNV TIPOCTAOLA ATt EMIOECELC KOWVWVIKAG UNXOVIKAC.

102



»* *
*

D S W *::** tcrgg:liepi:x Union

DIGITAL SKILLS WALLET

Elcaywyn oTNV KOWWVLKN LNXAVLKA

OpLoPAC TNG KOWVWVLKAG UNXAVLKAG Kal TwV Sladopwy popdwv tng, 6mwe To phishing, To pretexting, to
baiting, to tailgating katL aAAa.

Katavonote Ti¢ PUXOAOYLKEG TTUXEG TIOU KOOLOTOUV TA ATOHO EUGAWTA Of EMIBECELG KOLVWVLIKAG
HNXQVIKAG.

EmB€oelg phishing kat mhaotoypddnon nAektpovikou TaxuSpopeiou

Evtomiote kowvoug deikteg phishing og pnvopata nAektpovikol taxudpopeiou Katl pnvuparta.
Avaluote Tig erikeparideg email yla va evtonicste npoondBeleg mapanoinong email.

E€aoknOeite otov aopaAr XEWPLOUO NAEKTPOVIKWV HNVULATWY KOl avopEpeTe UTOMTA HNvVUHATO
NAeKTpOVIKOU TaxuSpopEeiou oTIC apUOSLeG OpXEC.

Pretexting kal xelpaywynon

AvayvwploTe TIC OUVADBELC TOKTLKEG TIPOOTIOLNGNG TIOU XPnOoLUomoloUvVTaL Yo vo. Kepdioouv tnv
gumotoolvn Kal va e¢amatrioouy ta Bopata.

AvAmTuén oTpaTNYLKWY yLo TNV EMAANBgUCN TNG YVNOLOTNTOC TWV OULTNUATWY KoL TWV ETIKOLVWVLWV.

Baiting kal Tailgating

Katavonon tng £€vvolag tou baiting kol Tou TPOMOoU e ToV 0Ttoio oL KakoBouAol popeic xpnouomnolouv
SeheaoTikeG MPoodopEG yla va BEocouv og Kivbuvo tnv aodalela.

Edappoyn Sladlkaolwy yLo TNV anoTpornr) tne Un e€oualodotnuévng puaotkng mpocPfacnc os acPpaleig
XWPOUG LECW Tou tailgating.

Social Engineering EvawoBntomoinon Kal Kataption

Yrootnpi€te t™n onuacio tng TAKTIKAC ekmaildeuong svatlobntomoinong twv epyoalOPéVwY Kol TwV
oTOpWV ot Bépata kuBepvoacdaieloc.

Avarmtuén kal ebapuoyn EKCTPATELWV EUALOONTOTOINONG KOWWVLKNAG UNXOVIKAG OE OPYOVIGHOUG.

MnxovLIoHoL GUUVAC KL QVTLUETWIILON TIEPLOTOTLKWY
Anpoupyla oxedlwv OVTLLETWILONG TEPLOTATIKWY yla TN OSlaXElpLon TIEPLOTATIKWY KOWWVLKAG

HNXQVLKAG.
AfloAdynon kal BeATiwoN TWV UNXAVICUWV AUUVAG EVOVTL ETUOECEWV KOLWVWVIKAG LNXAVLKAC.

Evotnta 2: Ethical Hacking kal aloloynoelg "White Hat"

Y& auTn TNV gvotnta, ot eknmatdeuopevol Ba kataduBbouv otov koopo tou ethical hacking, katavowvtag Tig
peBoboloyieg kal ta epyaleia mou xpnolgomolovvtal amd toug "white hat" hackers yia tnv ektéleon
aflohoynoswv kuPepvoaodalelag. H éudaon divetat otn xprion texvikwv nBwoL hacking yia tov evtoriopd
EUTTABELWV KaL TNV TPOANTITLKN EVioXUON TNG KOTAOTACNG KUBEPVOATPHAAELAG EVOG OPYAVICLOU.

1.

Elcaywyn oto Ethical Hacking
Optlopdce tou ethical hacking kot Stadpopormoinon tou amnd tic kakoBouleg Spaotnprdtnteg hacking.
Katavonote Tig 6£0VIOAOYIKEG KL VOULKEG EKTLUNOELG TIOU OXETL{OVTAL HE TIG EKTLUNOELS NBKOL hacking.

OploB£Tnon Kol KAVOVEG EUTTAOKNG

KaBopiote to medio edappoyng KAl Toug KAVOVES EUITAOKNAG yLa TIG afloAoynoelg nBikou hacking.
Avarmtuén cadwv KATeuBUVTAPLWY YPAUUWY Yl TN Slevépyela afloAoynoswv pe €AEyXOUEVO Kall
oodalf Tpormo.
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3. Footprinting kal avayvwplon
e Aleaywyn amotunmwong Kal avayvwpLong yla tTn cuAAoyr mAnpodopLwV OXETLKA UE T CUCTAHATA Kot
Ta SiKTUa-0TOXOUC.
o Xpnon gpyaleiwv kat texvikwv mAnpodoptlwv avolktol kwdika (OSINT) yia tn cuAloyn dedopévwy.

4, A&loAoynaon TpwtotnTag KAt dokiur Steicduaong
e  Ekteleite aflohoynoelg eumabelag Kal SOKIUEG SleloduoNC yla TOV EVTOTILOUO KOL TNV EKUETAAAEUON
aduvaplwv aocpoaieiag.
e Avadopd eupnUATWY Kal cUOTOON HETPWVY ATIOKOTACTACNG YLOL TNV OVTLLETWTILON TPWTWV CNUELWV.

5. Aokég aodalelag epappoywy LoTou
e  Katavonon tTwv Kowwv eurtabelwyv epopUOoywV LOTOU KAL TWV ETIUMTWOEWY TOUG 0TNV acdAAELa.
e Edappoyn epyodeiwv kal pebodoloylwv yla tnv ofloAOynon Kal thv oodAlela SLadSLKTuaKwv
epapuoywv.

6. A&loAoynaon aopaAeLlag acUPUATOU SIKTUOU
e AfloAdynon tng aohAAelag AoUPUATOU SIKTUOU KOL EVIOTIOHOG MLBaVWY EUTIAOELWV.
e Edoappoyn acdalwv pubuicewv yla acVppata diktua.

7. Social Engineering oto Ethical Hacking
e  XPNOLUOTIOLOTE TEXVIKEG KOWVWVLKAC LNXOVIKNG oE aflohoynaoelg nBikol hacking yia va eAéyéete tnv
OPYQAVWTLKH AVOEKTIKOTNTA.
e JulNnTNOTE TIC NOWKEG EMUMTWOELS Kol TIG eUBUVEC Ttou oxetilovtal Pe TN XPAON KOWWVLKAG UNXAVLKAG
oTLG afloAoynoELc.

AfloAOynon kal miotomnoinon:

H a€loAdynon Micro Credential Ba mep\apBAVEL TTPAKTIKA CEVAPLA KAL TIPAKTLKEG 0LOKNOELG TToU afloAoyouv tnv
LKOVOTNTA TWV EKMALSEVOUEVWY VA avayvwpi{ouv Kal va olUVOVTOL €VAVTL TAKTIKWY KOWWVLKAG NXAVLKAG.
ErutAéov, ol ekmaldevopevol Ba emidelfouv TNV IKAVOTNTA TOuG oTtnv edappoyr TexVIKwV NBwoL hacking katd
™ OLAPKELA MLOG TIPOCOMOLWHEVNG afloAoynong "Aeukol kamélou". Me tnv erutuxr) oAokAnpwaon Tou
T(POYPAUATOC Ol CUMHETEXOVTEG Ba amoktrioouv To Micro Credential "Advanced Cybersecurity and Ethical
Hacking", emkupwvovtag tnv eumelpla TOUG OTOV UETPLACUO TWV OMENWV KOWWVLKNG MNXAVIKAG KoL OTN
Sle€aywyn aflohoynoswv nBkou hacking.

JUMIEPACUAL:

To Micro Credential "Advanced Cybersecurity and Ethical Hacking" mapéyel piia og BAB0¢ Ko mpaKTIKY epmeLlpia
pabnong, evOUVAUWVOVTOC TOUG CUUUETEXOVTEC HE TIC QAmMOPOiTNTEC YVWOEelS Kal SeflotnTeg ya tnv
OVTLUETWTTLON EEEALYUEVWY ATIEIAWY OTOV KUBEPVOXWPO. ATIO TNV AVOYVWPLON TAKTIKWY KOWWVLKAC LNXOVIKAG
£wg t™n Seaywyn aflohoynoswv nBkol hacking, oL ekmaibsvopevol Ba eival séomAlopévol yla va
T(POOTATEUOUV TOUG OPYAVIOUOUC amod amelhéG otov KuBepvoxwpo Kot va cupBarlouv os éva aodpaléatepo
PYnodLokd rmeptBaiiov.
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EpwtnoeLg

1.

Moleg eival OpLOPEVEG KOLVEC TAKTIKEG KOWWVLKNG NXAVLKIG TTOU XPNOLUOTIOLOUVTAL Ao KakoBouAoug
dopelg yla TNV eKPETAAAEUON AVOPWTIVWV TPWTWV CNUELWV KoL WG UMopoUV To ATOUA VA apuvBouv
QTTEVAVTL O€ QUTEG TLG TAKTIKEG;

MNwg Ba xpnolpomolovoate TexVIKES NBLkoL hacking wg xakep "Agukol kaméhou" yla va afloAoyroste
TNV Kataotaon tng KuBepvoacdalelag evog opyaviopol; AwaoTte éva apadelya evog oevaplou Omou
to ethical hacking pnopet va xpnotpomnotnBOel anoteAeoUATIKA.

E€nynote tn onuaocia tng ekmaidsuong evalcbntomnoinong o BEUATA KOWWVLKAC LNXOVIKNAG YLa TOUG
uTtaAAfAouc evog opyaviopoU. NMwg pmopel pa tétola ekmaidevon va cUUBAAEL o€ pLa LOXUPOTEPN
KOUAToUpa aodAAeLag;

Kata tn Siapkela plag afloAdynong tng kuBepvoaocdalelag wg xakep "AeukoU KaméAou", mwg Ba
Xelp{ooaotayv TI§ evaiodnteg mAnpodopiec N ta TpWTA onpeia mou avakaAldONKav Katda tn SLapKeLa
™TN¢ a€LoAdynong yLo va SLatnprioeTE TIG SEO0VIOAOYLIKEG TIPAKTLKEC KOLL VO TIPOOTATEVUCETE TOV OPYAVIOUO;
MepypaPte to polo tou footprinting kol TG avayvwplong oe pa aflohdynon O£ovtoAoyikng
nelpateiag. MNwg Umopolv AUTEC oL SpacTnPLOTNTEG Vo BonBricouv OToV eVIOTIOUO TILBAVWV TPWTWV
onpeiwv otnv umodoun acpoaieiag evog opyaviopuou;
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KuBepvoaodpaiela - Aodaleic kwdikol mpdoBaaong kat Staxeipion mpooBaong

(MC 4.1.D.6)

Baotkeg mAnpodopieg

Mpoodloplopdg Tou pabnti

TiTAOG Kol KWSLKOG TOU LUKPOTILOTOTIOLNTLKOU

Xwpa(eg)/Neproxni(eg) Tou ekddtn

QOopéag(-eg) amovoung

Huepopnvia £ékdoong

YrnoOetikdg $OpToC £pyaciag mou amalteltal yia tnv

eNiTeUEn TWV HABNOLOKWY SFEOTEASOHETWY

Eninedo tng padnolakng sumelpiog mou odnyel oto
LKPOTILOTOTOLNTIKO

Tomoc agloAdynang

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN otNPLEN TOU ULKPOTILOTOMOLNTLKOU

Onoloodnmote moAltng

KuBepvoaodahela - Aodareic kwbdikoil
npoéofaong kat Slaxeiplon mpooBaong
Kwd: D.6

IPAANAIA,
POYMANIA
http://dsw.projectsgallery.eu

ITAAIA,  KYMPOZ, EAAAAA,

Kowomnpa&ia DSW
AplBuog €pyou: 101087628

NoéuBplog 2023

EAdLoto 3 - MéyLoTo 8 wpeg

EXPERT

EpwTAOCELG e auTOUATN orpavaon
AplBuoc epwtnoswy: 16- 20
Ertuyia: 75%

AcUyxpovn AladIKTUaKN

AfloAdynon amo OUOTIHOUC
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.73, 4.1.74):

e Na pmopeite va dnpoupyeite Loxupoug kat acdaleic KwSLkoug MPooaong yLa EVICXUMEVN aodAela
oTOV KUBEPVOXWPO.

e  IxeOLAOTE AMOTEAECUATIKEG OTPATNYLKEG SLaxeiplong mpdaBaaong yLa TNV evioxuon TG aopaAELaG TwY
OUOKEUWV TIOU OVAKOUV OTNV €MLXElpnon Kal Twv evaioBntwv Sedopévwy.

Neplypadn

Ye pla toxéwg e€eAloocopevn Pnolakn emoxn, omou oxedov kabe mruxn tng avBpwrivng aAAnAenidpaong
SlopecohaBeital péow Pndlakwv MAATPopUWY KAl CUCKEUWY, N KUBEPVOaohAAELA €XEL KATAOTEL EMITAKTLKN
TPOTEPALOTNTA. H gudavion TeXVoAoyLwy OMwE N TEXVNTH VonUoouvn, N UTIOAOYLOTIKY VEPOoUG, To Atadiktuo
TWV MPAYUATWY KAl N LNXOVIKA LABnon XL eVioxUOEL GNUAVTLIKA TV afla Kal Thv eundBela Twv dedopévwy.
H katdotoon autr pookalel avanddpeukta kakoBoulouc dopeig mou eival tpoBupoL va eKETAAAEUTOUV AUTA
TO TPWTA onueia. Q¢ QAMOTEAECUN, UTIAPXEL HLOL KALUOKOULEVN OVAYKN YO OTTOTEAECUOTIKEG TIPOKTLKEG
KUBepVOOOPAAELOC TIOU EVOWHATWVOUV LOXUPH Tpootacia KwdKwv TmpooBaocng Kol OAOKANPWUEVEG
otpatnywkec Slaxeiplong mpooBaong.

AUTO TO HIKPO-TILOTOTIOLNTIKO €XEL OXEOLOOTEL ylO VO UETAOWOEL ML EUNEPLOTATWHEVN KATOVONON TNG
KuBepvoaodalelog pe Eudacn otn dnuloupyia LoXUPwWV, aohaAwv KWSLKWY MPocBaocng Kal otnv edbapuoyn
QUITOTEAEOUATIKWY oTpatnywkwyv Staxeiplong mpooBaong. Me tnv oAOKARPWON OUTOU TOU MPOYPAUUATOC, Ol
CUMUETEXOVTEG Ba £XOUV QIMOKTNOEL L0 OUCLAOTIKA BAon yla TNV evioxuohn TnG aoPAAELAG TWV CUCKEU WV TIOU
avAKouv otnv emixeipnon kat tn dtaduAaln Twv evaiobntwy dedopévwy.

Evotnta: Anuloupyia aodparolc kKwdikou mpdafacng

H onuacia tg npootaciog pe kwdiko mpocBacng, mapd th OspueAlwdn ¢puon TNG, CUXVA UTIOTLATAL, 08NYWVTAC
O£ onUAVTIKoU¢ Kvduvoug yla tnv achaiela. O aduvapol f avakukAwpévol kwdikol mpocBacng yivovral
£UKOAOG OTOXOG YLt TOUG EYKANUATIEG TOU KUBEPVOXWPOU, OL omoiol xpnolpomnololv emBéoelg brute-force n
g€ehlypévoug olyopiBpouc yla va Toug OTIAC0UV. ITO TIPWTO HEPOC OUTOU TOU HABNIATOG, OL CUMUETEXOVTES Oa
evnuepwBolV ylo TG PBaolkéc apxég Snuloupylag oxupwv, oodpalwv kwdlkwv TpocBoong, oL omoieg
niepAapBavouy T xpron cuvluaopol ELSIKWY XAPAKTAPWY, YPAUMATWY Kal aplBuwv. Oa kaAudBouv eniong
OTPATNYLKEG OTwE N amoduyn xpnong Aé€swv Ae€lkou, n xprnon eAéyxou TautotnTag SU0 TAPAYOVTWY Kal N
ouyxvn aAayn KwSkwv mpdaPacng yLo thv evioxuon g aoPpAAeLag oTov KUBEPVOXWPO.

AUTO TO TUAMO TOU ULKPOTILOTOTOLNTIKOU TIPOCHEPEL OTOUG CUMUETEXOVIEG TOCO BeWPNTIKEG YVWOELG OO0 Kal
TIPOKTLKN EUTELPLA OTN dnpLoupyla avOEKTIKWY KWSIKWY TPOCcRAcNG ToU UMopouV va avieéouv os Slddopoug
TUTIOUG €MIBECEWV OTOV KUPBEPVOXWPO. XPNOLUOTIOLWVTIAG OEVAPLO KOl HEAETEC TMEPUITWOEWV OMO TOV
TPAYHATIKO KOOMOo, Ba toviotel n onuoocia twv achpoAwv Kwdlkwv MPoofacnG Kal Ol EMUMTWOEL, TNG
napaBioong toug. OL CURPETEXOVTEG Ba LAdBouv va xpnotpomololv epyaleia dlaxeiplong Kwdikwv npooBaong,
va ebpapuolouy pia oALTIKA achaAwv KwdLKwy pooBaong kat va Stadibouv Tn onuacio Twv LoXUpwV KWELIKWY
npoopaong ota LEAN TNG OUASAC TOUG.

Evotnta: Edappoyn otpatnykwy Slaxeiplong mpdofaong

Ektdc amo toug kwdikoUg pocBaaonc, pia GAAN kplowun rtuxr Tng evioxuong tne achaAelag ival n epappoyn
OITOTEAECUATIKWY OTPATNYLKWV Sloxeiplong mpooPBaong. Auto meplhapBavel ) puBOULON TOu Tolog £XEL
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POCcPOON OTA CUCTAUATO, TOV KOBOPLOUO TOU eTLMESOU TPOCPACNC KOL TOV EAEYXO TOU TL UIMOPEL VA KAVEL e
auth tnv pocPacn. H avenapkng dtaxeiplon tng mpocofacnc Unopei va odnynoeL atnv mepLéAeucn evalodntwv
SeSopévwy Kal TOPpwV 0 Un e€oucloSoTNUEVA XEPLA, HE QTIOTEAECUA VO TIPOKANOEL GNUAVTLKA OLKOVOULK
{npio kaw gnpia otn drpn.

Y€ QUTO TO TUHMO TOU HaBrUATOC, OL CUUUETEXOVTEG Ba eUBaBUVOUV OTIC OTPATNYLKEG SLloxeiplong mpooPacn .
Oa KATOVONoOoUV WG va EKXwWPOUV Kol va Slaxelpifovtal ta mpovoula mpocBaocng Pe Baon tTnv apxn Twv
Ayotepwv mpovopiwv (PolLP), Staodalilovtag OTL oL XprioTeg €xouv POvo TNV amapaitntn npdofaocn yla Ty
EKTEAEON TWV €pyacilwv Toug. Oa kaAudBouv Bepata omweg o £heyxog mpooPacng Baocsl poAwv (RBAC), n
enaAnBguon TNG TAUTOTNTAC TOU XPNOoTN, N Staxeiplon cuvedplwy, KaBwWE Kal o EAeyXoc Kol n tapakoAolBnaon
TWV SpaOoTNPLOTATWY TWV XPNOTWV. TNV evotnta auti Ba efetaotolv emiong péBodou Saxeiplong tng
TPOCPOONG OE CUOKEUEC TIOU OVAKOUV OTNV EMLXELPNON KAl XEWPLOPOU TNG TIPOVOULAKNG TipocBaong yla Tthv
OTTOTPOTIH] ECWTEPLKWY OTTELAWV.

Me tnv oAOKARPWON AUTOU TOU ULKPOTILOTOMOLNTLKOU, Ol CUUUETEXOVTEC Ba AMOKTHOOUV HULa OAOKANPWHEVN
KOTAVONGON TWV OQITOTEASCUATIKWV TIPOKTIKWY KUPBEpVOAoHAAELOG. OO QIMOKTAOOUV TIG YVWOELS KAl TLC
Se€lotnTeg ylo ™ Snuoupyla achodwv Kwdlkwv mpodéoPacng Kal TNV ebapUoyr LOXUPWV OTPATNYLKWV
Slaxeiplong mpdoPaong, evioxUOVTOC KATA CUVEMELD TV AOPAAELA TWV CUCKEUWV Kol TWV gualcdntwv
SebopEvwy Tou opyaviopoU Toug. EmutAoy, Ba eival og B€on va SLadwaoouv Tn onpacio CUTWY TWV TTPAKTIKWY
OTOV OPYQVIOUO TOUG, MpowbwvTtag o KoUAToUpa guatobntomoinong kot uneuBuvotnTag OToV TOHE TNG
KUBepvoaodaAelag.

Méoa amnod £va pelypa Bewpiag, MPAKTIKWY AOKNOEWV KOl LEAETWV TIEPIMTWONG, TO LABnua auto Ba epodlaoel
TOUC CUMETEXOVTEG HE TIG 6ELOTNTEC YLa va TTepLnynBoUv e auTomenoiBnaon oto oAoéva Kal Tio cUVOeTo Tomio
™G KuPBepvoaodalelag. Oa sival KoAd EOMALOUEVOL WOTE va eVTOTI{OUV TIPOANTITIKA TILBaVA TPWTA onuela
aodaleiag kat va edapuolouv oTPATNYIKES LA TNV QTTOTEAECUATLKA AVTLLETWILOT Toug, Sltaodalilovtag tnv
OKEPALOTNTA, TNV EUTILOTEVUTIKOTNTA KOL TN SLABECUOTNTA TWV TTANPOPOPLAKWY TIEPLOUCLAKWY OTOLXELWY TOU
OpPYaVLOHOU TOUC.

H amoktnon autol Tou UIKPOTILOTOTOLNTIKOU Sev Ba UTTOSNAWVEL LOVO TNV EMAPKEL TWV CUMUETEXOVTWY OTNV
ooddalela KwSkwv pdoPaong kat tn Slaxeiplon mpooBacng, oAAd Oa uTtoypappilel emiong th S€0UEUOT] TOUG
VO TIOPOLEVOUV EVALEPOL E TO £EEALOCOUEVO TOTTIO TNG KUPBEPVOOOPANELAG, KABLOTWVTOC TOUC £TOL AVEKTIUNTN
TiNYN yla TLG mpwtoBoulisg mpootaciag Twv S£60UEVWVY TOU OpyOVIOHOU TOUC.

Epwtnoelg

1. Mo sival Ta Baolkd XapaKkTnPLOTIKA eVOC LoXUPOU Kal aiodalolc kwbikol pooBacng Kot MW autd
to otolyeiot cupBAAAoULV otV evioxuon TS acdAAELOCG OTOV KUPBEPVOXWPO;

2. Nwg n xpron &vog cuvbuaopol elBIKWY XOPAKTHPWY, YPAUUATWY Kol aplOpwyv os évav Kwdko
npooBaocng cUPPBAAAEL oTnV amotpor! emBEoswy oTov KUBEPVOXWPO; AWOTE £va TOPASELYUA EVOG
LoXUpoU kwdikoL mpdoPaong mou akoAouBel AUTEG TIC ap)EC.

3. Tolog sivat o poAog Tou eléyyou toutdTNTAG SU0 TAPAYOVTWY OTNV gvioxuon the achAAelag Twy
KWKWV mpoéoBaong; EEnyrote Mwe Unmopel va mpootateloel €va cUCTNUA AKOUN Kot av mapoplaotel
£vaG KWLKOG mpooPacng.

4. Tuartl elval onuavtiko va anodelyetal n xprnon Aé€ewv Ae€ikol otoug KwdikoUg mpocBaonc; E€nynote
TO He TN BonBela evog mpaypaTikol apadelyatoc.
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5. E&nynote v apxn Twv ehayiotwv npovopiwy (PoLP) kat To poAo TNG oTnV anoTeAsoUaTIKN Slaxeiplon
™¢ mpooBaong. Nwg n ebappoyn tng PoLP evioxUel TNV acdAAELX TWV CUCKEUWVY TTOU OVAKOUV OTNV

EMIXElpNON KaL TWV gvaicONTwy SeSopévwy;

6. Tueilval o €éAeyxog mpooBaong Baoel poAwv (RBAC) kal mw¢ pnopet n epappoyn tou va fondnoel otn
Slayxeilplon tng mpocBaong o€ evaiocBnto SeSouéva Kol CUOKEUEG TTIOU AVI|KOUV OTNV EMLXElpNON;

7. Nwg ocupPBarel n emaAnBeuon TNG TAUTOTNTOC TOU XPHOTN OTN CUVOALKN OTpaTnYLKN Slaxeiplong
npooBaong;, Awote €va apddelypa Omou n emaAnbguon TNG TOUTOTNTAG UMOPEL val amotpéPel pa

mBavn mapapiacn TG aoPaAELaG.

8. Tatl elvat onuavtilkog o ouvexng EAeyXoc Kat n tapakoAolBnon Twv SpaoTnPLOTTWY TWV XPNOTWV OE
pla amoteAeopatiky otpatnylkn Slaxeiplong mpooPfacng Mwg cUPPAMEL otnv €ykalpn aviyveuon

muBavwyv anelwv acdaleiog;

9. ulntnote éva ogvaplo Omou n akataAAnAn diaxeiplon npocBaong odrynoe os mapaPiacn SeSopévwy.
Mwc Ba pmopoloe va €lXe AMOTPOTEL e TNV £PAPLOYH ATIOTEAECHOTIKWY OTPATNYIKWY Slaxeiplong

npocpaong;

Evnuépwon ywa tnv kuBepvoacddieta kat Staxeipion Aoyoplacpwv (MC

4.1.D.7)

Baoikég mAnpodopieg

Mpoodloplopdg Tou pabnti

TitAog Kol KWwSLKOG TOU HILKPOTILOTOTIOLNTIKOU

Xwpa(ec)/Neproxni(eg) Tou ekddtn

Dopeag(-g) amovoung

Huepopnvia €kdoong

YnoBetikdg $OpTOg £pyaciag mou QmALTETAL yLa TNV

eniteuén Twv LabnoLOKWY eFOTEASOHETWY

Omnoloodnmote MoAlTng

Evnuépwon yla tnv acddlela otov
KuBepvoxwpo Kat Slaxelpilon

Aoyaploopwy
VinK- D 7

IPAANAIA, ITAAIA, KYMPOZ, EANAAA,
POYMANIA
http://dsw.projectsgallery.eu

Kowompa&ia DSW
Ap1Buog épyou: 101087628

Noéupplog 2023

EAdxloto 3 - MéyLoto 8 wpeg
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Eninedo g pabnolakng eunepiog mou odnyel oto ERGIEN
HLKPOTTILOTOMOLNTLKO

EpwTNOELG e QUTOUOTN OALAVON
Tomog agloAéynaong AplBuog epwthoewy: 16- 20
Erutuyia: 75%

Mopdr cuppETOXNG oTn pabnolakn dpactnplotnTa AcUyyxpovn AlaSiKTuakn

Tumog SLaodpaALong moLdTNTAS OU XPNOLLOTIOLELTAL YO
TN oTAPLEN TOU LKPOTILOTOMOLNTIKOU

AfLoAOyNnoN amod OUOTILOUG

MaBnolakd anoteAéopato

MaBnolakd amoteAéoparta (BA. LOs 4.1.75, 4.1.76):

e Exmawdelote toug uMAAAAOUG OXETIKA LLE TOUC KIVEUVOUC TTOU GUVEEOVTAL LIE TN XPHON TPOCWTIKWY
AOYOpLOCUWV YL EPYACLEC TTOU OXETI{OVTAL LE TNV EPyOOia KOl TTPowOroTe T onuacia Tou
SLOXWPLOUOU TWV TIPOCWITIKWY KOl TWV EMAYYEALATIKWY AOYAPLOCHWV.

o EdopuooTe £va CUCTNUA TIPOCWTTILKWY AOyopLlacuwy ylo KOs urtdAAnAo, wote va Kablepwvetol
cadng eubuvn yla tnv mpodcPaocn o svaicOnta dedopéva Kot vo opakoAouBoUVToL OMOTEAECUATIKA
oL 5paoTNPLOTNTEG TWV XPNOTWV.

Neplypadn

Ytnv Ynolakn emoxn, N EVOWHATWON TNG Texvoloyiag oTig Kabnueplvég AsLtoupyleg pLag emixeipnong elval
mavtaxou mapoloq, YEYOVOC TIOU GUVETTAYETAL al€naon Tou OyKou Twv euaicOntwv Sedopévwy mou xpetalovrtol
npootacio. AutA n aAlayn mopodeiypatog amattel auotned PETpa acdaAeiog Kol €va EKMALSEUUEVO EPYATIKO
SUVOULKO yLa TNV gAayLloTomoinon Twy mBavwy ane\wv otov KuBepvoxwpo. OL Kivéuvol TTou OXeTI{OVTOL LIE TIG
omel\ég otov KuPBepvoxwpo Oev meplopilovial otoug e€WTePLKOUC eITIOEPevoug, oA cuxva umopel va
TIPOEPXOVTOL OO TO EC0WTEPLIKO TOU OPYaAVIOUOU, OKOTILUA 1} aKoUoLld, HECW TNG KATAXPNONG MPOCWTTILKWY
AoyapLaopWV yla epyacieg mou oxetilovral pe Tnv gpyaocia. Qg ek TouTtou, eivat {wTIKNAG onpaciog n eknaidevon
TWV £pyalOUEVWY OXETLKA LE AUTOUC TOUG KLVOUVOUC Kol N epapUoy EVOG CUCTAUATOC ToU Slaywpilel Toug
TIPOCWITLKOUG KAl TOUG EMAYYEALATIKOUG AOYPLAGHOUG.

AUTO TO MLKPO-TILOTOTOLNTIKO €XEL OXESLAOTEL Yyl VO TIOPEXEL OTOUG OCUMETEXOVIEG KL OAOKANPWHUEVN
KOTAVONGON TWV KIVEUVWVY TTOU CUVEEOVTOL LE TN P ON TPOCWTTILKWY AOYOPLACHLWY YLa Epyacieg Tou oxeTilovtal
ME TNV gpyaocia Kal Tn onpacia tou SloXwploptol TwV MPOCWITLKWY KAl EMAYYEAUATIKWY Aoyaplacpwy. Ot
OUMMeTEXOVTEG Ba pabouv emiong va spoppolouv éva cUOTNHUA TIPOCWTILKWY AOYOQPLACHWY yla KABe
epyalopevo, wote va kaBlepwvouv cadn guBlvn yla Tnv mpocBacn oe evaioBnta Sedopéva Kol va
TapakoAouBoUV ATOTEAECUATLKA TIC SpAOTNPLOTNTEC TWV XPNOTWV.
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Evotnta: Ekmaildeuon twv epyaloUEVWY OXETIKA E TOUC KLVOUVOUG

H onuaoia tng achalelag otov kKuPBepvoxwpo Sev pmopei va vmotiunbel. Qotdoo, éva cuotnua aodpoaieiog
£lval T000 LoYUpO 600 0 TILo AdUVAPOC KPLlKOG TOU. JUXVA, AUTOG 0 adUvapog Kpikog Telvel va elval To avBpwrivo
AaBog N n auéAela, Kupiwg otav ot epyalOUEVOL XPNOLUOTIOLOUV TOUC MPOCWTILKOUC TOUC AoyapLoopolg yLo
gpyaoiec mou oyetilovral pe tnv epyacia. Autd To HEPOC TOUu pabnuatog efetalel Toug KvSUVOUG TOU
ouv&EovTal E TN XPrON MPOCWTTKWY AOYOPLACUWY VL0 ETTAYYEALOTIKOUG OKOTIOUG, CUMTIEPIAOUBAVOEVNC TNG
Slappong dedopévwy, Tng mBavng nelpateiag kat tTng SuokoAiag mapakoAolBnong Twv 6POCTNELOTHTWY TTOU
oxetilovral pe tnv epyacia. Ol cUPPETEXOVTEG Ba paBouv yla moapadeiypata amod Tov MPoyHOTIKO KOGUO OTou
N KOKNA XPNONn TPOCWTIKWY Aoyoplacpwyv o8Nynoe o oNUAVIIKEC Tapafldoel tng acdpdlelac. Oa
KOTOVONOOUV TI( EKTETAUEVEC ETUMTWOEL TETOLWV TAPOPBLACEWY, CUUTEPAOUBOVOUEVWY TwV TIBovVwY
OLKOVOULKWV {NULWV, TG Inuiag tng Gnung Kal g amwAELOG EUMLOTOoUVNG UETAED TwV evlladepouEvwv
HEPWV. MEOW OUTWYV TWV HOBNUATWY, OL CUMUETEXOVTECG Ba EKTLUAOOUV TNV KploLUn onuaoia tng Statrpnong
EEXWPLOTWV TIPOCWTIKWY KOL EMAYYEAUATIKWV Aoyaplacpwyv ya tn Stachdiion tg achdAelog Kol TG
OKEPALOTNTAC TWV VOLCONTWY SeSoUEVWV.

Evotnta: ALOXWPLOUOC TIPOCWTTILKWV KAl ETIOYYEALATIKWY AOYOPLACHWY

210 SeUTEPO TUNUO TOU HABUATOG, Ol CUUHETEXOVTEG Ba pabouv yla Tn onpacio g Umapéng Eexwplotwy
TIPOCWTILKWY KOl EMOYYEALOTIKWY AOYAPLACHWY. AUTOG 0 Slaxwplopog amotelel Bepehiwdec otolxelo pLag
LOXUPNG OTPATNYLKAG KUBEpvoaodAAeLag, KaBwG eMITpEMEL TOV KAAUTEPO £AeyXo TNC MPodaPaong os evaiocbnta
6ebopéva, TNV EUKOAOTEPN TapakoAoubnon twv SpaoTnPLOTATWY TIOU OXET(OVTAL UE TNV £pYAcio Kal Tn
BeAtiwon tNng Aoyodooiag. OL cuppetéxovieg Ba Siepeuvricouv ta Sladopa odpéAn tou SlaywpLopou
TIPOOWTILKWY KO ETMOYYEAUATIKWY Aoyoplacuwy, onwe n auvénuévn acdalela, ol cadeotepeg SLASPOPEC
€AEYXOU KoL 0 HeYaAUTEPOG EAEYXOG TNG TpOoBacng ota SeSopéva. MEAETEG TEPUTTWOEWY TIOU TApoucLalouv
TOL TTAEOVEKTHMOTA €VOG TETOLOU SLaXWPLOMOU, KaBwe Kat Tig mayibeg Tng pn edpapuoyng tou, Ba evioxloouv
TIEPALTEPW TNV KATOVONGN QUTH.

Evotnta: Edappoyr cuoTNUATWY TPOCWTTLKWY AOYAPLACUWY

To televtaio TuApa Tou padnuoatog Ba emikevipwOel oTtnV epapUoyr) CUCTNUATWY TTPOCWTTILKWY AOYAPLACHUWY
yla kaOe gpyaldpevo. OL cuppetexovieg Ba pabouv mwg va dnpoupyolv atoptkoUg Aoyaplacpoug epyaociag
yla toug uTtaAAnAoug toug, va Bsomilouv cadeic kavdveg Kal KOTEUBUVTAPLEG YPAUUEG YLA TN XPON TOUC KoL
va ebappdlouy cuOTAUATA TTAPAKOAOUONCNC YLOL TNV ATTOTEAECUATLKA TtapakoAoUuBnon Twv §paotnpLoThTWyY
TWV Xpnotwv. OL cuppetéxovteg Oa pnabouv TIg BEATIOTEC MPAKTIKEG ylot TN Snuloupyio kol t Slaxeiplon
CUOTNUATWY TIPOOWTILKWY AOYOPLOCUWY, CUUTEPIAAUBOVOUEVOU TOU TPOMOU XELPLOMOU TNG £L0660UL Kal
£€660v, TN¢ Slaxeiplong Twv SIKALWUATWY MPOoPAcNG KoL TOU EAEYXOU TwV SpacTNPLOTATWY TWV XPNOTWV. Oa
KOTAVO GOV EMIONG TO POAO QUTWV TWV CUCTNUATWY otn Slatipnon tg Aoyodooiog kat otn BeAtiwon Tng
GUVOALKAG aodaAsLoC.

Me TNV oAOKANPWON AUTOU TOU HLKPOTILOTOTOLNTIKOU, Ol CUMHETEXOVTEC Ba £€xouv Katavonoel os Babog tn
onpaoia tou SlowpLopol TwV TPOCWIIKWY KoL EMOAYYEALATIKWY AOYAPLOCUWY KAl TOUG KLvSUVOUG Tou
OUVSEOVTAL LE TN XProN TIPOCWITLKWY AOYAPLOCHWY Ylo. Epyacieg mou oxetilovtal pe tnv gpyacia. Oa sival
edodlaopévol pe TIg SeELOTNTEC yLa TNV DAPUOYH ATIOTEAECHATIKWY CUCTNHATWY TPOCWTILKWY AOYapLOCHWY,
e€aodpahilovrag kaAlutepn aodalela SeSopuEVwyY Kal UTIEUBUVOTNTO OTOV OPYAVLICHO TOUG.

AUTO TO MLKPO-TILOTOMOLNTIKO Ba Toug SWOoEeL TNV eukalpla VA KATAVONOOUV TIWG £VOL EVNUEPWHEVO KO
EKTIALOEVULEVO EPYATLKO SUVAULKO UTTOPEL VAL AELTOUPYNOEL WG N TTPWTN VPO QUUVAG EVOVTLTIIBOVWY ameNWV
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KUBepvoaoddlelag. Oa eival os BEon va Sladwoouv TNV evaleBnTonoinon Twv opAdwVY TOUG CXETIKA HE TN
onuaocia Tou SLawpLoHoU TwV TTPOCWITLKWY KoL TWV EMAYYEALATIKWY Aoyaplaopwy, cupBarlovrog £€Tal oth
Snuoupyia pLag KouAtoUpag evatloBnTomoLnUéVNg o BEpata aopAAELAG OTOUG OPYAVIOUOUE TOUG. MEow evOg
ouvbuaopol BewpnTikAG LABNONG, TOPASELYUATWY IO TOV TIPAYHATIKO KOGUO KO TIPOKTIKWY 0.OKAOEWV, OL
ouppEeTEXOVTEG Ba ival kaAuTtepa e€omAlopévol yla va mipoPAEénouy miBavolg Kvduvoug aodalelog Kal va
epapudlouv OTPATNYLKEG YL TOV HETPLACOUO TouG. H oAokApwaon autoU Tou HLKPOTILOTOMOLNTIKOU Sgv Ba
onUatodotel HOVO TNV KaTtavonaon TG onpooiog Tou SlaxwpLlopou Kal tng Slaxeiplong Aoyaplacpwy, aAld Ba
avtavakAa emiong tn S€opeucr) Toug va SlatnpouVv LOXUPEC TIPOKTLKEG KUPBEpVOOOPAAELOC EVIOG TOU
OPYOAVLOOU TOUG, KOOLOTWVTOC TOUG OVEKTILNTA TIEPLOUCLAKA OTOLXELA OTLS TPWTORBOUALEG TOU OpYyaVIGLOU TOUG
yla TNV mpootacio twv SeSouévwy.

Epwtnoelg

1. Mool eival ot mBavol kivéuvol mou cuvdéovtal Pe TN XPron MPOCWTILKWY AOYOPLOCUWY A0 TOUG
£pyalOUEVOUC YLa EPYAOLEG TTOU oXeTL{ovTal e TNV gpyacia; Mapakahelote va SWOETE €va TPOAYUATIKO
TAPASELY A TIOU VoL KOTASELKVUEL UTOUG TOUC KLVSUVOUG.

2. E&€nynote ta odpéAn Tou SLaXWPLOUOU TWV MPOCWITIKWY KOl EMAYYEAUATIKWY AOYAPLACHWY YLOL TOUG
gpyalopevouc. NMwe Umopel autog o Slaxwplopdc va evioxVUosL Tn otdon KuPepvoacdhdAelag evog
OopyavLIopoU;

3. TMola pétpa pmopei va AAPeL £vag opyaviopoc yla vo eKITaldeVoEL TOUG UTIOAANAOUG OXETIKA LLE TOUG
KLvSUVOUC TNG XProNG TPOCWTILKWY AOYapLOCHUWY YLO EPYACLeC TTOU oXeTi{oVTaL LE TNV epyaoia;

4. MNwg o SLaywpLoUOC TPOCWTTLKWY KAl EMOYYEALATIKWY Aoyaplacuwv Bonba otnv amoTeAECUATIKOTEPN
napakoAouOnaon Twv SpaocTNPLOTHTWY TOU GXETI{OVTAL LIE TNV €pYAOLQ;

5. Motogelvat o poAog Tng ekmaideuong Twv epyalopévVwy oTny MPowonon Tng onuaciag tou SLoxwpeLopoU
TWV TPOCWTILKWY KAL TWV EMAYYEALATIKWY AOYQPLACHWY;

6. MeplypadPte Ml KATAOTACN OTNV omola n amotuyio SlaXwpLlopoU TwV TPOCWIIKWY KAl TwV
ETAYYEALATIKWY Aoyaplacpwy odnynoe oe mapafioon tng acddAetag. Nwg Ba unopolos va eixe
QIMOTPATEL

7. Mola otoleia eival {wtikAg onuaoctiag yla tTnv epappoyr evog cUCTHUOTOG TPOCWTILKOU AoyapLlacuol
yla KaBe epyalduevo;

8. Mwg umopel n ebpoppoyr CUCTNUATWY TTPOCWIILKWY AOYAPLOCUWY VA KaBlepwoel oadn euBuvn yla tnv
npooPaon oe evaicOnta dedouéva;

9. TloleG OTPATNYLKEC WUIMOPel va XPNOLUOTOLNOEL £VaG OPYOVIOUOG Yl TNV  QIOTEAECHOTIKN
napakoAoubnon Twv SpacTNPLOTATWY TWV XPNOTWV OTAV XPNOLUOTIOLEL éval cUCTNHA TIPOCWTTLKWY
Aoyaplacpwv yla toug urtaAAnAouc;
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Alaxeipion kuBepvoaodalelag - NMpootaoia TeEAKwY onUelwv Kal dtatripnon

dedopévwy (MC 4.1.D.8)

Baotkeg mAnpodopieg

Mpoodloplopdg Tou pabntni

TiTAOG Kol KWSLKOG TOU LUKPOTILOTOTIOLNTLKOU

Xwpa(eg)/Neproxni(eg) Tou ekddtn

QOopéag(-eg) amovoung

Huepopnvia £ékdoong

YrnoOetikdg $OpToC £pyaciag mou amalteltal yia tnv

eNiTeUEn TWV HABNOLOKWY SFEOTEASOHETWY

Eninedo tng padnolakng sumelpiog mou odnyel oto
LKPOTILOTOTOLNTIKO

Tomoc agloAdynang

Mopdr cupETOXNG OTN HoBnolakn dpactnplotnTa

Tomog StaodpaAong moLdTNTAG OV XPNOLUOTOLETAL YL
TN otNPLEN TOU ULKPOTILOTOMOLNTLKOU

Onoloodnmote moAltng

Awaxeiplon KuBepvoaodarelag -
Mpootacia  tehkkwv  onuelwv  kal
Slatrpnon edopévwy

KinK: N Q

IPAANAIA, ITAAIA,  KYMNPOZ, EAAAAA,
POYMANIA

http://dsw.projectsgallery.eu

Kowomnpa&ia DSW
AplBuog €pyou: 101087628

NoéuBplog 2023

EAdLoto 3 - MéyLoTo 8 wpeg

EXPERT

EpwTAOCELG e auTOUATN orpavaon
AplBuoc epwtnoswy: 16- 20
Ertuyia: 75%

AcUyxpovn AladIKTUaKN

AfloAdynon amo OUOTIHOUC
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MaBnolaka anoteAéopata

Mabnotaka anoteAéopata (BA. LOs 4.1.77, 4.1.78):

o [vwpilete nwg va edbapudlete, va xelpileote kal va cuvtnpeite AUoeLG mpootaciag TEAKWY onpeiwy
yla TNV POOoTACLA PEUOVWUEVWY CUCKEVWV Kal SIKTUWV oo anellég achaieiag.

e Edapuodote moAltikég Slatrpnong 6edopévwy yla va Sltaopaliioste otL ta Sedopéva Statnpouvtal
UOVO yla TNV anapaitnTtn SlapkeLa, EAAXLOTOMOLWVTOC TOV KivOuvo €kBeong Twv SE80UEVWV KaL TLG
TIWOOVEG EMUMTWOELS OO MEPLOTOTLKA KUBEPVOAOPAAELAG.

Neplypadn

Ytn Suvapkn odaipa tng kKuBepvoacddielag, n mpootaoia Twv TEAKWV ChElwY, OTwE GpopnTol UTIOAOYLOTEG,
smartphones kol AAeC 0lCUPUATEG CUOKEVEC, AMOTEAEL KpioWo otolxeio ylo TV mpootacia Twv PndLokwy
TIEPLOUCLAKWY OTOLXELWV £VOC opyaviopol amod amel\ég acdaleiog. Toutoxpova, Ol LOXUPEC TIOALTIKEG
Slatrpnong dedopévwv pmopolv va Sdtadpapaticouv kaBoploTtikd poAo otnv elaylotonoinon tou Kwvduvou
£kBeong Sedopévwy Kal Twv TOAVWY EMUTTWOEWVY TEPLOTATIKWVY KUBepvoaoddAelac. MNa TNV TAoAynon oTLg
TLOAUTIAOKOTNTEG QUTWVY TWV TOHEWV TNG KUBEPVOACHAAELOG, UTIAPYXEL KPLOLUN QVAYKN YLO ETOYYEALATIEG TTOU
elval gumelpol otnv edappoyn Kal t cuvtnpnon AUCEWV MPooTaciog TEAKWY CNUELWY Kal oTtnv Aoknon
OMOTEAECUATIKWY TOALTIKWY Slatrpnong dedopévwy.

AUTO TO ULKPO-TILOTOTIOLNTIKO €XEL OXeSLAOTEL yla va TIPOOhEPEL OTOUG CUUUETEXOVTEG HILO. OAOKANPWUEVN
KOTOVONGN TWV OTPATNYLIKWY KAl TIPOKTLKWY TIOU OXETI{OVTAL E TNV TPOOTACIA LEUOVWHEVWV CUCKEUWYV Kall
SIKTUWV amo anel\ég aodpalelag. JTOXOC TOU elval Tiong va Toug ePoSLATEL PE TIG amapaitnTeg SELOTNTEC yLa
NV amnoteAecpatikn €dappoy TOATKWY dlatipnong dedouévwy, Slaocdalilovtag oOtL ta Sebopéva
Slatnpouvtal KOVo YL TNV AIALTOUHEV SLAPKELA, LELWVOVTOG ETOL TOV Kivduvo €kBeanc Twv SeSouEVwy.

Evotnta: Mpootacia teAikwy onpeiwy

Ta tehikd onueia, wg MUAeG €lo68ou oto SiKTUo €vOG OPYAVLOHOU, QMOTEAOUV TPWTOPXLKOUE OTOXOUG yla
KuBepvoeniBeoelc. H StaodaAion tng aodAAELAC AUTWY TWV CUCKEUWV lval £€va TIOAUTTAOKO €pY0 TIOU amaltel
e€eldIKEUPEVEG YVwOoEeLG Kal Se€loTnTeG. To MPWTO HUEPOG QUTOU TOu paBnuatog sival adlepwpévo otnv
KOTAVONGON TNC onpoociag Tng TMPOOTACIOC TWV TEPUOTIKWY ONMEiwv Kol otnv ekuabnon tou tpodmou
OMOTEAECUATLKAC UAOTIONONG KoL CUVTAPNONG AUCEWVY TPOCTACLAG TEPUATIKWY oNUeiwy. OL CUMPETEXOVTEG Ba
guBabuvouv otoug Stadopoug TUMOUG AUCEWY TTPOOTACLAC TEALKWY CNUELWY, TIOU Kupaivovtal amo AOYLOULKO
TipooTaciog armod LolG Kal KAKOBOUAO AOYLOULKO €W TEIXN TPOOTACLOC KoL CUCTAHATO avixveuong elcBoAwv. Oa
KOTAVOrGoUV To poAo Tou Sladpapatilel kaBe TUTOC AUONC OTNV AUUVA KATA TwV SLodpopwv TUTIWV ameNWV
OTOV KUPBEPVOXWPO KOl TTWE va €TIAEYOUV TIG KATAAANAEG AUOELG VLA TIC OUYKEKPLUEVEG OPYOVWTLKEG TOUG
ovaykec. EmutAéov, Oa pdaBouv yla TIC PBEATIOTEC TPOKTLIKEC YLOL TN OUVIAPNGCN AUTWV TwV AUCEWV,
CUUTEPIAQUPBOVOUEVWY TWV TOKTIKWYV EVNUEPWOEWV Kol OlopOwoewv Aoylopkol, TG OuvexoUg
mapakoAoBOnaong Kat Tng Apeong ovtidpaong o TOAVES ameAéc. MEOwW TIPOYUATIKWY CEVAPLWY KoL LEAETWY
TEPIMTWONG, Ol CUMUETEXOVTEG B0l KATAVONOOUV TIC CUVEMELEC TNG QVETIOPKOUC TIPOOTAOLOC TWV TEALKWV
onpeilwv KoL Tov KPLoLWWo pOAO TWV EYKALPWY EVNEPWOEWVY KOL TNG CUVEXOUG apakoAoUBnong otn dlatipnon
MLOG LOXUPNG AUUVOG EVAVTL TWV ATEAWV OTOV KUBEPVOXWPO.

Evotnta: Alatripnon Asdopévwy

Mua @GAAN LwTLKAG onuaciog mtuyn tng achaAelag otov KuBepvoxwpo sival n Slaxeiplon Tou KUKAoU {wNG Twv
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Sebopévwy, BLwg Tou xpovou Slatrnpnong twv dedopévwy. To SeUTEPO HEPOC TOU LOBAATOC EMLKEVTPWVETAL
OTLG TIOALTIKEG Slatrpnong Sedopévwy Kal otov POAO TOUG oTnv gAaylotonoinon tou kwdlvou €kBeong
6ebopévwy. OL cuppetéxovteg Ba pabouv yla T onuacia tng Statipnong twv deSopévwv HOvVo yla TV
amopaitntn Slapkela Kal yla Toug mibavoug kivdUuvoug mou cuvdéovtal Pe Tn dlatrpnon twv dedopévwy ylo
UEYAAUTEPO XPOVIKO SLACTNO OO TO AmaAlToUpEVO. Oa elBaBUvVoOUV OTIG VOULKEG KOL KOWVOVLOTIKEC ATIATAOELG
nou oxetilovtal pe tn dlatripnon SeSopévwy KOl MWE va T EVOWMOTWOOUV OTLG TIOALTIKEG Slatnpnong
6£60UEVWV TOU OpYAVIOUOU TOUG. ETIUTA£0V, OL CUMUETEXOVTEG Bal ATTOKTHOOUV YVWOELG OXETLKA LLE TIG BEATLOTEG
T(POKTLKEG yLa TNV edappoyn Kat Tn dtatipnon MOALTKwY Statpnong 660UEVWY, CUUTEPIAAUBAVOUEVWV TWV
TOKTIKWY EAEYXWY, TWV QUTOLOTOTOLNUEVWY TIPWTOKOAA WV Slaypadng dedopévwy Kal TG eknaidbeuong Tou
TIPOCWTILKOU. @0 KATAVOIGOUV TO POAO QUTWV TWV TIOALTIKWYV OTN HElWoN TNG EMLPAVELAG YLO TILOAVEC ETIOECELG
OTOV  KUBepvoXxwpo Kal otnv elaylotonoinon Twv EMUMTWOEWY TUXOV TIBQVWVY  TEPLOTATIKWY
KUBepvoaodalelag.

Me Thv oAOKARPWGN OUTOU TOU ULKPOTILOTOTIOLNTLKOU, Ol CUPHETEXOVTEG Ba £xouv avamtuel pla otépen Baon
oe 800 Kkploleg mMTuxEC TNG KUBepvoaodAAELOG: TpooTacio TEAKWY onueiwy kot Statrpnon dedopévwy. Oa
OTTOKTAOOUV TLG YVWOELG Kal TG 8e€loTNTeG yla TNV edappoyrn Kal Th Slatnpnon amoTeAECHOTIKWY AVCEWV
TMPOOTACLOC TEAIKWY ONUEiwY Kal TIOALTLKWY dlatipnong dedopévwy, evioxUovtag £Tol TNV achAAeld Twv
CUOKEUWV, TwV SIKTUWV Kol Twv SeSopévwv Tou opyaviopol Touc. EmumAéoy, Ba eival o B€on va umootnpi¢ouv
TN ONUOCLA AUTWV TWV TIPAKTIKWY 0TOV 0PYaAVIOUO TOUG, MPowbwvTtag pia KouAtolpa svaloBntomnoinong Kot
umeuBuvaTtnTog otov Topéa TG KuPepvoaodaleLag.

Méoa amnod éva pelypa Bewpliag, MPAKTIKWY AOKNOEWV KOl LEAETWV TIEPIMTWONG, TO LAaBnua auto Ba epodlaoel
TOUC CUMETEXOVTEG HE TIG 6ELOTNTEC YLa va TTepLlnynBoUv Pe auTtomenoiBnaon oto oAoéva Kal Ttio cUvOeTo Tomio
™¢ kuBepvoaodalelag. Oa sivol KaAd eEOMALOUEVOL WOTE va eviomilouv TTPOANTITIKA TBAVA TpWTA onUEia
aodaleiag kat va edapuolouv oTPATNYIKES YLA TNV QTTOTEAECUATLKA AVTLLETWILOT Toug, SltaodaAilovtag tnv
OKEPALOTNTA, TNV EUTILOTEVUTIKOTNTA KOL TN SLABECUOTNTA TWV TTANPOPOPLAKWY TIEPLOUCLAKWY OTOLXELWV TOU
OpPYaVLOLOU TOUC.

H amoktnon autol Tou UKPOTILOTOTOLNTIKOU SV Ba uTtOSNAWVEL LOVO TNV EMAPKELA TWV CUKUETEXOVTWY OTNV
npootacia TeEAlkwy onpeiwv kat tn Statrpnon dedopévwy, aAAa Ba utoypapuilel emiong tn 6€oUEUOH TOUG VO
TIAPAPEVOUY EVNUEPWUEVOL PE TO efeAlooOpevo TOTio TNG KuPepvoooddalelag, KoBOLOTwVTAC TOUG £ToL
OVEKTLUNTN TtNYA YLa TIC TPWTOPROUALEG ipooTaciag S£50UEVWV TOU OpyOVIGHOU TOUC.

Epwtnoelg

1. MNowx eival ta Bacikd oTolela HLOC QMOTEAECUOTIKNG AUonG mpootaociag Tehikwv onueiwy; Mg
cuvepyalovTal UTA TA OTOLKELD VLA VAL TIPOCTATEVOOUV UEUOVWIEVEG CUOKEUEC KAl SIKTUO amto amelAEG
oodaleiag;

2. Nepypaydte tn Stadikacio uhomoinong pLag AUong mpootaciog TEAKWY onUeiwv o€ évav opyoviouo.
Mota elval Ta BApaTa TOU omaLToUvTaL KoL Ttolol eivat ol Bootkol apdyovteg mou mpemnel va AndOolv
uroyn;

3. TMwg prmopoUlV oL TOKTIKEG EVNUEPWOELS Kal SL1opBwWoELS va GUUBAAOUV OTNV OTMTOTEAECUATLKOTNTA TWV
AUoewv mpootaociag TEAIKWY oNUElWVY; AWOTE EVa TTPAYUOTIKO TAPASELYUO OTIOU N EAAELPN TAKTIKWY
evnuepwoewv odnynoe os mapafiaon TG aodpaielag.

4. E&nynote tnv évvola Twv MOATIKWY Slatnpnong SeSopévwy. Mwe oL TIOALTIKEG AUTEG oUBAAAOUV OTNV
gh\aylotomnoinon tou kwduvou €kBeong dedopévwy;
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5. Mota gival n onuoocia tou kaBoplopoU pLog avaykaiog StapKeLag ylo tn dlatnpnon twv SeSouévwy Kat
moLol eivat ol Bavot kivéuvol amo tn Statipnon Twv de60UEVWY yLa LEYOAUTEPO XPOVIKO SlaoTnua

QO TO ATALTOUEVO;

6. Nwg ennpealouv oL VOULKEG KOL KOVOVIOTIKEG QTOLTAOELG TLC TIOALTIKEG Slatrpnong deSopuévwy; Awaote
£va TOPASELYUA KOVOVIOUOU TIou emNPeAleL tn datrpnon Se60UEVWY Kal EENYNOTE TTWG.

7. Nepypayte tn Sadikacia edapuoyng LLog moALTikng dtatrpnong Sedopévwy o Evav opyaviopo. Mota
gival ta kplowa BripaTa Kot TIOLEG TIPOKANCELG UTTOPEL va TTPoKUouV Katd tnv edapuoyn;

8. MNw¢ n AoKNon AMOTEAECUATIKWY TIOATIKWY Slatrpnong Sedopévwv ehayloTomolel TI¢ TBaveg
ETUMTWOELS ATIO TIEPLOTATIKA KuBepvoaoddAelag; AwoTe €va MAPASELYUO Yla va UTIOOTNPiEETE TNV

g€nynon oag.

BeAtiotomnoinon nepiynong kat Swaxeipion aopaielag (MC 4.1.D.9)

Baoikég mAnpodopieg

MpoodLoplopog Tou pabnti

TiTAOG Kol KWELKOG TOU LULKPOTILOTOTIOLNTLKOU

Xwpa(ec)/Neproxni(eg) Tou ekddtn

Dopéag(-eg) amovoung

Huepopnvia €kdoang

YnoOetikog $optog epyaciag mou amalteital yia thv

eniteuén Twv LabnoLOKWY eFOTEASOHETWY

Eninebo tng padnolakng eumelpiog mou odnyel oto
HLKPOTILOTOTOLNTLKO

Tomog agloAéynong

Onoloodnmote ToATNG

BeAtiotomoinon TPOYPAUUATOG
TepLynong kat dlaxeiplon aodpdaAelag
Kwé: D.9

IPAANAIA, ITAAIA,  KYTMPOZ, EANAAA,
POYMANIA

http://dsw.projectsgallery.eu

Kowormpa&ia DSW
Ap1Buog épyou: 101087628

No€upplog 2023

EAdxloto 3 - MéyLoto 8 wpeg

EXPERT

EpWwTNOELG UE QUTOUOTN OALAVGN
AplBuog epwthoswy: 16- 20
Ertuylo: 75%
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Mopdr cuppeToxng otn padnotakn dpactnplétnta AcUyxpovn AladiKTuakn

Tumog SLaadpaAilong moLdTNTAG OV XPNOLLOTIOLELTAL YLa
TN oTNPLEN TOU UIKPOTILOTOMOLNTLKOU

AfLoAoynon amnd ouoTILOUG

MaBnolakd anoteAéopata
MaBnolaka amoteAéoparta (BA. LOs 4.1.79, 4.1.80):

e  BeATIOTOMOLAOTE TIC pUBUIOELG KL TIG EMLOOCELG TOU TTPOYPAUUATOG TIEPLAYNONG Oag yla val
BeAtiwoete TNV TaXUTNTA KOL TNV ATTOTEAECUATIKOTNTA TNC TEPLAYNONG.

e  EfatoplkeVOTE TIG pUBUioELS aodaAElOg TOU TIPOYPAUOTOC TIEPLIYNONAG OOC YLO VO EVIOXUCETE TNV
aopAAELQ KL TO amoppnTo oto dladiktuo.

Neplypadn

To mpoOypaupa TEPIRYNONG XPNOLUEVEL WG Kupla Slemadn HETAEU Twv XpNotwv Kal tou Atadiktiou,
POohE£POVTOC Lo TTUAN TPOoBacNG 08 TEPAOTLO OYKO TIANPodopLWV Kal UTtNPECLWY. Qg K TOUTOU, N amodoaon
KOlL N 0P AAELD TOU TIPOYPAULATOG TIEPLAYNONG WITOPEL VAL EMNPEACEL ONUAVTIKA TNV TIOLOTNTA TNG SLASLKTUOKNAG
gUMeLplag evOg xpNnotn. Qg ek touTou, eival {wTikn ¢ onpaoiag yla toug Xpnoteg va BeATLotomnolouv TG pubuioelg
TOU TPOYPAUHATOC TIEPLAYNONG VLA AUENUEVN TAXUTNTA KoL AIMOSOTIKOTNTA, EVW TAPAAANAQ EEQTOMLKEUOUV TIG
puBuioelg aodpaleiag yla Tnv mpowdnon TG acdAAELOG KAl TG LOLWTIKOTNTACG 0To SladikTuo.

AUTO TO LLLKPO-TILOTOTIOLNTIKO €XEL WC OTOXO VA £POSLACEL TOUC CUMUETEXOVTEG HE TLG AMAPAITNTES YVWOELG KOL
6e€10TNnTEC yLa T PeAtioTomnoinon Twv pubuicewy Tou MPOYPAUHATOS TIEPLYNONG Lo BEATIWHEVN TOXUTATO Kol
amodoTKOTNTA Kal TNV €atopikevuon Twv pubuicewv aodaleiag yia avEnuévn aodpaleta Kat LSLWTIKOTNTA OTO
Slabiktuo. To padnua Ba kaAuyel OAeC TIG TTTUXEG TNG SLOXELPLONC TOU TTPOYPAULATOC TIEPLYNONG, Ao TV
Katavonon Twv Sladopwv pubuicewv €wg Tov XELPLOUO TOuC yla TN BeAtiotomnoinon tng amddoong Kot tnv
gvioyuon tng aodpalelag.

Evotnta: BeAtlotomnoinon Tou mMpoypAaaTog TEPLRYNONG yia auEnévn TaxUTNTA Kol AMOTEAECHATIKOTNTA

2TO MPWTO UEPOG TOU LOOAUATOC, Ol CUMUETEXOVTEG Ba LABouv yla Tig ToAUapLlBEeG pubuioels kot Aettoupyieg
TIOU UMOPOUV VA EMNPEACOUV TNV TAXUTNTA KOL TNV OMOTEAECHATIKOTNTA EVOG TPOYPAUUATOC TiepLiynong. Ot
ouppeTéXovteg Ba eppabuvouv ota Stadopa otolkeia mou ennpedlouv TNV TAXUTNTA TMEPLAYNONG, OMWC N
Slaxeiplon tng mpoowpLvig LvhAung cache, o éAeyxog Twv cookies Kal n amevepyomnoinon MePLTTWY EMEKTACEWV.
Méow MPAKTIKWY AoKNoewv, Ba HdBouv mwe va tpocapolouv auTEG TIG pubuioslg yia tn BeATiotonolinon g
anodoong Tou MPOYPAUUATOC TEePLynong kat tn PeAtiwon TnG ouvoAlkng SLaSIKTUOKAG eumelpiag. Oa
KOAUGBel emiong n onuooia TwV TAKTIKWY EVNUEPWOEWV TOU TIPOYPAUMATOG TEPLYNONG, HE TOUC
CUMUETEXOVTEG VA HaBaivouv TG Ol EVNUEPWOEL OXL MOVO TAPEXOUV TIG TLO MPOOPATEG AELTOUPYIEG KOl
Slopbwoelg acdadeiog aAld ouxvd PeAtwwvouv Kal TNV amodoon TOU TPOYPAUMOTOC TEPLAYNONG.
Mapadeiypato amd tov TPOYUATIKO KOopo Oa umoypappicouv TEPAITEPW TN ONUACIO TWV TOKTIKWY
EVNUEPWOEWV TOU TIPOYPALLATOC TIEPLAYNONG KOL TNG CWOTAC SLaXeiplong Tou MPoypALATOS TTEPLRYNONCG Yo

117



» *

D S W *:*:} ﬁlz-g:liepi:x Union

DIGITAL SKILLS WALLET

™ Beitiwon T
Ng TaXUTNTAG TEPLYNONG.

Evotnta: Mpoowrikeég puBuioelg aopaleiag Tou TMPOYPAUUATOG TEPLAYNONG Yla auénuévn aodaAsla Kal
pooTacia TNG IOLWTIKNAC LwNAS

To deUtePO HEPOC TOU padnpatog Ba emikevtpwOel otig pubpioelg aodaleiag Tou MpoypAULATOC TIEPLRYNONG.
Ot ouppeTéxovteg Ba pabouv mwe va e€QTOULKEVOUV QUTEG TIG pUBUIOELC yLOL vl EVIOXUCOUV TNV aodAAEL KO
TO amoppnTo oto Sladiktuo. Ano Tnv Katavonaon Tou poAou Twv cookies otnv NAekTpovikr TtapakoAolBnon £wg
NV EKUABNon Ttou Tpomou edapuoyng Sadopwyv XaAPaKINPLOTIKWY acdaAeiog, OMwE oL amokAElopol
avaduouevwy apabUpwv Kol N WOLWTLKA TEPLAYNOT, Ol CUUUETEXOVTEG Ba QMOKTHOOUV UL OAOKANPWUEVN
Katavonon Twv pubuicewv aopaleiag tou mpoypdppatog neptiynong. Ta Bépata Ba neplapBdavouy eniong
™ OSlaxelplon omoBnkeupévwy KWOLKWY TPOoBacng, TNV EVEPYOMOLNCN OUTOUATWY EVNUEPWOEWV Yld
erublopbwoelg aodaleiag kal Tnv Katavonon Twv achoAwv cuvdéoswv (HTTPS). Ol cuppetéxovieg Ba pabouv
Ttwe va dlaxelpllovrtal TIG puBULOELS amOPPNTOU yLa Vo EAEYXOUV TTOOEC MPOCWTTLKEG TAnpodopieg potpdlovtal
JLE TOUG LOTOTOTIOUC KOLL TIWG VAL XPNOLUOTIOLO UV TNV incognito 1) TNV WBLWTLKN Aettoupyla yla emutA£ov tpooTacia
™G WBWTIKAC {wAC.

2T0 TEAOC QUTOU TOU WLKPO-TILOTOTIOLNTIKOU, OL CUMUETEXOVIEG Ba £€XOUV OTTOKTHOEL PLa OAOKANPWLEVN
KOTAVONGN Tou TPOTou BeAtiotonoinong Kat Slaxeiplong twv pubuicewv Tou MPOoYypPAUUATOC TIEPLRYNONG YLa
BeAtlwpévn tayxvtnta, anmodotkotnta, acdalela Kal mpootacio tng WwtikAg {wng. Oa eival oe B£on va
TieEPLNyouvTaL 0To SLadikTtuako toug meplBallov pe peyahltepn automenoibnon kal éAeyxo, e¢aodaiilovtag
pLa aodaln Kol ArmoTEAECUOTIKA EUMELpLa TTEPLYNONC.

Méow BewpNTIKWV YVWOEWV KOl TIPAKTIKWY AOKNCEWY, TO MABnUa autd Ba SWoEL OTOUC CUMIETEXOVTEG TN
SuVaTOTNTA VO KOTAVOIGOUV TLG ATIOXPWOELG TWV PUBLLLCEWV TOU TIPOYPALUOTOG TIEPLAYNONG KAL TOV OVTIKTUTIO
TOUG OTNV TaxXUTNTA, TNV OTTOTEAECUATIKOTNTA KOl TRV aAoPAAELA. OO ATTOKTAOOUV EMIONG TIOAUTLUEG YVWOELG
OXETIKA LE TN onUacio NG SLaxelpLong Tou TPOYPAUUATOC TIEPLYNONG OTO EUPUTEPO MAALOLO TNG SLASIKTUOKAG
aodalelag Kot IBLWTIKOTNTOC.

H oAokApwaon autol Tou LKpoTiloTonowntikou Ba amodeifel tnv emdpkeld Toug otn PeAtioTonoinon Tou
T(POYPAUHATOC TIEPLAYNONG KoL atn Staxeiplon g achaAelog. Auto To emiteuypa 0L povo Ba BeAtiwoet tnv
Sladlktuakn Toug sunelpia, al\a Ba toug e€omAioel kat pe Kploweg 5e€L0TNTEG MOU elval amapaitnTeg otov
ologva kat o PndLako koouo. Oa yivouv mio tkavol kat urtebBuvol Pndrlakol moAiteg, Eumnetpot otn Stoxeiplon
NG SLOSIKTUAKAC TOUG SLETad G AMOTEAECUATIKA Kol UE aodAAELa.

Epwtnoelg

1. Moleg eivol oplopéveg Baolkég pubuioelg mouv pmopouv va BeAtiotonoinBolv yia va BeAtiwOel n
ToXUTNTA KOL N AmoS0TIKOTNTA EVOG TIPOYPAUOTOG TIEpLRYNoNG; Awaote mapadsiypata.

2. Nwg ennpedlel n dtaxeipion tng kpudng pvApng cache tnv amddoon evog MPOYPAUOTOC TIEPLAYNONG;
YulNTAOTE TIG EMUTTWOELS TG EKKAOAPLONG TNG MPOCWPLVAG KVAKNG TOU TIPOYPAUUATOC TEPLAYNONG
oTNV ToUTNTA KO TNV QoS 0TIKOTNTA TG TTEPLAYNONG.

3. Moot eivat ot mBavol kivbuvolL Tou oxetilovtal He Tn XPHON TWV TPOETUAEYUEVWY PUBUIcEWY
aodaleiag Tou mMpoypAUpHAToC Ttepliynong Mwg pmopel n e€atopikeuon autwyv Twv pubuicswv va
BeAtlwoel TNV aodpdalela Kat TNV IOLWTIKOTNTA 0To SLabikTUO;
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4. NeplypaPte 1o poAo Twv cookies oTNV NAEKTPOVLKN TapakoAoUBNaGn Kal TNV MPooTacia TNG IOLWTIKAG
{wnc. Nwg pmopolV va TPOCOPUOCTOUV Ol PUBUICELC TOU TPOYPAUUATOG TEPLRYNONG YlaL TNV
amoteAsopatikn dlaxeiplon Twv cookies;

5. Julntnote tn onuacio Twv EVNUEPWOEWV TOU TIPOYPAUUOTOG TIEPLHYNONG OTO TAALCLO TOOO TNG
BeAtiotomnoinong tTwv embdocewv 600 Kot TNG aodAAELAG. AWOTE Eva TIPAYHOTIKO TIOPASELYUA OTIOU N
ENEWPN EVNUEPWOEWV TOU TIPOYPAUHUATOG TIEPLYNONG odnynoe os mapoafiacn tng acdalelag n os
ueiwon Tng anodoonc.

6. Nwg Umopel n xpron EMEKTACEWVY VO EMNPEACEL TIG ETMLOOOELC KAL TNV A0PAAELA EVOG TIPOYPAULATOC
TEPLAYNONG; ZUINTAOTE OPLOPEVEG OTPATNYLKEG VLA TNV ATIOTEAECHLATIKY SLOXELPLON TWV EMEKTACEWV.

7. Mwg n WBwTkA teptiynon A n Aetoupyia incognito evioyVeL TNV WOLWTIKOTNTA oTO SLadikTUO; Z€ IOl
oevapla pnopet va eivat Wolaitepa emwdeAng n xprion autig tg Aettoupylag;
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